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1. Introduction
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This product contains libraries for directory services developed in the OpenLDAP
(https://www.openldap.org)

This product includes libraries for ZIP compressions that have been developed within the
Info-ZIP group project (https://www.info-zip.org)

This product includes the unrar.dll are exclusively owned by the author - Alexander Roshal.
This product contains cryptographic libraries developed in the OpenSSL project
(https://openssl-library.org/), co-author of which is Eric Young (<eay@cryptsoft.com>).

System Introduction

Winmail Server is an enterprise class mail server software system offering a robust feature set,
including extensive security measures. Winmail Server supports SMTP, POP3, IMAP,
Webmail, LDAP, multiple domains, SMTP authentication, spam protection, anti-virus
protection, SSL security, SpamAssassin, RBL, SPF, Network Storage, remote access,
Web-based administration, and a wide array of standard email options such as filtering,
signatures, real-time monitoring, archiving, and public email folders. Winmail Server can be
configured as a mail server or gateway for FTTB and cable modem networks, beyond standard
LAN and Internet mail server configurations.
System Requirement
-Hardware Requirements: Intel i5 CPU or above, 500 GB hard disk, 4GB memory available
-Operating System Requirements:

- OS Support:MS Windows 2003/2008/Windows 7/2012/Windows 10/Windows
11/2016/2022/2025 32bit/64bit.
Main Features
Flexibility
Winmail Server adapts well to many different network environments, with support for the
following options:


https://www.openldap.org/
https://www.info-zip.org/
https://openssl-library.org/
mailto:eay@cryptsoft.com
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Two types of email gateways: POP3 download and ETRN download, allowing access by
multiple users to one email account without conflict.

Automatic extraction and conversion of MS-TNEF (winmail.dat) attachments.

Static and dynamic IP connections.

Network Storage, User can setup share file and directory. Users can upload and download files
via Webmail, FTP tools.

Enhanced Webmail with Calendar, Notebook, Bulletin board folder, Support UTF-8.

Ease of Use

Winmail Server supports the following user email functionality:

Popular email client software products such as Outlook.

Multi-language, Multi-themes Webmail

Anti-virus functions, support for most enterprise class anti-virus engines

Personal email signatures

Email groups for efficient communication and collaboration between individual group
members

Email file attachment filtering by file names and type settings

Email archiving

Included SpamAssassin

Event calendar and user schedule functions

IMAP (Internet Message Access Protocol) to access mail on server

LDAP (Lightweight Directory Access Protocol) and IMAP public folder access for Outlook
and Webmail, to allow sharing of user information within an internal network

Ease of Administration

Mail system administrator functionality includes the following options:

Import and export of user accounts data for server upgrades

Administration of individual user account privileges including individual email account
termination and individual mailbox size restriction

Ability to set up and manage user groups

Multiple administrators and independent domain administrator setup function

Remote access server administration using SSL security connection protocol via web
management interface

Multi-domain (virtual domain) service and installation of multiple domains in one device
Windows server accounts standards conformance
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Bi-directional mailbox monitoring

Real-time operating status reports

Multi-threading design to facilitate multi-user simultaneous access

Spam protection, IP and domain name filter, SPF support, SpamAssassin and RBL (Real-time
Blackhole Lists) to check and individually customize user filter rules

Convenient software installation and uninstallation

Mail call-back function, support webmail and Office Outlook

Enhanced password policy

Safety and Security

The following security and backup features are provided:

SMTP service supporting multiple domain names, domain aliases and ESMTP (Extended
SMTP) authentication.

SSL security for communication under SMTP, POP3, IMAP and LDAP

Creation, import of CA SSL certificate

System failure recovery function

System log recording each server event

System backup and restore capability

2. Function Modules

Function modules that are available are as the following:

SMTP Service

SMTP Service supports multiple domain names, domain alias and ESMTP (Extended SMTP)
authentication. User can deliver the emails directly to the destination domain by the MX(mail
exchange) record or a specific mail server (such as a SMTP server of an ISP),and it supports
SSL secure communication.

POP3 Service

User can receive emails from mail servers by mail clients such as Outlook, and it supports
SSL secure communication.

IMAP Service

User can process emails on server using client software such as Outlook, Netscape Messenger,
The Bat! and Eudora,and it supports SSL secure communication.
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WebMail Service

Powerful multi-language, multi-themes Webmail is available. User can register a new account,
compose/send emails, change password, set up external POP3
mailbox/auto-forward/auto-reply

Enhanced Webmail with Bulletin board folder.

Please follow instruction below then somebody can register a new account online:
Administrator can setup registration through webmail is allowed or not by check the check
box named 'Active register mailbox by webmail' in Domain Setting->Domains->pick a
domain->Domain Extended Properties.

LDAP

Users can search the public address book through Webmail, Outlook with support of SSL
secure communication.

IMAP Public Folder

IMAP public mail folder function is available. Administrator can setup individual user access
rights of read/write/delete and search public info with Outlook and webmail.

Network Storage

Winmail supports network storage. User can setup share file and directory.Users can upload
and download files via Webmail, FTP tools.

Calendar and Notebook

Winmail supports network calendar and notebook. User can setup task and event to remind
you to do it.

Mail Signature

Restrictions can be set up so that some users' mails will need to be approved by a specific
administrator. The administrator can approve or reject the mails.

Mail Anti-Virus

WinMail Server supports t almost all common Anti-Virus engines. The system scans emails in
and out and effectively blocks and removes infected emails.

Anti-Virus Engine list (See 6.6)

Initialize Wizard

Quick Setup Wizard enables user to set up mail server quickly by only entering a few simple
parameters. Please refer Installation and Initialization(See 3.) for detailed instructions.

NT Domain Attestation

Winmail user accounts can be integrated with NT system accounts and all in-and-out mails are
adopted in NT domain attestation to improve security and reduce the complexity of system
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maintenance.

Users Management

Administrator can create, delete and disable individual email accounts, set up mailbox quota,
maximum number of emails allowed, maximum email bytes allowed and whether the user
info is visible by others. User's right to send and receive email can be set up individually. User
accounts can be imported and exported as well.

Group Management

Administrator can set up mail groups. Each user in the group will receive the email if the
email is sent to the group. The system supports everyone group and external mail addresses.
Mail Gateway

The Winmail Server can also be used as the LAN's gateway. It will automatically receive
mails from the appointed account in a remote server, and send them to the local customers
according to the setting rules. Winmail supports two main ways of receiving remote mails:
POP3 receiving and ETRN loading.

Remote Management

The remote management tools allow the administrator to manage the mail server in a remote
trust center with SSL encipher.

Filter and Monitoring

and illegal content, information and also supports attachment filtering. Support frequency
control for SMTP/POP3/IMAP4. Support max connection control for SMTP/POP3/IMAP4,
Included SpamAssassin. The system also supply the filtration and two-way monitor functions
by ways of IP addresses, domain names, mail's origin, texts of mail heads. and texts of mail
body. Support SPF, SpamAssassin and RBL(Real-time Blackhole Lists). It can block spam
mails

Greylisting limits amount of received spam by temporarily blocking emails sent by unkown
senders or IP address.

Scheduler

The administrator can schedule tasks to run in a given time or period. (eg: Send mails to the
remote server and receive mails from the remote server)

System Log

The system will record the running log, allowing the administrator to control all the
information while the mail server is running.

Backup & Restore

System values and mails backup and restore, you can set it to a automate job.
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COM object
Provides COM object, in support of ASP or PHP program development.

3. Installation and initialization setup

Preparation

Make sure your server is connected to the Internet and that Domain Name System (DNS)
directory service is available.

If you do not have the Winmail Server installation package, download the latest version from
http://www.winmail.io.

You must own a valid domain name (e.g. ourcompany.com) and have the capability to convert
MX records to the IP address of your mail server. If a static IP address is not available, refer to
Application Examples(See 16.) for instructions.

Installation Procedure

To correctly install Winmail Server, run the setup program for your operating system platform
(such as Windows 2012).

Double-click the winmail.exe file to run the installation wizard.

Follow prompts in the installation wizard to install the mail server step by step.

Select Components

The first screen of the installation wizard asks you to select the components to be installed.
Winmail Server software consists of the server application core and the administration console
tool, which supports remote access and can be installed on another computer for administrator
convenience. Default selection is both of these components. If you are installing only the
administrative tool on a server, uncheck the Winmail Server option.

Click Next to proceed.


http://www.winmail.io/
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]ihzl Setup — Winmail Nail Server

Select Components
Which components should be installed?

Select the components you want toingtall; clear the components vou do not want to
ingtall. Click Mest when vou are ready to continue,

| Full inztallation

winmail Server 9.6 ME
Admiristration Conzole 14.5 ME

Current zelection requires at least 22,2 MB of dizk space.

[ < Back ” Mest > l[ Cancel ]

Select Additional Tasks

The next setup screen asks you to choose how you want the server to run, what to do with
existing files if you are upgrading, and how you want to handle desktop shortcuts.

]'.:.El Setup — ¥Winmail Nail Server

Select Additional Tazks
YWhich additional tazks should be performed?

Select the additional tazks pou would like Setup to perfarm while ingtaling Winmail kail
Server, then click Mest.

Server Type : A
(%) Run az Service
) Bun Stand Alone

When config files have existed ;

(®) Delete existed config fles

() Keep existed config files
Shortcut ;
Create desktop icon

[+] Create quick launch icon b

¢ Back ” Hest » ][ Caricel
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Server Type

The Winmail server application core can be run in two ways. The main difference between
these two server modes is the manner in which Winmail Server is initiated.

When Winmail Server is run as a service, the application automatically launches upon
computer startup, without a separate system login. When selecting Winmail Server to run as a
stand-alone application, you will be required to first login to the system before Winmail
Server can launch.

Note: For NT operating systems, select the "service™ mode.

Handling Existing Configuration Files

If you are upgrading from a previous version of Winmail Server, check the box to indicate
whether you want to keep the current configuration information or to delete current
configuration files and start fresh.

Creating Shortcuts

You can choose to have the installation create a desktop icon for Winmail Server, and/or create
a quick launch icon in the system tray.

'|i.|;..EL Setup — Winmail Nail Server

Set Password
Faor adminigtrator and sustemn mailbos

System Adminiztrator 'admin’ Pazsword

[ < Back ” Hest > ][ Caricel ]

Set Passwords

If the system detects that this is a first time installation, or if you have chosen not to keep
configuration files, the setup program will ask you to enter an administrator login password
and postmaster mailbox password. These are required fields. Default administrator name is

10
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admin.

Completing Installation

After finishing the installation of Winmail Server on a Windows 95/98/ME platform, you must
restart the system before using Winmail Server for the first time. Under other operating
systems, the system does not need to be restarted.

After installation (and reboot, if required), you can begin using Winmail Server.

If you have chosen a quick launch icon, one of the following Winmail Server icons will appear
in the system tray.

Eindicates Winmail Server is successfully running.

@indicates a failure in installing and initializing Winmail Server.

If you are having problems completing the installation of Winmail Server successfully,
check for the following conditions:

1.Administrative port 6000 is in use. Please refer to the FAQ: Why has the
SMTP/POP3/IMAP/ADMIN/HTTP service failed?(See 19.)

2. The same edition of this software has already been installed and its trial period has expired.
3. The license information is incorrect, i.e., number of users exceeds license permission.
Initialization

After installation, the administrator must initialize the Winmail Server system. Since no
domain settings will be detected yet, Winmail Server will automatically run the Initialize
Wizard Tool.

You can also choose to set up Winmail Server with the administration tool.

Initialization using the Initialize Wizard Tool

11
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ﬂm“Initialize ¥izard Tool

|@ |1-:n:-1':. com |

|********* |

Mailbox address

Winmail
SERVER Faszword

Confirm password | Aok ok |

[ Setup ] [ Cloze ]

Tratialization Results

Initialization finished.

| >

Tou can test the mailbox using Outleok Express,
Outlocl, Eudora, ete.

SNTP =zerwer: 12T7.0.0.1

SMTF port: 25

Enabling SMTP authentication

POF3 =serwer: 127.0.0.1

POF3 port: 110

POF3 user: infa

POF3 password: 1nfolZ234h

Webmail URL: http:#F127.0.0. 16080/

4

Every domain requires a valid postmaster mailbox. Enter the postmaster address and password
(the same one entered during install action). The wizard will automaticaly check the database
to confirm that this address exists. If the mailbox does not exist, the Initialize Wizard Tool Il
add the new domain name and mailbox entry into the database and test availability of
SMTP/POP3/ADMIN/HTTP service.

Click the Setup button to complete the initialization.

The system generates and displays a report of server initialization and testing in the window
titled "Initialize Result™ just below the Setup button.

Scroll down to the end of the report to view the setup information for your configuration.
Initialization using the Administration Console

The Administration Console allows you to manage your mail server locally or remotely
through an online Web management site. To initialize the system using the Administration
Console tool, follow these steps. See the Administration Console section of this manual for
more details.

1.Login Administration Console and Check System Services

a.Run Winmail Server Administration Console or double click the Eicon.

b.Input admin user name and password (set during installation) to login.
c.Choose Services from the System Setup menu.
d.Check the list to make sure that SMTP, POP3, and ADMIN services are all running.

12
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Notes:

If you find that SMTP or POP3 is not running, check system logs in the System Logs->System
option. Often a service cannot be started because the intended port is in use. Close related
programs in use or change to another port, and then restart the relevant service. (For example,
in Windows 2003, under the default installation, SMTP service of 11S will be installed, which
may cause mail server SMTP service to be unavailable.)

2.Mail Domain Setup

Set up a domain for mail server, e.g. ourcompany.com. Please refer to Domains(See 8.1).
3.Add New User

Please refer to Users(See 20.3).

Mail receiving and sending test

You can test the system using email client software such as Outlook or Eudora, or using
webmail. For Webmail access, log on to http://localhost:6080 or http://yourserverip:6080
Login as one of the users you just added, and send a test email to another of the users you just
added.

If you encounter problems, see the FAQ appendix for the description of your problem and
possible solutions.

Note: SMTP authentication is unavailable in default before Winmail Mail Server 3.8, but we
recommend using SMTP authentication to prevent Spam. Please refer to SMTP Setup(See 6.2).
After that,You should set up the SMTP authentication available when adding a new accounts
in mail client software.

4. Administration Console Tool

You can manage your mail server with the Administration Console Tool or through the online
Web Manager site. The Administration Console Tool supports all server settings and remote
access, while the Web Manager site supports only account and domain names management.
This chapter explains how to use the Administration Console Tool.

Start

Select Start Menu->Programs->Winmail->Winmail Administration Console to start, or select
the shortcut icon on your desktop or quick launch bar to start the program. The following
screen will appear.

13
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') Winmail Nail Server —— Administration Tool

Connect Language Help

Pa o

Connect to Server

Server
®1ocal hosti
() Remote host

port (6000 Default port

Lagin

Username |adrnin

Hkkk
Password |

Save password

Shiow this dialag at startup

[ o

Ready | Hum,

Note: If this login window does not appear, click the Connect option on the menu bar.
Usage
1.Choose the type of mail server you wish to manage.
To manage a local mail server, select Local host.
To manage a remote mail server, select Remote host and input the host name or IP address
and port number.
2.Enter the administrator user name and password.
3.To display this login window automatically when starting up, click the checkbox.
4.Click OK to login. The Winmail Server Administration Console Tool will display a screen
similar to the following.
If you see the message Server has not responded, either the mail server or the administration
service is not started.

14
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G Winnail Mail Server —— Administration Tool — [admin®localhost:6000] E“El&]
Egomect Langnage Window Help

@'5@ Swystem Setup

@& Anti-Span
#-E5) Domain Settings Trerm T
- [ Vser and Group Praduct narme Winrmail Mail Server
Wi Systen Status 03 Micrasaft Windaws
¥ System Logs Tatal mermary S11MB
“Tif Change Password Free memary 287ME
©fB License Total disk space of the system 15,99GE
Free disk space of the svstem 4,19GE
Tatal disk space of the mail store 15,99GE
Free disk space of the mail store 4,19GE
Q3 runtime o7 minutes
Mail server runtime o7 minutes
Licensed ko
Max, number of allowed maiboxes 500
The number of assigned rmailboxes 2
Max, number of allowed domains Unlimited
The number of assigned domains 1
License dake
Remaining days Unlimited

Support service expiry

L! admin@localhost:a000
Ready Hum

Administration Console Tool Screens

The left pane displays all of the functions available with Winmail Server. As you select an
item in the left pane, the right pane displays the detail and setup options for that item. Buttons
at the bottom of the screen provide options for each function.

Note: The version number of the Administration Console Tool should be the same as the mail
server, and cannot be a lower version. Select "check latest version™ on the Help menu to
compare the version you are running with the current version.

The top level menu options in the Winmail Server Administration Tool menu are:

.System Information

.System Setup

.Domain Setting

.User and Group

.System Status

.System Logs

Help

15



Winmail Server help

Each of these top-level menu options and the functions under them is described in this
manual.

Why Can't | Connect?

If a "Connection failed" warning is displayed after you try to connect, it could be due to one of
the following: Incorrect user name or password. Make sure that these are correct and bear in
mind that the password is case sensitive. Make sure the Caps Lock key is not on. The Mail
Server Engine is not running on the computer to which you are trying to connect. Run it first
(using the Mail Server Control utility or the Services panel under Windows XP/2003).

Web Admin

The URL of web based administration  http://localhost:6080/admin/  or
http://yourserverip:6080/admin/

Please enter the administrator username and password, Support domain administrator.

P Winmail server

Username
Password

English r

LOGIN

16
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pWinmail = admin
# Home
USER LIST DOMAIN|  enucom v| PAGE1/TOTAL1
¢8 System Setup
O Domain Settings Name Full Name Description Company/Department  Office Status Last visit Delete
1234 vbc bnv Normal  01/12/2016
abe abecceddd Normal  02/19/2016
Graups ghdk global Normal  12/24/2015
User Aliases huge Pending  11/09/2015
AT T ocal local Normal  07/24/2015
Change Password outgoing outgoing Normal  07/24/2015
Logout pop Normal  01/18/2016
postmaster Normal  12/16/2015
An acdlifleiacdf Narmal  n1/ns/on1s PR

5. System Information

System Information

The first option in the left pane of the Administration Console Tool window is System
Information. Select this option to view the server system information, including:

.software version number

.operating system information

.remaining memory and disk space

.maximum number of mailboxes supported

Jicense information

.days remaining in this software license
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L Sysieminformatiol

| Ikem

| Product name

| 05

| Total memaory

| Free mermory

| Total disk space of the system

| Free disk space aof the swskem

| Total disk space of the mail store

| Free disk space of the mail store

| OS5 runtime

| Mail server runtime

| Licensed ko

| Max, number of allowed mailboxes
| The number of assigned mailboxes
| Max. number of allowed domains

| The number of assigned domains

| License date

| Remaining days

| Suppart service expiry

Yalue

winmail Mail Server
Microsaft Windows
S11MEBE

283MEB

15,9956

4, 19GE

15,99GE

4, 19GE

1 hours 50 minukes
1 hours 51 minutes

S00

2
Inlimited
1

nlimited

Note: A super administrator can view information about the operating system and local system,
but common domain administrators can only view local system information. See the
Administrator option under System Setup for more information.

6. System Setup

HYSLIENM S ELUD

@ Services

SMTP Setup

'@ Mail Gakeway

"'{% Scheduler

@ Advanced Setkings
@Public Mail Folders
B‘.ﬁ.nti-'-.-'irus Setup

By Mew Mail Natification
El System Backup

Services(See 6.1)
SMTP Setup(See 6.2)
Mail Gateway (See 6.3)

18



Winmail Server help

Scheduler(See 6.4)

Advanced Settings(See 6.5)
Public Mail Folders(See 20.1)
Anti Virus Setup(See 6.6)
System Backup(See 6.7)

6.1 Services

Each of the various functions for sending and receiving email is managed through a specific

service, running on its own system port. The Services option provides a list of the available

services and their running status, IP and port information. A super administrator can choose to

start, stop, or modify the setup of any of these services.

Select the Services option under System Setup. The following screen will appear.

= H

A AL 2T

(]

Setvice Name Status Startup Tvpe Bind IP Port
@ ADMIN Running Autoratic Al local 1P /OO0
@ SMTP Running Autarnatic Al lacal 1P 25
@ SMTP{MSA) Running Automatic All local IP 537
@ Secure SMTP Funning Automatic All local IP 465
@ POP3 Running Automatic &l local IP 110
@ Secure POP3 Running Autoratic Al local 1P Q95
@ IMAP Running Autoratic Al local 1P 143
@ Secure IMAP Running Autoratic Al local 1P Q93
@ HTTP Running Autoratic Al local 1P A0S0
@ Secure HTTP Running Autarnatic Al lacal 1P FLEX
@ FTP Running Automatic All local IP a0z1
@ Secure FTP Funning Automatic All local IP A290
@ LDAP Running Automatic &l local IP 339
The Admin service allows management of the mail server through the administratio
ADMIN service cannot be stopped. Winmail Server requires this service to be running or a soft:
will occur. Admin service is under SSL encryption.
SMTP (Simple Mail Transfer Protocol) service is for sending mail to or receiving mai
SMTP )
mail servers.
Secure SMTP Secure SMTP service is under SSL encryption, preventing network listening.
POP3 POP3 (Post Office Protocol) service allows the local machine to retrieve email
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mailboxes or from servers with client software.
Secure POP3 Secure POP3 service is under SSL encryption, preventing network listening.

IMAP (Internet Message Access Protocol) allows you to process email on the ser

IMAP Internet.

Secure IMAP Secure IMAP service is under SSL encryption, preventing network listening.

HTTP HTTP (Hypertext Transfer Protocol) service is used for Webmail operation.

Secure HTTP SSL secured connections. HTTP with secured access

FTP FTP (File Transfer Protocol) service provides network storage.

Secure FTP Secure FTP service is under SSL encryption, preventing network listening.

L DAP LDAP (Lightweight Directory Access Protocol) service allows a distributed di

database server to store public addresses, which can be searched by users.

Start Services

.To start a service that is not running, select it from the list of Services and click the Start
button.

If you cannot start the service in this way, check the System Log (from the main screen
choose System Logs->System). Usually a start failure is caused by ports in use.

Please refer to the FAQ Why can't | always start SMTP/POP3/ADMIN/HTTP/IMAP/LDAP
services after installation?(See 19.)

Stop Services

To stop a running service, select it from the list of services and click the Stop button.

Note: Stopping the ADMIN service is not allowed.

Service Setup

To set up or modify the parameters for a selected service, highlight the service and
double-click, or highlight the service and click the Setup button. One of the following Service
Parameter Setup screens will appear.
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X)

Service Configuration

Basic Parameters | Access Contral | Connection Limits

IF and Paort
Bind IF Port Add
Al local IP 25

Edit

Delete

Mazx, clients 100

4

Tirne out 200 o | seconds

Auko start the service at swstem startup
Restart the service when configuration changed

| kK, |[ Cancel ]

The Basic Parameters tab of the Service Parameter Setup screen allows the administrator to
specify the IP address and port to be used for communication, along with other key
information. Default settings are automatically entered during the installation process, and
normally do not need to be changed.

To change one of the basic parameters for a service, type in the new value or check/uncheck
the appropriate box, and click the OK button.

) Server will receive data only from the specified IP address. To allow receipt of data
Bind IP address . .
addresses, leave this setting at 0.0.0.0.

Port The port number used by this service program for network listening.
Max clients Maximum number of systems allowed access to this service at the same time.
Time out Number of seconds the network connection will wait before timing out.

Auto start service when the system ) ) ] ]
Check this box to automatically restart the service whenever the system is restarted.
startup

Restart the service after setup Check this box to manually restart the service. Checking this box and clicking the OK
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restart the service immediately.

Access Control

The Access Control tab of the Service Parameter Setup screen allows the administrator to
restrict access to the server by certain IP addresses.

Note: The access control options for each server are mutually exclusive. That is, you can
choose only one of the options available, and list IP addresses to meet only one set of criteria.
.To add a new IP address to the list, type it into the text box and click the Add button.

.To remove an IP address from the list, select it from the list and click the Delete button.

.Click the OK button when you are finished with all Access Control setup for this service.

S5ervice Configuration D_(|

Basic Parameters | Access Control | Zonneckion Limits

(%) Access control disabled
() Disallow IP addresses listed
) allow only TP addresses listked

| [pe ]

Delete

Export

[ K l [ Cancel
Access IP address uncontrolled Any IP address is allowed to access the service.
Disallow below IP address Any IP address listed in the following box is not allowed to access the service.
Allow below IP address Only the IP addresses listed in the following box are allowed to access the service.

Frequency
For all of the ADMIN, SMTP, POP3, and IMAP services, a third parameter setup tab is
available to set the frequency. Frequency refers to the number of concurrent connections that
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can be handled by each IP address.

X

Service Configuration

Basic Parameters || Access Control | Connection Limits |

Mazx concurrent conneckions per IP
Mazx. conneckions per minute, per IP

The Fallowing IP addressies) are unlimited

[ add

|

Delete

Export

[ K l [ Cancel
Max. concurrent connections Maximum number of concurrent connections allowed through this port.
Max. connections/minute/IP Maximum number of connections per minute, per IP address.

Unlimited access for the listed IP ] ) ]
Those IP addresses listed will always be allowed access through this port.

addresses

.To add an IP address for unlimited access, enter the IP address in the text box and click the
Add button.

.To delete an IP address from the unlimited access list, select the address and click the Delete
button.

Notes:

1.Do not change SMTP service port. Changing the port number will cause failure when other
mail systems are sending mail to server.

2.Present HTTP service does not use the standard 80 port, but instead uses the 6080 port. Be
sure to specify the HTTP port when using Webmail. If you need to access a local machine,
enter http://localhost:6080/ or http://yourserverip:6080/ in the browser address box. If there is
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no other HTTP service using port 80 on the server, you can change the HTTP service port for
Webmail to 80 and directly connect to http://localhost or http://yourserverip to access
Webmail.

3.1f one network interface card on the server has two IP addresses (internal and external), set
up local IP 0.0.0.0 as the SMTP/POP3/IMAP bind IP address.

6.2 SMTP Setup

SMTP Setup

Basic Parameters
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s ol E oelup

Basic Parameters | Remate Delivery | Open Relay Domains | Trusted Hosks | Domain Direck Delivery | Mail Header Re|

Pastmaster mailbo:x postmasterd

HELZ/EHLD hiostnarme

Mazx. number of recipients 100 {0 = Unlirmited)

Max, message size 20 ME (0 = Unlimited)
Incoming message size 20 ME - 0 = Unlimited)
Oukbcoming message size 20 ME - (0 = Unlimited)

Mazx, number of hops (Received) 20 (0 = Unlirmited)

Mazx, number of reset (RSET) 20 (0 = Unlimited)

Delivery Failed retry interyval 15

Cueued mail lifetime 2

Waiting For signature liFetime 5

Femote delivery time out 600 seconds

Cukgoing message by IP address (Mo special, keep it empty)

Clase apen relay (Meed SMTP authentication except For krusted hosks)
From address must be a user of local domain
[]From address and authentication account must be the same
[ The sender of local domains musk authentication
Exchude host From the IP good lisk (including internal addresses)

[ allow decode M3-TMEF message {winmail.dak}
Allow STARTTLS caommand (S3LITLS transmission)
[] Allow YRFYJEXPM command
[| Disabled plain text authentication
["] pisabled 25-port authentication
&dd "sender” field to mail header
Add "¥-Criginating-IF" figld to mail header
Add "¥-AuthUser" Field to mail header

The Basic Parameters tab allows the administrator to determine:

.where bounced email will be sent

restrictions on number of receivers for a given email, message size, and number of hops
.how long to wait when messages cannot be delivered or require signature

.what to do with certain kinds of exceptions
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.whether to use SSL security for your communications

Use the following table for reference while completing the Basic Parameters screen.

Postmaster mailbox

HELO/EHLO host nhame

Max. number of recipients

Max. message size

Incoming message size

Outcoming message size

Max. number of hops(Received)

Max. number of reset (RSET)

Delivery retry interval

Mail's life time in queue

Close open relay

From address must be a user of local

domain

From address and authentication account

must be the same

The email address to which all email that cannot be delivered will be sent, or to w

information will be sent. You may also know the status of such mail in the received m

HELO/EHLO host name used during SMTP command communication. If this item i
primary domain name will be used.

HELO refers to the stage of the SMTP protocol in which SMTP servers introduce th
each other. EHLO is an expanded version of HELO. For more inforn

http://www.fags.org/rfcs/rfc821.html
Maximum number of recipients allowed for each email. This helps guard against outg
Maximum email message size, in bytes.

Maximum email incoming message size, in bytes. Incoming message means that rece

other mail server

Maximum email outcoming message size, in bytes. Outgoing message means sendi

mail servers
Maximum number of SMTP servers allowed to pass through email server

Maximum number of RESET commond allowed for each email. This helps guard agair

spam.
Amount of time to wait before a failed email delivery will be retried.

Amount of time that an email can remain in the delivery queue. If it cannot be deliverec

time, no further attempts will be made.

Check this box to ensure that only an authenticated user can send mail to a relay serve
SMTP service.

When an authenticated user sends an email, the sender's address must be the email ad

system.

Check this box to require that the sender's email address and authentication account rr

The sender of local domains must Check this box to require that the sender's in local domain must authenticate
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authentication

) MS-TNEF is a special format for Microsoft Outlook that is not recognized by most n
Convert MS-TNEF message into MIME ) ) ) )
client software. Check this box to activate automatic conversion of MS-TNEF me
message
MIME messages.

Allow starting SSL/TLS communication Check this box to enable SSL security with Winmail Server communications.

Allow VRFY/EXPN command Check this box to enable VRFY/EXPN command with Winmail Server communicatic

.To apply your changes, click the Apply button.

.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

Remote Delivery

The Remote Delivery option of SMTP Setup allows you to establish the parameters for
delivering mail to another server.

Note: It is not usually necessary to activate this function for Broadband Internet users. Dial-up
users can set a relay server as their local host, which will speed up delivery speed and reduce
errors.
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:: SMIP Setup

Delivery

(%) Use DMS lookup

[ Juse relay server when delivery Failed

() Use relay SMTP server

Felay Server

Felay Server Authentication User

Add Madify Delete p Cian

|:| IUse S5LJTLS connection when remote server supports STARTTLS

Use the following table for reference while completing this screen.

Look up DNS MX records. Check this box to have the SMTP service check for valid recipient addresses using DI

Use SMTP relay server when delivery 1f DNS lookup has been checked, but delivery fails, check this box to use the SMTP rel

fails attempt delivery.

Use SMTP relay server Check this box to always use the SMTP relay server for delivery.
Relay server address If you are using an SMTP relay server, enter its IP address.
Relay server port If you are using an SMTP relay server, enter its port number.
Use SSL Check this box to use SSL security connection.

) Enter the number of times you want the system to attempt delivery through the relay s
Retry attempts after failure ] )
first attempt fails.
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Retry server require authentication Check this box to require authentication before attempting a delivery retry.
Address as mail from The address as mail from when attempting a delivery retry.

If you require user authentication before retrying mail delivery through a relay serve
User/Password
user name and password here.

Use SSL/TLS connection when remote ) o ]
) ) Check this box to ensure that SSL security will be used when accessing the remote sel
server is available

.To apply your changes, click the Apply button.
.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

If relay server needs authentication, you must select Relay server requires authentication
option and enter correct user name and password.

X]

Eelay Serwver

Hiosk | |

Part | | [ Defaulk port ]
[ ]uUse 551
Sender | |
|:| Requires authentication
sernarne | |
Password | |

[ Ok H Zancel ]

Usually, it is not necessary to activate this function for xDSL users. Dial-up user can set relay
server for improving on delivery and reduce errors.

Open Relay Domain

The Open Relay Domain option under SMTP Setup allows the administrator to enter domains
known to be reliable. After activating SMTP authentication, mail can be sent to any of these
listed domains without authentication.
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o SMIE Setup

| EBasic Parameters || Femate Delivery | Open Relay Domains | Trusked Hosts || Direct Domain Delivery || Mail

Domain Without Authenticate

| [ee ]
Delete

Export

Mote: Authentication may not occur when
zending mail to the domains) lisked abowve,

.To add a domain to the list of trusted relay domains, enter the domain name and click the Add
button.

.To remove a domain from this list, select the domain name and click the Delete button.

.To apply your changes, click the Apply button.

.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

Trusted Host

Host Without Authenicate: Authentication may not occur when receiving message from the IP
address(s) listed above.

Host Without SMTP Filter: SMTP filter may not occur when receiving message from the IP
address(s) listed above.
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L SMITP Setup

| Basic Parameters | Remote Delivery | Open Relay Domains | Trusked Hosts | Direct Domain Delivery | Mail Hez

Hosk without Authenticake

| | (s ]
Celete

Export

Moke:

1. The abave lisk will anly accept valid TP
addresses,

2. Authentication may not occur when
receiving message from the IP addressies)
listed above,

.To add an IP address to the list of trusted IP addresses, enter the IP address in the text box and
click the Add button.

.To remove an IP address from this list, select the IP address and click the Delete button.

.To apply your changes, click the Apply button.

.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

Domain Directly Delivery

Winmail Server allows you to deliver mail directly to a specific host by specifying a domain
name and IP address. One domain name can correspond to several hosts, arranged in sequence
depending on network status.

Several email systems can exist in the same network and each system can have a different
domain name, but they cannot share DNS settings.

The Direct Domain Delivery option under SMTP Setup allows the administrator to specify
direct delivery domains and their priority.
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= SMIP Setup

| Basic Parameters || Remote Delivery || Open Relay Domains || Trusted Hosts | Direct Domain Delivery | Mail Header Replace || Secret |

Dornain Mame Delivery Host

winmail,corm 192.168.120.212
[ Add ] [ Modify ] [ Delete [ Import ] [ Export
[Juse remate delivery rules when direct domain delivery Failed

.To add a domain hostname, enter the domain name and the host IP address in the text boxes,
and click the Add button. When the remote requires authentication, you must check "Requires
authentication” and input the username, password.

.To remove a domain from this list, select the domain name from the box listing all direct
delivery domains, and click the Delete button. You can use the Up and Down buttons to scroll
through the list.

.To apply your changes, click the Apply button.

.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

Use remote delivery rules when direct domain delivery fails: Check this box to have the
SMTP service use the remote delivery rules.

Mail Header Replace

You can replace the displayed mail header on outgoing messages. For example, if you wish to
use a corporate alias to represent multiple internal addresses, create the alias and determine the
circumstances under which it should be used.
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L SMIIE Setup

| Basic Parameters || Remaote Delivery || COpen Relay Domains || Trusted Hosts || Direct Domain Delivery | Mail Header Replace | Secret

Replace with Replaced this
@magicwinmail.com @winmail, com
[ Add ] [ Modify ] [ Delete

Adding an Alias

1. To add an alias, enter the alias name in the "Replace with" text box.

2. Enter the complete email addresses to be replaced by this alias in the "Replaced string" text
box.

3. For multiple entries, separate each one with a semi-colon.

4. Check the correct box to use this alias when sending mail to local addresses, or when
sending mail to remote addresses (or both).

5. Click the Add button; the new entry will be shown in the top window.

6. Click the Apply button to apply all changes made.

Removing an Alias

1. To remove an alias, select the line in the top window that you want to delete.

2. Click the Delete button.

3. The entry will be removed from the list. "Mail Header Replace™ will take no action.

4. Manually erase or modify the entry in the Detail section.

5. Click the Apply button to apply all changes made.

6. To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

Note:

Af your mail server is used on the Internet, be sure to activate SMTP Authentication.
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Otherwise, your mail server will become a spam relay server. Review settings on the Basic
Parameters and SMTP Filter tabs to require authentication and/or restrict communication.
Close open relays, require authentication and DNS lookup, and validate SMTP
communication in the SMTP Setup screens.

If the sending host is included in the Trusted Host list, the Direct Domain Delivery list, is a
domain affiliated with the recipient's address in the local domain or domain alias,
authentication is not needed.

If your mail server has been used to send spam, analyze the SMTP logs under System Logs to
find suspect host IP addresses, and add them to the SMTP Parameters Access Control list
under Services.

6.3 Mail Gateway

The Mail Gateway option on the System Setup menu allows the administrator to configure
how to receive mail using POP3 and ETRN protocols.

+: Mail Gateway

¥] POF3 Download
EB ETEN Download

POP3 Download(See 6.3.1)
ETRN Download (See 6.3.2)

6.3.1 POP3 Download

The POP3 download option of Winmail Server retrieves email from specified accounts on
other mail servers and distributes them according to the mail gateway settings specified here.

Select Mail Gateway and then double-click POP3 Download to display the following screen.
++ POE3 Download

Acoocount POF3 Serwver Status
@ steven 19,177, 7T4.74 Enable
] steven pop. look.com Enabla
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To add a POP3 account, click the Add button at the bottom of the screen. The following dialog

box will appear.

Add POP3 Account

X

Server |

| Enable

Paort |11':'

| [ Default Part ] [ Juse ssL

Usernamme |

Passwiord |

Time auk 300
Parameters

Max, mail size

Max, number of mails

seconds

|IZI ME % (0= unlimited)

(0 = unlimited)

O

[ ]Reserve the backup on the server
Delete mail before D days (0 =reserve all)

Delivery byvpe
(%) Deliver o |

) Deliver by mail header

If analyzed mail header is nok correct

Discard the mail

Deliver ko |

Replace the mailbox name with the username

Moke: & task must also be set up in the Scheduler to download syskem

POP3 mail.

| ok

] [ Cancel ]

Use the following table as a reference for completing this dialog box.

Server

Port

Enable

Use SSL

User

POP3 Server IP address or domain name for receiving mail.

POP3 Server port number for receiving mail.
.Click the Default Port button to use the default port number(110).

Check this box to enable receiving mail on this POP3 account.
Check this box to use SSL security connection.

POP3 mailbox account
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Password
Time Out

Max mail size
Max mail number
Reserve the backup on the server

Deliver to

Deliver by mail header

Discard the mail

Deliver to

Replace the mailbox name with the

username

Header Detail

Field in mail header

.......

Zc

Delivered-Ta

Received

r-Envelope-To

[ ] user-defined | |

POP3 mailbox password.
Number of seconds the server will wait for delivery before timing out.
Maximum size of email allowed. Enter O if there are no size restrictions.

Maximum number of email messages allowed to be downloaded at the same time. Ent

are no restrictions.
Check this box to keep a backup copy of email on the server.

Check this option if you want all email to go to one specific mailbox, and enter t

address to be used.

Check this option to distribute mail directly to the recipient shown in the mail |
following three options determine how to handle email with an incorrect mail header.
.Discard the mail gDeliver to (specify a default mailbox for all incorrectly addressed

.Replace mailbox name with user name
Select this radio button if a message with an incorrect mail header should be discarde

Select this radio button if a message with an incorrect mail header should be redirecte

mailbox.

Check this box to replace the name part of an email address (before the '@" ) with the
For example, if the mailbox is default@winmail.cn and the user name is ‘steven’, if
checked, the system will act as if the recipient's email address is steven@winmail.cr
more than one person can share one email account.

X]

[ 04 ] [ Cancel

]

Note: To successfully use the POP3 download, a task must be set up in the Scheduler that is
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specifically assigned to retrieving POP3 mail. See System Setup -> Scheduler.

.Click OK to accept the POP3 server settings.

.To modify an existing setting, select the POP3 server from the POP3 Download screen and
click the Modify button.

.To delete an existing POP3 setting, select the POP3 server from the POP3 Download screen
and click the Delete button.

.Use the Refresh button to update the database and refresh the screen.

6.3.2 ETRN Setup

ETRN Download

ETRN is an extended function of the SMTP server. Use the ETRN option of SMTP to request
mail delivery from a specified mail system queue as an alternative to POP3 distribution. Select
ETRN Setup from the System Setup -> Mail Gateway menu to display the following screen.

++ ETRN Download =]

Domain Server Status Desecription
B amaxit. net 19.177.74.4 Ensble
Ecnu. com 19 177T.T4.7 Enable

To add an ETRN account, click the Add button at the bottom of the screen. The following
dialog box will appear.

37



Winmail Server help

Add ETER

Separate multiple domains with a semicolon ()

Domain || | Enable

3

Server |

Description |

Time out 300 seconds

Authentication

Dﬂuthenti cation required

User | |

Paszword | |

dowrnload ETEN mail.

Hote: A tasl must also be set up in the Scheduler to

| oK | [ Cancel |

Use the following table for reference in completing this dialog box.

Domain Domain name of the ETRN account.

Enable Check this box to enable ETRN mail retrieval.

Server IP number of the ETRN server

Description User-supplied description for this account.

Time Out Number of seconds the server will wait for delivery before timing out
Authentication Required Check this box to ensure authentication of mail service on this server.
User If authentication is required, enter the authorized username.

Password If authentication is required, enter the authorized password.

Note: To successfully use ETRN download,

a task must be set up in the Scheduler that is

specifically assigned to retrieving ETRN mail. See System Setup -> Scheduler.

.Click OK to accept the ETRN server settings.

.To modify an existing setting, select the ETRN server from the ETRN screen and click the

Modify button.

.To delete an existing ETRN setting, select the ETRN server from the ETRN screen and click

the Delete button.
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.Use the Refresh button to update the database and refresh the screen.

6.4 Scheduler

Scheduler

Use the Scheduler function to set up tasks to be run at regularly scheduled intervals, such as
sending mail to external domains, downloading ETRN or POP3 mail, and clearing old email
from the server.

Select Scheduler from the System Setup menu. The following screen will appear.

: Scheduler
Tazk Hame hetion Status
@Recv Mail Dowrload =ystem FOFS Enable
@Send Mail Send mail to internet Enable

To add a scheduled task, click the Add button at the bottom of the screen. The following
dialog box will appear.
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x]

Add Task

Mame || | Enable

Tvpe

@once  [2008- 5 4 v ||1305:09 % |

(JRepeat  Every I:I

Ackions

(%) 5end mail ko internet
) Download system POP3
) Download ETRM mail
) Download user's POFPS
[ auto dial-up if offline
[ Hang up after task is complete
) Delete user's mail{s)

Delete mail(s) older than I:I davys

) Deal with unused maibox(es)

Exreed I:I davs

[ Ok l [ Cancel ]

Use the following table for reference while completing the fields in the dialog box.

Name User-defined task name
Enable Check this box to put this task into action when you click OK.

Choose either a specific date and time to perform this action, or a time interval, f
actions.
1)Select a date and time using the pull-down menu options
2)Enter the interval of time between each repetition of the task.
Scheduled Interval ) ) ) )
3)Use the Time Span button (see Figure X) to specify start and stop times, and to furth
days of the week on which the task will be performed.
4)If there is no specific start time or end time for the task, set start time equal to end ti

5)Check the boxes for the days of the week on which you want the task to run.
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Actions

Parameter Setup

Delete user's mail

Deal with unused mailbox

Auto-dialup if offline

Hang up after task is complete

Select the action to be performed by this task.

Send mail to Internet: Send out all email in queue

Download system POP3: Retrieve all enabled POP3 account mail

Download ETRN mail: Retrieve all enabled ETRN account mail

Download user's POP3: Download mail from the user's outside POP3 webmail acco
Delete user's mailbox: Clear out of all users' mailboxes on the server any mail olc
specified number of days

Deal with unused mailbox: Delete/Disabled user accounts

Establish the following parameters for performing specific actions. Only those optiol

for the selected action will be enabled.

Enter the number of days to allow email to remain on the server, or choose from the

menu.

Enter the maximum number of days a user account can remain active if the user does |

the user does not login within this time frame, the user's account will be deleted.

For sending or receiving mail tasks, check this box if you want the system to automatic

to connect, whether there is an Internet connection or not.

For sending or receiving mail tasks, check this box if you want the system to at

disconnect from the dial-up.

If you are selecting a time interval for actions, click the "Time Span..." button. The following

dialog box will appear as an aid in setting time intervals and cycles.
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Select Time Span

Time Span

Start time |m Vl

End time 0:00 v|

Hote: If the start and end times are

the task will run all day.

the same,

Day of the Weal

Sunday Monday Tuesday
'ﬁ'ednesda}' Thursda}' Frida}'
Saturday

| ok | | Cancel |

x|

If you are selecting some special users for actions, click the 'Action for..." button. The

following dialog box will appear as aid in selecting users for actions.

Select Users for Action

Input mailbo: (Mote: "*@domain” means all
mailboxes in this dormain)

X

Ilsers For ackion [ Exclude
(Maote: the list is empty, action for all users)

W

Select mailbox

| |k, com A | |

=

Mame Full Marme

hr
poskmaskter
sale
SErviCe
steven
suppotk
kesk

| -~

Campan

[ 2

E

Ik l [ Cancel
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.Click OK to accept the Scheduler settings.
.To modify an existing Scheduler task, select the task from the Scheduler screen and click the

Modify button.
.To delete an existing Scheduler task, select the task from the Scheduler screen and click the

Delete button.
.Use the Refresh button to update the database and refresh the screen.

6.5 Advanced Setting

The Advanced Setting option on the System Setup menu allows you to establish system-wide
parameters for the Winmail Server system. Select Advanced Setting and the following screen
will appear, showing three types of settings that can be done by the Administrator.

L aavanced Setings

Eﬂ Swskem Opkions
ﬁ Webmail Setup
Ee| Mail Templates
5]'5 System Broadcast
@ Mail Manitoring
B“ Mail Signing

'E Inkternet Settings
(&) 551 Certificates
!h?IFl Lacation

System Options(See 6.5.1)
Webmail Settp(See 6.5.2)

Mail Template(See 6.5.4)
System Broadcast(See 6.5.4)
Mail Monitoring(See 6.5.5)
Mail Signature(See 6.5.6)
Internet Settings(See 6.5.7)
SSL/TLS Certificate(See 6.5.8)
IP Location(See 6.5.9)
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6.5.1 System Options

System Options

When you select System Options from the Advanced Setting screen, the following screen will
appear, showing the various functions and parameters that can be set for the mail system.
Basic Parameters

- SYSLEM UPLoNs

Basic Parameters |St-:|re Direckary | IPv6 | DMS Setup | System Reparts | Syskem Signature | FTP Cpic

Hostname/IP address

Setvice greefing skring

Language of mail template | ChineselSimplified) v]

Passward quessing and mass messaging

Enable password-quessing detection

Skatiskical intetval minutes

Mumber of auth Failed by IP 33 per IP

Mumber of auth Failed by username 20 pEF UsEr

Mumber of auth by SMTP service a0 Per user

Number of SMTP cutgoing recipients 200 per User

Number of emails with the same subject 8 per user, per day
Mare than limit ko blocked 2880 minutes

[] only allow login from locations

[] 5end the report mail, when Yhen IP or user is blocked
[]add the blacked IP ko the system Firewal

| Blockedlist | | whitelist |
Log options
Language of logs [Chinese(SimpIiFied} v]
Log level [Infl:urmatil:un v]
Days of log Files 30 =
Create a new log when the file size is larger than 1 ME -

[] werite bo disk immediakely
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The first tab contains fields for specifying basic parameters that apply throughout the Winmail
Server application.

Use the following table for reference when filling out the fields on the Basic Parameters
screen.

User-defined name that can be used as a network flag for each service (SMTP/PC
Service banner Sometimes changing this flag can effectively prevent system attacks. If left blank,

banner will display Winmail Server.

The maximum number of times is authentication failed by the same IP address , can

Number of auth failed by IP
prevent an IP to guess the password

) The maximum number of times is authentication failed by a mail user, can effectiv
Number of auth failed by username ] ]
guessing the password of a mail user

) The maximum number of times is authentication by the same IP address or ma
Number of auth by SMTP service ] ] ] ]
effectively prevent an IP address or a mail user is forwarding spam.

) o The maximum number of times is outgoing recipients by the same IP address or me
Number of outgoing recipients ] ) ] ]
effectively prevent an IP address or a mail user is forwarding spam.

History log files Number of log files to be kept.

Create a new log file when the file size ) ) ] ]
. Check this box and enter a maximum size for each log file.
exceeds

Note: Directories for mail storage, mail queue, and mail backup should be different. If you
make a change to a mail path, be sure to copy the current target directory structure into the
new target directory.

Directory
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s oYSIEM WPLIONS

Basic Parameters | Store Directary | Ipyg | DNS Setup || System Reports | System Signature | FTP Options | HTTP Options || LDAP Options | ADMIM Options | Dat.

Mail storage directory d:imagicmailiserveristare

Single copy to save mail

Mail queue directory drimagicmailiserveriqueus
Metdisk directary d:ymagicmailserverinetstore
Mail backup directory diymagicmailiserveribackup
Mail archive directory diymagicmailiserverarchive
Log directory dvimagicmailiserverilogs
Mote:

1. Directories For mail storage, mail queue, mail backup, netdisk and log must be a different directory path.
2. Copy all files of ald directary ko the new directary.
3, Must restart the mail server after changed log direcaotry,

Cther mail skorage directory

D Direckaty Status
1 Filstore Mormal
2 Gi\store Motrial

add H Modify ][ Delete

Soft lmited of disk space |2 o] w
Hard limited of disk space 128 ME W
Make:

1. If the available disk space is below the soft limit a warning message will be displayed.
2, If the available disk space is below the hard limit the mail serverfservice will be stopped,

The screen for specifying directory of Winmail Server application.

Mail store path Directory in which user mail will be stored.

Mail queue path Directory in which mail queues will be stored.

Mail backup path Directory in which mail backup will be stored.

Network store path Directory in which network file will be stored.

Log file's path Directory in which log file will be stored.

Disk space soft limit If the available disk space below the soft limit, a warnning message is displapyed.
Disk space hard limit If the available disk space below the hard limit, mail server is stoped.

DNS Setup

In most cases, the DNS server will already be established for your network, and you can
simply use the default settings. If you need to set up a DNS server, select this option and the
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following screen will appear.

. aystem Options

(%) Use DNS server in Windows TCPYIP settings
{1 Use the specified DMS servers

Primary DMS server |119-29-29-29 |

Second DNS server | |

[ ILookup from the Following DNS when lookuping Failed
| add

Delete
Lp

Do

Tokal of DS buffer ] | [ Clear J [ Lisk J

Use the following table for reference when completing the fields in this dialog box.

Use DNS server in Windows TCP/IP ] ] ] ]
) Check this option to use the default DNS server in your Windows TCP/IP network en
setting

Use the following DNS server Specify the IP addresses of the servers to be used as primary and secondary DNS serv

Lookup MX records from root DNS Check this box if you want the system to check DNS records on root DNS servers w
when DNS lookup fails DNS lookup fails.

System Reports
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+: oystem Options

| Basic Parameters " Shore Direckory || DMS Setup | System Reports |S~;.-'stem Signature " FTP Options "ﬁ

Ernail for reparts |FEPDrt@|DDk-EDm| |

Report For aukomatic archive mails

Report For auktomatic delete mails

Report for top 30 of mailbox used space

Report For mailbox: usage more than
Report For unused mailbox

Report For top 30 skat of sendfrecy

Use the following table for reference when completing this dialog box.
Email for reports Mailbox to which reports of scheduled system actions (clear users and clear mail) will

System Signature

o System Options

Signature [ JHTML Format

Message Sent by Magic Wintail,

Use the following table for reference when completing this dialog box.

Users send a e-mail message, attached to the content as signature. When HTML si

Signature Content ) ] )
increase the content directly into HTML code, select the "HTML format."

If this option is selected, attached the signature content when sending email by webl

Attached signature only  webmail o ) ) ) o
option is not selected, attached the signature content when sending email by mail clier

sending message . . . . .
Thunderbird, etc.) and Webmail (flaws: Some clients will be displayed as the attachm

48



Winmail Server help

FTP Options
FTP is to provide network disk services. Can also use FTP client tool to connect
1 System Options:

5 || HTTP Options | LDAP Options lla

FTP Data Transfers
IPaddress|0.0.0.0|

0.0.0.0 means automatically obtain IP

Port range |6011 \ - |6020 |

Secure FTP Data Transfers

IPaddress|0.0.0.0|

0.0.0.0 means automatically obtain IP

Port range |6979 |- 16989 I

Use the following table for reference when completing this dialog box.

FTP connection has two mode: PORT (active mode) and PASV (passive mode).

When the FTP connection, the use of "PASV mode" for data transmission, the return tc
FTP Data Transfers

IP address and port.

General the IP address is the Internet ip address, and the port opening for the Internet.

When Secure FTP connection, the use of "PASV mode" transmission of data, retu

Secure FTP Data Transfers
client's IP address and port.

HTTP Options
HTTP is to provide webmail services.
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1+ System Options

| Basic Parameters | Store Directory | IPv6 | DNS Setup | System Reports | System Signature | FTP Options |: HTTP Options | LDAP Opti

PHP by FastCGI
[CJEnable PHP cache
Force http:/f redirect to https:ff

Max. upload file size D ME {0 = Unlimited)

Webadmin directory name ]adrnin l

[CJonly allowed domain's hostname and the following hostnames to access

| y Add

mail. 123,com Delete

mail. abc.com

Use the following table for reference when completing this dialog box.

FastCGI provides a way to improve the performance of the thousands of PHP a
PHP by FastCGl FastCGI runs applications in processes isolated from the core Web server, which prov

security than APIs.

The Zend OPcache provides faster PHP execution through opcode caching and opti

Enable PHP cache

improves PHP performance by storing precompiled script bytecode in the shared men
Max. upload file size Set the maximum file size to upload by Webmail
LDAP Options

LDAP (Lightweight Directory Access Protocol) is used by email programs to look up contact
information on a server. Winmail Server supports LDAP and allows the administrator to
restrict access to both creating LDAP entries and searching for them.

Select the LDAP Options tab to display the following screen.
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o System Options

LDAP Write Password

kb kb kaek
Mew password | |

- kb kb kaek
Confirm passwiord | |

[ ] allows anonymous access (Read information)

[ Repair J[ lear ]

Use the following table for reference when completing this dialog box.

LDAP Write Password Enter a password to restrict permission for writing information into LDAP.

Allow anonymous access (Read Check this box to allow any client software to search for user information in LD

information) username and password authentication.

ADMIN Options
The configuration is for ADMIN service
Select the ADMIN Options tab to display the following screen.

: System Options

| Basic Parameters | Store Directory | 1Pv6 || DNS Setup | System Reports || System Signature | FTP Options | HTTP Options || LDAP Options | ADMIN Options @

Session timeout 120 minutes

[C]Enable two-factor authentication (TOTP)
Statistical interval minutes
Number of auth failed D

More than limit to blocked minutes

6.5.2 Webmail Setup

Webmail Setup

When you select Webmail Setup from the Advanced Setting screen, the following screen will
appear, showing settings that can be set for the webmail.
Index Page
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L WYEeDmall serup

Index Page | Main Page | Redgister | Weak Passwords

[ ]Does not display the domain drop-down list
Al web-based adminiskration
Display the web-based administration link
Display the Forgaok passwaord link.
Wiebmail allows automatic login
[ ] #ebmail enable session cookie
[ ]webmail enable 1P check
Display anline help
Display language droplisk
Display theme droplist
[ ]Use the same login page when change themes

Default language v
Default theme Defaul w
Display werified code  [When an efror occurs W

Use the following table for reference when completing this dialog box.

Display a domain textbox instead of a ] o o ] ]
) ) Check this box to prevent the domain list from being displayed in the login box.
domain dropdown list

Allow web-based server administration  Check this box to enable Winmail server administration via the web.

Display the web-based administration ) S _ _
Check this box to allow the web administration link to appear as a link on the Webmail

link

Display the getting password link Check this box to allow the getting password link to appear as a link on the Webmail |
Webmail allows automatically login Check this box to allow user automatically login when access webmail.

Webmail session cookie Check this box to allow the session cookie when login webmail.

Webmail IP check Check this box to allow the checking the client IP when logined.

Language Set whether to allow the language selection and default language.

Theme Set whether to allow the theme selection and default language.
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Password error Enter the amount of retries when password error and prohibition time.
Main Page

L WYEeDmall serup

Index Page | Main Page | Register || Weak Passwords

Default page after login 4
Session kimeout 30 rninUkes
Bulletin board Folder Mone Bulletin Broad W

Show atkached images when reading message
Default editar HTML Editar w
Cukgaing message encoding | Default encoding L

IJsing cloud attachments (The sender must enable the netdisk)

More than |50 ME

Reserve |0 days
Automatically save messages ko [Draft]
Frequency |2 minukes

Save sent messages to [Sent]
Save sent messages to [Sent] by the mail cient
[ ]Enable request a read receipt
Enable abnormal login reminder
Allowvs authorization code
Allow spell check
Al ko enable new mail notification,
Allow to send M3,

Use the following table for reference when completing this dialog box.

Default page after login Set the first page displayed after login
Session timeout Set the wait time for WWebmail not to operate after logging in.
Bulletin board folder Setup the bulletin board folder. You must setup the mailbox at Public Mailbox

Show attached images when reading When reading a message, the attachment is an image file that is displayed direct

message message content.
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Default editor

Cloud attachments

Autosave

Save sent message to [Sent]
Request a read receipt

Spell check
Register

-+ WY EDMall Setup

Set the default editor when compose message

Mail user must have network disk permissions. When the email is sent more than the |

it will be automatically sent using the shared link.

Enter the time interval between automatic saving of new mail messages being created

copies will be save to [Draft].
Check this box to allow to saving the sent messages to [Sent]
Check this box to enabled read receipt feature

Check this box to allow spell check function.

Index Page || Main Page | Register

The mailbox name length at least

The password length at leask

[ ] pisplay verified code

W'eak Passwords

2

g

The walue of the following fields can not be

[ ]Full name

[ ]Home address
[ ] company

[ ] ffice

[ ]Password question [ ]Password answer
[ ]Home phone [ Irobile

[ ] Department [ ]1a0b title

[ ] office phane

The Follawing mailbox name is nak registered

adrmin

Use the following table for reference when completing this dialog box.
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Mailbox length Set the minimum length of mailbox user name.
Password length Set the minimum length of password.
Password strength Set the minimum strength of password.
Verified code Check this box to display verified code .
Required field Check this box to enable this field is required

Weak Passwords

+: Webmail Setup

Weak password list

| [ e

111111 b Delete
112233

123

123123
123321
1234

12345
123456
1234567
12345678
123456789
1234567290
123qwe
222222
333333
444444
5201314
555555
6543521
ST
FIRIT?
£oa00s

939930
albzc3

a!:n:l?S :|| Export |

Manage the weak passwords's dictionary
Weak Passwords
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= Webmail Setup

| Index Page | Main Page | Register | Weak Passwords | Two-Factor authentication ]

Enable two-factor authentication
Login
Forgot password
Change password
(O Mobile message

Provider aliyun.sms

AppKey

AppSecret |

Template

Sian I

(O weChat Work message
O Dingtalk message

©by

Set whether to enable two-step verification, and the scenarios and methods that require
two-step verification

6.5.3 Mail Template

Mail Template

When you select Mail Template from the Advanced Setting screen, the following screen will
appear, showing the mail template of the mail system.
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S Vall flempiate!

Template name |C0ngratulation Mail

b | [ Default

Subject |Welcome

| [¥]HTML Format

Cantent
<hr=

<hr=

<hr>

<fpre=

Hi, %euser¥ <br=
<h3=Welcome to use the mail system!</h3=
our mail address is <strong skyle="color; #6495ED" =%email®e <fstrong = <br =

Server hostname: <strong style="color: #B22222" =mail, ¥=domain®: </strong = <br =

<pre stvle="font-size; 12pi;color #e6e" =

Receiving/Sending Message:

1) Using Webmail - Receiving/Sending/Reading by webnail

2% Using Mail Client - eq, Outlook, Thunderbird, Windows Live Mail ...
PCPS, SMTP Server: mail, %edomain®
SMTP [My server requires authentication] - Checked

Congratulation Mail

Quota Warning Mail

Error Bounce Mail

Virus Warning Mail

Mail Signature Notify
Mail Signature Reject

Filter Warning Mail

After a new account is created, an email will be sent to new mailbox congratulatin

welcoming them to the email system.
When mailbox capacity is exceeded, the user receives an email warning.
When delivery has failed, the user receives an email message.

When the system detects that incoming mail has been infected by a virus, the usel

warning email
When mail needs to be signed, the administrator will be notified.
When administrator refuses to sign an email, the sender receives an email message.

When the message has been filter, the send receives an email message.
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6.5.4 System Broadcast

System Broadcast

When you select System Broadcast from the Advanced Settings screen, the following screen
will appear, you cand send message to all users or designated under the domain users.

s System Broadcast

Send to i@ All domains v |
Subject | | [CIHTML Format
Content
Use the following table for reference when completing this dialog box.
Send to Choose to send to all users or designated under the domain users.
Subject The subject of broadcast message

The content of broadcast message. If it is HTML message directly into HTML cod

Content )
select the "HTML format" selection box.

6.5.5 Mail Monitoring

The Mail Monitoring option allows the administrator to specify mailboxes to be monitored,
and to specify another mailbox to receive copies of either outgoing or incoming email for that
mailbox. Select Mail Monitoring from the Advanced Settings menu. The following screen will

appear.
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= Mail[Monitoring v
Monitor Eule Hame Monitored Mailbox Monitor for Outzoing Mail

@ 1095913673 aaaa@tttt. com;bbbb@Etttt, com; ddd@tttt. .. ml@tttt. com;postmaster@titt. com
@Rulel * postmaster

To add monitoring rules for one or more mailboxes, click the Add button at the bottom of the
screen. The following dialog box will appear.

Add Nail Nonitor Rule x|
Monibor rule name | | [ Advance... ] Local mail
External mail
[ ]add prefix to subject
Input mailbox (Moke: "*@domain" means all mailboxes Mailboy: must be monitored
in this damain)
| jE3
Select mailbo
|In:n:nk.n:n:nm w |
Marme Full Mame Comparny/
hr
poskmaskter
zale
service
skeven
suppork
bask Manager of monitared outgaing mail
Manager of monitored incoming mail
S >
[ O l [ Cancel

Use the following table for reference while completing this dialog box.

Local mail Refers to the internal mailbox to send message each other.
External mail Refers to sent message to the external mailbox or receive message from the external n
Monitor rule name User-defined name to identify this set of monitoring parameters.
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) Text box for typing in the mailbox address.
Input mailbox ) ) ) ) )
To monitor all mailboxes in a domain, enter *@domain

List of all mailboxes capable of being monitored under Winmail Server. To select

Select mailbox S ] o ]
highlight it and click the Add -> button pointing to one of the following three boxes.

This box lists all mailboxes whose mail is being monitored. You can either type ir
Monitored mailbox address or choose from the list of mailboxes shown, then click the Add -> button

"Monitored mailbox."
Monitor for outgoing mail This box lists all mailboxes that will receive a copy of mail being sent from a monitor

) ) ) ) This box lists all mailboxes that will receive a copy of mail being received by &
Monitor for incoming mail )
mailbox.

Note: If either the Manager of sending mail or Manager of receiving mail mailbox address is
incorrect, the Monitored mailbox will receive a notification of failure to deliver.

.Click OK to accept the Mail Monitoring settings.

.To modify an existing set of monitoring parameters, select the Monitor name from the Mail
Monitoring screen and click the Modify button.

.To delete an existing set of monitoring parameters, select the Monitor name from the Main
Monitoring screen and click the Delete button.

.Use the Refresh button to update the database and refresh the screen.

6.5.6 Mail Signing

Mail Signature

The Mail Signing option allows the administrator to specify whether a user's email must be
signed by a manager before sending. Select the Mail Signing option under Advanced Settings.
The following screen will appear.

= Mail Signature B
Signature Bule Hame Signature Required Mailbox External Domain Signature Manager
B‘ 10959196585 alfal ookt com; aaa@al oot com abb@al ool com

B‘Rulel * postmaster

To add mail signing rules for one or more mailboxes, click the Add button at the bottom of the
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screen. The following dialog box will appear.

Add Eail Signature Rule X

Send mail

Signature rule name || | [.ﬁ.dvance... ] 0
Receive mail

[ ] mMotify sender after approved

Input mailbox (Moke: "*@domain" means all mailboxes Mailboy: must be signed
in this damain)

Select mailbo

19

<

| |k, com " |

Marne Full Mame Comparny[
hr
poskmaskter
zale
service
skeven

suppork
kest Manager of signed external mail

E

Manager of signed local mail

o3

|
[

[ Ok ] [ Cancel

Use the following table for reference while completing the dialog box.

Signature rule name User-defined name to identify this set of mail signature parameters.

) Text box for typing in the mailbox address.
Input mailbox o ) ) ] ]
To require signatures on all mailboxes in a domain, enter *@domain

) List of all mailboxes known to Winmail Server. To select a mailbox, highlight it and cl
Select mailbox o )
-> putton pointing to one of the following three boxes.

This box lists all mailboxes whose mail requires administrator signature before it can |
Signature required mailbox can either type in a mailbox address or choose from the list of mailboxes shown, then cl

-> putton pointing to "Monitored mailbox."
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o This box lists the mailboxes of administrators who are required to sign all mail be
External domain signature manager )
external domains.

o This box lists the mailboxes of administrators who are required to sign all mail being se
Local domain signature manager PR
omain.

.Click OK to accept the Mail Signing settings.

.To modify an existing set of mail signature parameters, select the Signature rule name from
the Mail Signing screen and click the Modify button.

.To delete an existing set of mail signature parameters, select the Signature rule name from the
Mail Signing screen and click the Delete button.

.Use the Refresh button to update the database and refresh the screen.

6.5.7 Internet Setting

The Internet Setting option on the main menu allows the administrator to configure how the
mail server interacts with the Internet. The Internet Setting screen allows the administrator to
specify Proxy Settings.

Use socks proxy Check this box if you use the socks proxy protocol.

Proxy type Select the type of socks proxy in use.

Proxy host Enter the domain name or IP address of the proxy host server.
Username Enter the user name by which you will access the proxy server.
Password Enter the password by which you will access the proxy server.
Test Proxy Click this button to send a test message to the proxy server.

6.5.8 SSL/TLS Certificate

SSL (Secure Sockets Layer) certificates are digital documents developed to provide a higher
level of security when transmitting messages or documents via the Internet. The certificates
use public and private encrypted keys to verify that the sender of a message really is the entity
it claims to be. Internet browsers and many Web sites use the SSL protocol to obtain
confidential user information.
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Certificates are issued by certifying authorities (CAs), and contain specific information about
the issuing authority, so that those receiving certificates can be confident that they are from a
trusted source.

When used for email authentication, certificates are associated with digitally signed messages.
Through verification of the public and private keys in the certificate, the receiver can be
confident that the sender is not using a fraudulent identity, and the sender can be sure that only
the intended receiver actually accesses the message. In addition, the receiver knows that the
message has not been modified since it was sent.

To obtain a certificate, you must first create a certificate request, which is sent (with
appropriate identifying information) to a certifying authority. Once they have verified that you
are who you say you are, they issue you a certificate containing the public key information
that matches the private key (which only you know).

Winmail Server uses SSL communication protocols to protect all communications between
Winmail Server and client systems. Winmail Server provides a public key that can be used
with the client's private key, as authorized and verified by the third party CA, to ensure secure
communication. When another server attempts to connect with the Winmail Server, the SSL
certificate will verify that the sender is an Internet address to be trusted, and will allow you to
either proceed with the connection or terminate it.

To manage the use of certificates, select SSL Certificate from the System Setup menu. The
following screen will appear.

[ Hame Type I=suer Subject Expire i
Eserver Certificate localhost localhost 13:17:39 GNT
Fdserverl Request mail. look.com ‘
B ervers Certificate mail. look.com mail. look.com 03:52:34 GMT !

l
|

You can perform any of the following functions with regard to SSL Certificates:
New

Create a Certificate Request

To create a request for a certificate, click the New button.

Select New request... and the following dialog box will appear
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New Certificate Eequest

Attribukes

Certificate kype (%) Server CA ) Email C&

Hostnarme | |

Expiry date 2029- 1- 4 L

Encrypt level |2EI48 bits L |

Counkry fArea

State/Province

Organization name

Crganizakion unik

|
|
ity |
|
|

Subject alkernate name |

[ Ok H Cancel ]

Note: The host name in the certificate must match the actual server name and host name in
client software settings.

.Enter the requested information. Choose the country from the pull-down menu.

.Click OK when finished.

.The certificate request will appear in the certificate listing, as a request.

Create a Self-Issued Certificate

Follow the same procedure used for creating a certificate request, but select "New
certificate..." instead of "New request..."

The dialog box will require identical information.
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New Certificate

Attribukes

Certificate type ) Email Ca

Hostnarme | |

Expiry date 2029- 1- 4 w

Encrypt level |2EI48 bits w |

Counkry fArea

State/Province

Organization name

|
|
ity |
|
|

Crganizakion unik

Subject alkernate name |

Ok H Cancel ]

View

Click the View button to view the information about a request or a self-issued certificate.
Choose from one of the following options:

View Details to review the parameters and information provided for the certificate request.
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Bl | HERR |FHHE|

EFE): | <phg >
i B ~
FlhEE V1
FlEns 00
Fleeseix sha?SERSA
[ i3 test-0d3001THS1, US
Flasiers RER o016EE12 A28 H 13:20:45 i
[Flaatez - 4R 2026512 Az6 H 13:20:45
Flxm test-043001Tb51, US =

gRiE R E). [E%HEIJE#F icr. . ]
WE

\View Request to display the encrypted public key sent as part of the certificate request.

\View Certificate to display the encrypted public key being used as part of the self-issued
certificate.

Import

Select the Import button to import one of the following two types of certificates:

A new certificate and its corresponding private keys, to be imported from a local machine into
the certificate management database

A certificate signed by a third party CA
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X]

Import CA

Certificate type (%) Server CA: ) Email CA

Email address | |

Certificats fle | [ prowser... |
Private kev file | | [ Browser... ]
[ (04 H Cancel ]

Certificates are stored in subdirectory CERTS of the installation directory. The following file
extensions are used to identify the different types of files:

files with .crt extensions are certificates

files with .csr extensions are certificate requests

files with .key extensions are private keys

Export

You may want to export the certificate being used by the Winmail server to each client system.
After the client imports the certificate to their local machine, the certificate will allow
communication with the Winmail Server to be considered as trusted communication, with no
need for verification and warnings.

Select the Export button to export one of the following three types of files:

An existing certificate (.crt file)

A certificate request (.csr file)

A private key (.key file)

Remove

To remove a certificate or certificate request, and its corresponding private key, select the item
in the certificate list and click the Remove button.

Note: The deletion will occur instantly as soon as the Remove button is selected; no
confirmation message appears first.

Activate

To specify a certificate for use in SSL communication with the Winmail Server, select the
certificate and click the Activate button.

The status of the selected certificate will change from Inactive to Active, and the previously
active certificate will change to Inactive.

Refresh
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Click the Refresh button to update the database and refresh the screen with the current list of
certificates and certificate requests on the Winmail Server.

6.5.9 IP Location

Set the location to the IP address. For the incorrectly marked IP address in the location
database, you can set the correct loction to correct it.

IP Location

~irslocation
Order Mo Starting 1P Ending TP Lacation Create time IMadify time
m 1 192,168.120.1 192,168,120,255 Drevelopment 2022/11]15 20230512
mZ 192,168.110.1 192,168,110,255 Marketing 2023/04/12 20230512
mS 192,168,100.1 192.166,100,55 Admin 202211115 20230512
A 192,168,901 192,166,90.255 Service 202211115 20230512
1.Add

To add a new location, click the Add button at the bottom of the screen. The following dialog
box will appear.

Add TP Location X

Order Mo

Skarting IFP

Ending IP

Location | |

[ oK l [ Cancel ]

Order NO The priority of query
Start IP The starting IP of IP address segment for adjustment.
End IP The ending IP of IP address segment for adjustment.
Location The location of IP address segment

.Click OK to accept the settings.
.To modify an locaion setting, select the item from the IP Location screen and click the
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Modify button.

.To delete an existing location setting, select the item from the IP Location screen and click
the Delete button.

.Use the Refresh button to update the database and refresh the screen.

6.6 Anti Virus Setup

Winmail Server software can integrate with anti-virus software already installed in the
operating system to scan, isolate, and/or eliminate infected email, both incoming and outgoing.
Select Anti Virus Setup from the System Setup menu. The Anti Virus Setup screen contains
three tabs, allowing the administrator to specify the type of anti virus software to use, what
kinds of email attachments to include, and what kind of notification message to send.
Anti-Virus Engine

The first tab, Anti-Virus Engine, appears by default, as shown.

L AntiVirus Setup

Anki-Virus Engine | Attachment Filer | Anti-virus Action |

[ ]Enable scanning message for viruses

Extract the compressed attachment(s)(*, zip, *.rar)

W'ait Far scanning seconds
Discarded scanning when the message exceeds | 1020 KE {0 = unlimited)

Ilsing external anki-wirus

Scanning by anki-virus command line | | Cipkicr, . .

Scanning by anti-virus interface | | Cipkicn,. .

Scanning by anki-virus watcher Firewall

Support available For many products that contain Firewalls o other real-time File protection, such as
Morton Anti-Yirus, Mogfes, Sophos Anti-Wirus, &YE, F-Secure Anti-Yirus, Trend, Panda, ko,

Ilsing inkeqrated anki-virus

Check update every hours @ﬁ CI'am Av

Scanning engine version |U-9?-3

Yirus database version |12365

Virus database time |M|:|r| Mar 21 04:21:56 2011

Last update check time |

Send Test Mail
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Use the following table for reference while completing this screen.

Enable scanning email for viruses

Use anti-virus command line program

Anti-virus product name

Execute program path

Command lines

Scanning confirmation message

Use anti-virus APl

Anti-virus product name

Use anti-virus watcher

Send testing mail

Notes:

Check this box to enable a command line program, built-in API, or anti-virus firewal
with Winmail Server. Then select from the three options the type of anti-virus product
on this operating system:

command line executable program

API

firewall or other real-time program

Choose this radio button if you are using a command-line executable program to ru

software.

Enter the name of the anti-virus software, or choose from the pull-down menu ©

Anti-Virus Engine(See 6.6) software programs.
Enter the path to the executable (.exe) program for your anti-virus software.

Fill in the parameters for running the executable (.exe) program. Note that two of

parameters must be replaced by actual values from your system.

Displays the message that will appear in the anti-virus scanning report:
If virus is found in file

If no virus is found in file
Choose this radio button if you are using an anti-virus API.

Choose the anti-virus APl from the pull-down menu of Available Anti-Virus Engine /A

software.
Choose this radio button if you are using an anti-virus firewall or other real-time virus

Send a harmless virus sample, based on international standards, to test your anti-virus
settings are OK, postmaster will receive a warning email. You can download thi

http://www.eicar.org/anti_virus_test_file.htm

.Before doing a virus scan, be sure to shut down anti-virus firewall or real-time monitoring

service.

.Do not install multiple anti-virus products, as this may cause unexpected results.

.Configure virus software to automatically clean infected files if you are not using notification

when viruses are found.
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Anti-Virus Attachment Filter
To filter email attachments, as well as email messages themselves, select the Attachment Filter
tab. The following screen will appear.

S ANMUEVITUS S ETUR)

Anki-Yirus Engine

Enable mail attachment filker
[JExtract the compressed attachment(s)(*.zip, *.rar)

Maz, number of attachment D {0 = unlimited})
Discarded decoding when the message exceeds | 1024 KE (0 = unlimited)

Attachment Filker list

| Anti-virus Action

I~ Filter Twpe Pattern Description
¥  File name * exe EXE Files

¥ File narme *. com CCOM files

[+ Filz name *.cpl Windows Control Panel Extension
¥ File name *wbs Visual Basic scripts

[+ Filz narme & [ CLSID extension vulnerability
W File name *,pif Program Information File

[+ Filz narme *.reg windows Registry Data File
[+ Filz name *.dl Dwnaric Link Library

¥ File name * sys System Device Driver

¥ File narme * wed Wirkual Device Driver

¥ Filz name *.cmd Command File For Windows
¥ File narme * bat BAT files

[+  MIME Type audiofx-way MSIE wulnerability

¥  MIME Type audio/x-midi M3IE wulnerability

¥ File narme * 5t Screenshat files

[+ Filz name *.lib Program Library File Format
¥ File narme *.Ink. ‘windows Shartcut File

[+ Filz name *,00% Object Control Extension

¥ File name * 5 JavaScripk

[+  Filz narme * msf windows Script File

[ Add ][ Modify H Delete ]

.Check the box for "Enable mail attachment filter" to turn on the attachment filtering
capability.
.Check the box for each type of attachment that you want to include in anti-virus scanning.

Adding Attachment Filters
.To add a new attachment filter type, click the Add button at the bottom of the screen. The
following dialog box will appear.

Attachment Filter E'

Filter type | EPRRAN |

Filter pattern | V|

Description | |

D Enable

0K | | Cancel |
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Enter information from the pull-down menus to specify the attachment filter to be added.
.Check the Enable box to allow this attachment filter to operate.

.Click the OK button to add this filter to the list.

Modifying Attachment Filters

.To modify an attachment filter, select the attachment type from the list and click the Modify
button.

.The dialog box for adding attachment filters will appear, with the information for the selected
filter filled in.

.Change the information desired, and click OK.

.The modified information will appear in the main list of attachment filters.

Deleting Attachment Filters

To delete an attachment filter, select the attachment type from the list and click the Delete
button. A confirmation message will appear. Click Yes to proceed with deleting this
attachment type from the list of attachment filters.

Anti-Virus Action

Select the third tab, Anti-Virus Action, to specify how to handle anti-virus messages. The

following screen will appear.

o ARUEVITUS Sellp

...........................................

Warning
Send a warning when the message infected wvirus

Send a warning when the message contains filkered attachment

Mokification

Bounce a warning message to sender
|:| Send a warning message to postmaster
[ ]5end a nokification to receiver

Check the box for the type of notification you would like to use, when a virus is detected.

Send a warning message back to the sender, when an email message or attachmen

Bounce warning message to sender ]
virus.

Send a warning message to the system bounce mailbox when an email message or

Send warning message to postmaster ] ]
contains a virus.
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Send notification to receiver Send a notification to the recipient, when an email message or attachment contains a \

Note: If you choose to send notification to the receiver, performance may be affected in cases
of multiple receivers.

6.7 System Backup

System Backup

Winmail Server provides options to back up and restore either email files or system
configuration and data files independently. You can also set up real time backup of all
incoming and outgoing email. To set up the backup capabilities, select System Backup from
the System Setup menu. The following screen will appear, showing two tabs for the different
backup options: Mail backup and Data backup

Mail Backup

- System Backup:

Archiving | Backup l

Enable mail archiving
Mail

[JLocal mails - local sender, local recipient
[]Incoming mails - remate sender, lacal recipient
[Joutgoing mails - local sender, remote recipient
[Jrelayed mails - remote sender, remote recipient

Options
() Archive to mailbox

Add prefix to subject

Archive local mails to

Archive incoming mails to

| |
| |
Archive outgoing mails to l l
| |

Archive relayed mails to

(%) Archive to Folder [C:\Program Files\Magic Winmail\server\archive | [ Change ]

Save by user subdirectory

[Jauta cleanup elder than months
[ archive mails befare applying virus and spam filter check
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Use the following table for reference while completing this screen.

Active archiving Check this box to enable email archiving in real time.

Check the appropriate box to back up either, or both:
1)Local mails - local sender, local recipient

Backup 2)Incoming mails - remote sender, local recipient
3)Outgoing mails - local sender, remote recipient

4)Relayed mails - remote sender, remote recipient

Select a radio button to backup email to either:
Options 1)a mailbox address (specify one each for local and remote email backups)
2)a file folder

Data Backup
Select the second tab under System Backup to back up and restore system files. The following

screen will appear.
1 SystemBackup,

Backup

(%) Backup system config and user database {Recommend)

(O Backup all data: system config, user database and mail store

Options

Backup to Folder lC:'b,Program FilesiMagic Winmail\serveribackup ] [ Change ]

%Y - year %b - month name
- %m - month number{01-12)

Yo¥-Yow v

Backup filename

[2017-4 %d - day (01-31) %w - weekday(0-6)
%o\ - week of year (00-53)
Backup file list Filename Last Modify Time
2017-4_conf.zip 2017102)23
2017-3_conf.zip 2017102)22
2017-5_conf.zip 2017/02{17
2017-2_conf.zip 2017/02/14 -m
2017-1_conf.zip 2017/02{13
2017-0_conf.zip 2017/02{12
2017-6_conf.zip 2017j02/11
2016-4_conf.zip 2016/12/29

Autobackup  Interval [:l days, at
[Jauto cleanup  Elder than days
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Use the following table for reference while completing this screen.

Backup

Backup file name

Backup file list

Backup/Restore/Delete Operations

Auto backup frequency

Auto backup

Select the appropriate radio button to back up:
1) System configuration and data files only
2) System configuration, data files, and stored email (this function will take a longer til

affect system performance)

Specify in the text box a folder name that includes a date identifier. Select a form
pull-down menu of date placeholders. The file name can be created from the follow
using the selected format:

1) %Y = year

2) %m = month number (01-12)

3) %b = month (name)

4) %d = day of the month (01-31)

5) %w = day of the week (number, 0-6)

6) %W = week of the year (00-53)

List of all existing backup archives.

Three buttons show the available operations:
1) Backup - perform a backup on the specified files in real time
2) Restore - restore the selected backup archive

3) Delete - delete the selected backup archive

Check this box to run automatic backups on a regular basis.Specify the frequency us

box and pull-down menu.

Automatic backup according to the selected frequency.

Note: When performing real-time backup or restore, make sure that SMTP, POP3, IMAP and

HTTP services have all been stopped.

7. Anti-Spam

The Anti-Spam option on the System Setup menu allows you to establish anti-spam

parameters for the Winmail Server system. Select Advanced Setting and the following screen

will appear, showing three types of settings that can be done by the Administrator.
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e ant-=pam

&8 SMTP Filker
|&] Bad,/Good List
| REL/RWL Setup

@ Gareylisting
i Mail Filker

SMTP Filter(See 7.1)
Bad/Good List(See 7.2)
RBL/RWL
Greylisting(See 7.4)
Mail Filter(See 7.5)
Quarantines(See 7.8)

7.1 SMTP Filter

The second tab under SMTP Setup allows you to set the filtering criteria for SMTP messages.

- SMNEEITE!

[#]&low MAIL FROM command with a null mail address (MAIL FROM: <=3

Check mail address and disable invalid addresses when using SMTP communications

Lookup the recipients address when sending mail ko local domains of this server
Check the damain of sender's address by DMNS query

[]connect the sender's mail server checks the sender's address

Check & or M# of the HELOJEHLD hostname | Class | | matches the connection IP Set Non-filker Hosts

Enable SPF{Sender Policy Framewark) check

Enable DKIM{Domainkeys Identified Mail) check

Check MAIL FROM matches the address of FROM field in message header

Check RCPT T matches the address of TO/CC(Delivered-TofReceived fields in message header
[]Enable trap mailbo

Enable SpamAssassin

Dealing with Spar

[rynamic Filkered Hosks

{E} Refuse |:| Save ko guarantine

() Deliver the message ko

(") Continue to deliver, subject add prefix

[]Enable Aow conkrol Local mail users sends number of recipients per hour {0 = unlimited)
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Use the following table for reference while completing this screen.

Allow MAIL FROM command with a
null mail address (MAIL FROM: <>)

Check mail address and disable invalid

addresses when using SMTP

Look up the recipient's address when

sending mail to this server

Check the domain of sender's address by

DNS query

Connect the sender's mail server checks

the sender's address

Check A or MX of the HELO/EHLO

hostname

Reject the HELO/EHLO hostname that
is listed in "HELO/EHLO filter"

Enable SPF(Sender Policy Framework)

check

Check MAIL FROM matches the
address of FROM field in message

header

Check RCPT TO matches the address of

Check this box to have the SMTP service allow MAIL FROM command with a null r
(MAIL FROM: <>)

Check this box to have the SMTP service check for valid delivery addresses and

invalid email addresses.

Check this box to have the SMTP service check for valid recipient addresses when ir

being sent to this server.

Check this box to have the SMTP service check the validity of the sender's address usin
DNS

Check this box to have the SMTP service connects the sender's mail server and than

sender's address

Check the A record or MX record of the HELO/EHLO Hostname to see if
the IP addressUse the Class pull-down menu to select the class of the IP
be matched. For example:

.Class A - Compare first portion of IP address. 119.119.119.119 and 119.5
match.

.Class B - Compare to second portion of IP address. 119.119.11¢
119.119.127.156 match.

.Class C - Compare to third portion of IP address. 119.119.11¢
119.119.119.156 match.

.Class D - Compare to fourth portion of IP address. 119.119.11¢
119.119.119.119 match.

Check this box to reject email requests from the HELO/EHLO host(s) listed on the HE
Filter tab.

Check this box to enable SPF check. http://www.openspf.org/

Check this box to check MAIL FROM matches the address of FROM field in messag

Check this box to check RCPT TO matches the address of TO/CC/Delivered-To/Recei
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TO/CC/Delivered-To/Received fields in message header.
message header
) Check this box to enable trap mailbox. When some spam tools send a message to this

Enable trap mailbox ] ) )
that shielded the ip address for a while
SMTP receive mail filtering to the above action, if judged as spam, this message to th
actons:

) ) 1. Rejected - SMTP communication process, the direct return of error.

Dealing with spam ] ) )
2. Sent the message to mailbox - all the spam sent to the designated-mail.
3. Prepend the mesage's subject with a string - the subject of spam increased [SP.

continue to transmit to the recipient.

.To apply your changes, click the Apply button.
.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

7.2 Bad/Good List

Bad/Good List

Mail From Filter

The Mail From Filter under SMTP Setup allows the administrator to enter domains to be
restricted. If you prefer to filter by IP address, use the Access Control tab under Service
Parameter Setup (Services option).
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= Eadilsood|ltIsT

| Rept ToFilter | 1P Filter || HELG{PTR Filter
Bad Mail From Good Mail From
| T | [ ek
mgidle,com Delete @magicwinmail . corm Delete
@h0trail,.com
Export Export
Mate: Reject messages From the lisk of domains Moke: Accept messages from the lisk of domains
o mailboxes or mailboxes,

Note: To determine the actual addresses to be listed in each box, analyze addresses from the
System Log/SMTP. Do not automatically include addresses in mail headers, because the
sender's address in the header may differ from the actual origin of the message.

.To create a list of domains from which you do not want Winmail Server to accept requ
mail, enter the domain name in the text box and click the Add button.

Bad Mail From .To remove a domain from this list, select it and click the Delete button.
.You can also filter by IP address, using the Access Control sub-option under the SMTF

SMTP Service setup options.

.To create a list of domains from which you know Winmail Server can accept requ
) mail, enter the domain name in the text box and click the Add button.
Good Mail From ) o ] ]
.To remove a domain from this list, select it and click the Delete button.

.You can also specify an IP address as a "trusted" sender using the Trusted Host sub-o|

.To apply your changes, click the Apply button.

.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

Rcpt To Filter

To reduce the amount of spam going through the server, the administrator can filter invalid
user addresses on the local system from SMTP delivery. The Rcpt To Filter screen looks and
functions in the same way as the Mail From Filter screen.
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2 BadiGood |List

Mail From Filter ;__B_;E_F__Ig__lf_i_l_tg_r__}| IP Filter | HELOJPTR Filter |

Bad Rcpt To Good Rcpk To
| [eaa ]| [ e
infFoi@winmail. com Delete order@winmail.com Delete
rnaster@winmnail, com sales@winmail, comn
Export Export
Moke: Refuse messages sending bo the lisk of Moke: 3end to the lisk of domains or mailboxes
dornains or mailboxes messages without filering

.To create a list of domains for which you want Winmail Server to block delivery rec
Bad Rcpt To the domain name in the text box and click the Add button.

.To remove a domain from this list, select it and click the Delete button.

.To create a list of domains for which you want Winmail Server to accept delivery rec
Good Rcpt To the domain name in the text box and click the Add button.

.To remove a domain from this list, select it and click the Delete button.

.To apply your changes, click the Apply button.

.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

Trusted Host

Host Without Authenicate: Authentication may not occur when receiving message from the IP
address(s) listed above.

Host Without SMTP Filter: SMTP filter may not occur when receiving message from the IP
address(s) listed above.
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2 BadiGood |List

| Mail From Filter | Rept To Filter | IP Filter | HELOJPTR Filter |

Ead Host IP Good Host IP
| [ ] | [ e
58.120.57. Delete 210,186.92. 155 Delete
61.125,156,32
Export Export

Moke: Moke:

1. The abowve list will only accept valid TP 1. The above list will only accept valid TP
addresses., addresses.,

7. Reject messages from the list of TP 2. Accept messages From the lisk of TP
addresses. addresses.,

.To add an IP address to the list of trusted IP addresses, enter the IP address in the text box and
click the Add button.

.To remove an IP address from this list, select the IP address and click the Delete button.

.To apply your changes, click the Apply button.

.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

HELO/PTR Filter

Generally, the HELO/EHLO hostname is your host name and will be converted into the host
IP of mail server. If you have checked the box under the SMTP Filter tab that specifies you
want to reject HELO/EHLO requests, the SMTP service will filter out and reject messages
from the hostnames specified on this HELO/EHLO Filter tab.
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s BadlGood Llist

| Mail From Filker | Rcpt To Filter | IP Filter |E\_!_-!E_gg{ﬁ[ﬁfi!;gg_;]

Bad HELOYPTR. hostname Good PTR, hostname

| (] || | )
godgle.com Delete alibaba.com Delete
maill26.com apple.cam

facebook, com

google.com

mta®*,

outbound

outlook. com

qg.com

wahoo,com

Expork Expork

Moke: Reject messages From the lisk of Maoke: Accept messages from the lisk of PTR
HELZfPTR hostname hiostname

.To add a domain to the list of HELO/EHLO domains to be filtered out, enter the domain
name and click the Add button. Requests for mail delivery from these domains will not be
accepted.

.To remove a domain from this list, select the domain name and click the Delete button.

.To apply your changes, click the Apply button.

.To cancel current settings and return the screen to its state after the last "Apply" operation,
click the Reset button.

7.3 RBL

RBL Setup

The RBL (Real-time Blackhole List) Setup tab allows the administrator to use filters from
various organizations to block the proliferation of spam. These lists contain IP addresses of
servers that are known to be relay points for, or to have customers who are responsible for
generating spam. The RBL filters check connecting IP addresses during SMTP connection and
refuse connection to addresses on the lists.
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:: RBIL Setup

Use REL(Real-time Black List) Use DBL(Domain Block List)

b.barracudacentral.org Deleke dbl.spamhaus.org Delete
ki, surbl.org

bl.sparmcop. net
psbl.surriel.com

Add Add

p p

e
e

Chaviny Diown

.To enable the use of RBL filters, check the "Using RBL filter" box.

.To add the name of an RBL server domain, enter the domain name in the text box and click
the Add button. Some organizations may already be listed by default.

.To delete an RBL server domain name, select it from the list and click the Delete button.

.Click the Apply button to apply any changes.

7.4 Greylisting

Greylisting

*note: The Function will cause delays in receiving external emails, so enable it with caution,

aGraylisting: When the mail syskem receives a sender and IP address that has not passed werification For the First time, winmail will respond with a
tempoarary errar code of 4x:x and wait For the sending system ko kry again,

When the sender's mail svstem retries, winmail will accept the email and add the sender's domain name and IP ko the verified lisk, In the Future, it
will be directly received,

Greylisting can improve the recognition rate of spam.

Enahle grevlisting

Rejected kime of first minutes
aiting time For retry El hours
Greylisting host retain days

Skakiskics

Mumber of werified host
Mumber of waiting for werification E

Time span

Start kime 20:00 N
End i

Moke: IF the skart and end times are the same, it will run all day.
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7.5 Mail Filter

The administrator can set up filters to apply to email during delivery. Select the Mail Filter
option from the Winmail Server main menu. The following screen will appear.

VAN EIITEr;

Eule Hame Filter Eeywords Filter Type Filter Content Status Continue
%From Empty From empty Enable Continue
%From From containimatech case) HBtest. com Enable Contimme
@ﬁSub_iect From contain (match caze) XXXXX Dizabled Continme
%Sub_iect_l Subject contain (match caze) Sex Enable Continme

To create a new mail filter, click the Add button at the bottom of the screen. The following
dialog box will appear.

Add Filter Rule E3
Filker name | | Crder Na [+]Enable
|Fielu:| A | |Matching w | | |
|Fie||:| w | |Matching A | | |
|Fielu:| w | |Matching w | | |
|Fie||:| w | |Matching A | | |
|Fielu:| w | |Matching w | | |
(%) all conditions (AMD) Separate mulkiple contents with a semicolon ()
) any condition {OR) [ ]remave the symbol characters when compared

Ackion

If the message matches the Filker rule, then
(¥} Discard the message
) Send a bounce mail to sender
() Continue delivery to the receiver
{:} Save to quarantine
[ Ignore whitelist

[ ] Deliver ta | |

Subject add | |

else
Conkinue next

(0] 4 l [ Cancel
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Use the following table for reference when creating mail filtering rules. Click OK to accept

each filter and continue.

Filter name

Keyword

Matching

Filter content

Enable

Action

Each filter name must be unique.

Choose a filtered field keyword from the pull-down menu. Options include From, To, (
Received, Mail Header, and Body. Received is a field tagged by mail servers as the mes

through..

Choose the filtering criteria from the pull-down menu. Options include:

(1) empty:field contains no data

(2) missing:field is missing

(3) contain (match case):field contains the specified string (case-sensitive)

(4) contain (not match case):field contains the specified string (not case-sensitive)
(5) not contain (match case):field does not contain the specified string (case-sensitiv
(6) not contain (not match case):field does not contain the specified string (not case-
(7) equal (match case):field content is identical to the specified string (case-sensitive
(8) equal (not match case):field content is identical to the specified string (not case-s
(9) not equal (match case):field content is not identical to the specified string (case-s
(10) not equal (not match case:field content is not identical to the specified

case-sensitive)

Enter the content string you want to filter for. You can use wild cards as placeholders. F

to filter the string test (sex) test, you can input the expression *{*}*.
Check this box to begin using this filter.

Select the action to be taken when an email keyword matches the criteria and content
.Discard the message

.Send a bounce mail to sender

.Still deliver to the receiver

.Save to quarantine

.Deliver to:

.Else continue next

.To modify a filter, select it from the list of mail filters and click the Modify button. Edit the
desired information and click OK to accept the changes and proceed.

.To delete a filter, select it from the list of mail filters and click the Delete button.

.To update the database and refresh the user interface, click the Refresh button.
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Note: If you intend to use mail monitoring in addition to mail filtering, the filtered email must
be set up as Still deliver to the receiver.

7.6 Embed Image Filter

Enable embed image OCR filkering

Only filker messages from external domains

Discarded OCR when the message exceeds 1024 KE (0 = unlimited)

Filter keywords

| T
unsubscribetd Delete

Export

I_Test Image OCR ] [ Clear cache

Converting the image to the text file by OCR. If the text file contains the specified keyword,
the message will be marked as spam
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7.7 Online Spam Library

Enable online update spam library

Spam library version | 1.0.0011. 20200611 |

Last checking time |2|:|2|:|;|:|?;|:|1 13:49:49 |

[ 1Help improve spam filkering

During the service period, customers can download the latest spam library from the Winmail
official website.

7.8 Quarantines

The administrator can view the suspicious messages, and setup the reserver days.

crGuarantines

Date |2017-02-17 ¥ | Sender Receiver | | [ Search ]
Time & Sender Receiver Subject Size
2017/02{17-10:04:29 test <kest@bizmail.org > steven@look, com bizmail.org 1.81KE

To setup the quarantine options, click the Setup button at the bottom of the screen. The
following dialog box will appear.

Quarantine Settings [‘X |

[+]55end notification to receiver:

Every hours
Reserve davs

Webrnail URL | |

L Ok J[ Cancel ]

Use the following table for reference when setup. Click OK to accept each filter and continue.
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o ] When there is suspicious mail in the quarantine area, the mail system will automatic
Send notification to receiver - ) o
notification e-mail to the recipient

Reserver This option is to indicate how many days a suspicious message will be saved on the st

) Access Webmail URL, when set it, the recipient can click on the link to retrieve the
Webmail URL
message.

8. Domain Setting

During the installation process, a primary domain was set up, in order to test the system.
Winmail Server offers many additional options for setting up primary and secondary domains
and domain aliases. To add, view, modify, or delete a domain, select Domain Setting from the
main menu. The following screen will appear.

- Womain Setings

@ Domains

@Dnmain #liazes

Domains(See 8.1)
Domain Aliases(See 8.2)

8.1 Domains

Double-click on Domains to add, modify, or delete a domain. The following screen will

appear.
=Domains (]
Darmain Type Description MNT Authentication Domain | Assigned/Total Mail.., | Assigned/Total Mail...  Assignes
@ lnok.com Primary 3/Unlimited 2,00 a6/ Unlimited 0 KB fUnli
@ winmailserver,com Common 0/Unlimited 0 KB/Unlimited 0 KBl

To add a domain, click the Add button at the bottom of the screen. The following dialog box
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will appear.
Add Domain X
Default Flow Contral Default Pazsword Palicy Default Meszages Third-Party Authentication

Migration | Signature || Customization | DEIM Settings | Distributed || Synchronize || Mailbox S ettings
Basic Parameters |.ﬁ.dvanced Properties | Default Quota | Default Rightz | Default Send/Recy

Drarmain | |

D ezcription | |

Type | Cornrman |

Tatal number of mailbos D [0 = Unlimited]
Total capacity of mailbox ||:I MEB v (0 = Unlimited)
Tatal capacity of netdizk ||:I MB [0 = Urlimited)

Mailbox pazsword encreption | MD5 L |

[] Automatically add new users to group "everyone"
[] Automatically add personal info to public contacts
[] User decides whether to add personal info to public contacts

[ Public contacts only allow the domain's user to access

[ 1] l [ Cancel

Basic Parameters
Use the following table for reference while completing this dialog box.

Domain name Local domain name.
Description User-defined description of local domain.

Enter either primary or common domain.
Type Mailbox addresses in the primary domain require only the username when config

settings in Outlook or OE. In common domains, the complete address is required.
Total storage of mailboxes Total storage capacity of all mailboxes.

Total number of mailboxes Total number of mailboxes supported on the domain.
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Minimum quota per mailbox
Total storage of netstore
Mailbox password encryption

Automatically add new users to group

"everyone" in this domain

Automatically add personal info to

public contacts in this domain

User decides whether to add personal

info to public contacts

User decides whether to add personal

info to public contacts

Public contacts only allow the domain's

user to access

Advanced Properties

Minimum storage quota of each mailbox.
Total storage capacity of all mailbox's network storage.

The password encryption for new mailbox

Check this box to have the Winmail Server automatically add new users to the "every

Check this box to have Winmail Server automatically add personal information tc

address book.

Check this box to allow the user to choose whether or not to add personal information t

address book.

Check this box to notify each user to decide whether or not to add personal info to pul
book.

Check this box to notify only allow the domain's user to access public contacts.

Select the Properties tab in the Add Domain dialog box to establish default settings for the

domain.
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Add Domain X

Default Flow Cantral Default Pazswiord Palicy Default Mezzages Third-Party Authentication
Migration | Signature || Customization | DEIM Settings | Distnbuted || Synchronize || Mailbox Settings
Basic Parameters | Advanced Properties | Default Quota | Default Rights || Default Send/Recy

Windomwz HT domain

Admin's email of thiz domain

| |
| |
Hoztname for thiz domain | |
IP address for this domain | |

Webrmail regiztration
[ ] Register new mailbox by webmai
b ailbos activation requires adminiztrator approyval

Send a notification to this domain adminizstrator

b allbores that do not exist in thiz damain

(%) Send bounce meszage to sender

(" Deliver to @aaa. com

" Send mail to internet

[ QE. l [ Cancel

Use the following table for reference while completing this dialog box.

o ) If you are using the NT operating system, you can enter the NT login domain to use
NT authentication domain ] o
username and password for email authentication.

Domain administrator mail Local domain administrator email address.

) ) ) When an intended email address is not in the local domain, specify how to handle it L
Mailbox not in the domain ) ]
the following options.

Direct login URL URL for directly logging on to the local domain.
Direct login IP IP for directly logging on to the local domain.
Register mailbox by webmail Allow registration of new accounts through webmail.
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Mailbox activation requires

o Activation of new account must be approved by administrator.
administrator approval

Send new account notification to the

) o Domain administrator will be alerted by email when a new account is registered.
domain administrator

) When email address is not in the local domain, the administrator will receive a bot
Send bounced mail message

message

) Deliver to When email address is not in the local domain, deliver the message to
Deliver to

mailbox address in the current domain.

Send mail to Internet When email address is not in the local domain, deliver the message to a specified Inter

Default Mailbox Qutoa
Select the Extended Properties tab in the Add Domain dialog box to establish settings for
POP3 mail retrieval and other advanced settings.
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Add Domain X

Default Flow Cantral Default Pazswiord Palicy Default Mezzages Third-Party Authentication
Migration | Signature | Customization | DEIM Settings || Distibuted | Spnchronize | Mailbox S ettings
Basic Parameters | Advanced Properties | Default Quota | Default Rights || Default Send/Recy

b &b

Quata of mailbax ME |  [0=Urlimited)
Mumber of meszages | 20000 [0 = Unlimited]
[uota warning limit & [0 = Unlirmited]

b ailbox path |

M etdizk,

Guata of netdisk 500 MB [0 = Urnlirmited)
Mumnber of files 10000 [0 = Unlimited]

Metdisk path |

[ QE. l [ Cancel

Use the following table for reference while completing this dialog box.

Quota of mailbox Default quota of maibox for new mailbox under the domain.
Number of messages Default number of messages for new mailbox under the domain
Warning limit Default quota warning for new mailbox under the domain

Mailbox path Default mailbox storage path for new mailbox under the domain
Quota of network disk Default quota of network disk for new mailbox under the domain.
Number of files Default number of files for new mailbox under the domain.

Network disk path Default network disk storage path for new mailbox under the domain

Default Mailbox Right
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Add Domain

Basic Parameters | Advanced Properties

Default Flow Cantral Default Pazsword Palicy Default Mezzages Third-Party Authentication
Migration | Signature | Customization | DEIM Settings || Distibuted | Spnchronize | Mailbox S ettings

£3

Default Quota | Default Rights | Default Send/Recy

[ ] Dizable modify userinfo
Dizable auta fanward
[ ] Dizable remove mail

[ ] Disable query archive

Metwork, azsiztants
[ ] Dizable netdisk:
[] Dizable notes

M atification

b ailbow expiny date ||:| w |
Semvices
[] Dizable SMTP ] Disable IMAP
[ ] Dizable POF3 [ ] Disable ‘+'ebmail
Optionz

[] Dizable new mail notification [] Disable Send SM5

[ ] Dizable extemal POF3
[] Dizable auta reply
[ ] Disable public contacts

[] Dizable Pushidail [EAS)

[ ] Disable calendar

[ QE. l [ Cancel

Expiry date

Disable POP3

Disable POP3

Disable IMAP

Disable webmail
Disable modify userinfo
Disable external POP3

Disable auto forward

The expiry date when adding new mailbox in the domain.

Disabled/Enable SMTP when adding new mailbox in the domain.
Disabled/Enable POP3 when adding new mailbox in the domain.
Disabled/Enable IMAP when adding new mailbox in the domain.
Disabled/Enable webmai when adding new mailbox in the domain.
Disabled/Enable modiy user infomation when adding new mailbox in the domain.
Disabled/Enable external POP3 when adding new mailbox in the domain.

Disabled/Enable auto forward when adding new mailbox in the domain.
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Disable auto reply Disabled/Enable auto replywhen adding new mailbox in the domain.

Disable remove mails Disabled/Enable remove mails when adding new mailbox in the domain.

Disable public contacts Disabled/Enable access public contacts when adding new mailbox in the domain.
Disable netstore Disabled/Enable netstore when adding new mailbox in the domain.

Disable calendar Disabled/Enable calendar when adding new mailbox in the domain.

Disable notebook Disabled/Enable notebook when adding new mailbox in the domain.

Disable SMS notification Disabled/Enable mobile short message notification when received new message.
Disable Send SMS Disabled/Enable send mobile short message on webmail.

Default Mailbox Send/Recv
Add Domain [X|

Default Flow Contral Default Pazsword Palicy Default Meszages Third-Party Authentication
Migration | Signature | Customization | DEIM Settings || Distributed | Synchronize | Mailbos Settings
Easic Parameters || Advanced Properties || Default Quota | Default Rights | Default Send/Recy

Sending
[ ] Deny zending mail ta other of this domain
[ Deny sending mail to ather domain in the system
[] Deny zending mail to remote domain
Exception [Aeverze operation for the following domainz)

Separate multiple domaing with a semicolon [;]

Receiving
] Deny receiving mail from other of thiz domain
[ ] Deny receiving mail from other domain in the spstem
[ ] Deny receiving mail from remote domain
Exception [Reverse operation for the following domainz)

Separate multiple domainz with a zemicolon (7]

] l [ Cancel
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Sending

Receiving

Default Flow Control

Add Domain

Migration | Signature | Customization | DEIM Settings || Distributed | Synchronize | Mailbow Settings
Bazic Parameters | Adwvanced Froperties

Diefault Flow Control | Default Pazsword Policy Default Messages Third-Party &uthentication

Set the following options: "Deny sending mail to other of this domain”, "Deny senc

other domain in the system”, "Deny sending mail to remote domain "

Set the following options: "Deny receiving mail from other of this domain™, "Deny rec

from other domain in the system", "Deny receiving mail from remote domain"

X]

Default Quota | Default Rightz | Default Send/Recy

Sending limited

b aw. recipients per meszage [0=5MTP Setup]
I (0= SMTF Setup)

Mumber of recipientz an hour III [0 =5SMTP Filter)

Local delverny limited

Mumber of recipients per day III [0 = Unlirnited]
u ME | [0 = Unlimited)

kaw. bytes per meszage

MHumber of bytes per day

Remate deliven limited

Mumber of recipients per day III [0 = Unlirnited]
] BB % | [0 = Unlimited)]

Humber of bytes per day

[ 1] l [ Cancel

Sending Limited
Local delivery limited

Remote delivery limited

Signature

Setting the maxinum bytes of messages and number of recipients an hour
Setting limitions of send message to local users or local groups

Setting limitions of send message to remote users
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Add Domain ]
| Basic Parameters | Advanced Properties | Default Quota | Default Rights | Default Send/Recy |
| Diefault Flow Contral | Default Password Policy || Default Meszages || Third-Party Authentication |
Migration | Signature | Custamization || DEIM Settings || Drigtributed || Synchronize || b ailbo Settings|
Signature [ THTHL format
[ ] l [ Cancel

Under the domain user to send a e-mail message, attached to the content as signa
HTML signatures, the content directly into HTML code, select the "HTML format™

Content

Mailbox Settings
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Add Domain X
Baszic Parameters | Advanced Properties | Default Quota | Defaulk Rightz || Default Send/Recy
Default Flow Contral Default Pazsword Palicy Default Meszages Third-Party Authentication
Migration | Signature | Customization | DEIM Settings || Distributed || Synchronize | Mailbox S ettings

M aw. signatures [0 = Unlirmited)
b ax. personal contacts [0 = Unlimited]
b aw. external POP3 accounts [0 = Unlimited]
M ax. nurmber of POP3 messages [0 = Unlimited]
Max. POP3 meszage size |5EI MEB % | [0=Unlimited)
Max. mail filer rules 100 (0 = Unlimited)
[ QE. l [ Cancel

Max

Max

Max

Max

Max

Max

. signatures

. personal contacts

. external POP3 accounts

. humber of POP3 messages
. POP3 message size

. mail filter rules

Maximum number of signatures allowed.

Maximum number of personal contacts allowed.

Maximum number of external POP3 accounts allowed.

Maximum number of mail messages that can be received by each POP3 account.
Maximum size of each mail message received via POP3.

Maximum number of mail filters that can be applied

.Click OK to accept the domain settings.

.To modify an existing domain setting, select the domain from the Domains screen and click
the Modify button.
.To delete an existing domain setting, select the domain from the Domains screen and click the
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Delete button.

.Use the Refresh button to update the database and refresh the screen.

Notes:

For primary domain users, you only need to input username when configuring settings of
POP3 account in Outlook. Common domain users must input complete email address.

.The primary domain cannot be deleted but can be renamed.

.Common domains can be deleted but cannot be renamed.

All email accounts, user aliases and group records must be deleted before you delete the
domain to which the email accounts belong.

If you are not the users of main domain, do not forget to set the POP3 with full address in
Eudora, Outlook or other mail client software. For example, the POP3 account must to be set
as test@abc.com (Note: abc.com is not the main domain and test is a user name)

8.2 Domain Aliases

Winmail Server allows the administrator to establish aliases for one or more domain names.
To use this functionality, select Domain Aliases from the Domain Setting option. The
following screen will appear.

-~ Domain Aliases. @
Domain Alias Tomain

[T [215.5. 98 138] lock. com

@al-:n:-k. net aloolt com

@look. net look com

To add a domain alias, click the Add button at the bottom of the screen. The following dialog
box will appear.

Domain Alias b—(|

Domain alias || |

Beal domain | V|

.Enter the alias and then select the corresponding real domain name from the pull-down menu.
.To delete a domain alias, select it from the list and click the Delete button.
.Click the Refresh button to update the database and refresh the screen.
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9. User and Group

Every Winmail Server mailbox is assigned to a user. The Users and Groups option allows the
administrator to enter new email users, assign them to groups, provide them with alias names
for easier identification, and determine public contact information.

L USErandsroup

‘ﬁUsers
@ Groups

'ﬁ User Aliazes
@Publi c Contacts

Users(See 9.1)
Groups(See 9.2)

User Aliases(See 9.3)
Public Contacts(See 9.5)

9.1 Users

.+ Users G
Domain *1look com b
Hame Full Hame Dezcription Company/Depart. .. Office Status Mailbox Quots ™
‘ﬁ contact Aecounting Roy Hormal 20.00 MBSO
4@ postmaster Hormal 0 B/O
o steven Wormal  20.00 MES1000
o test Wormal  50.00 ME/10001
o testO Formal  20.00 ME/D
ol tastl Warmal 5 nn MESNnnn
Add Users

To add a user, click the Add button at the bottom of the screen. The following dialog box will

appear.
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General E

Iser name | |
Full name | |
Authentication | Internal password authentication w |
Password | |®

weak | | Strang
Paszwiord encryption
Cuestion | |
Bnizmer | |
Account status | Mormal v |
Espiry date ||:| L |
Secret level | Mone L |

< Back [ et > ] [ Firizh ] [ Cancel

Use the following table for reference while completing this dialog box.

User name Login account of mailbox.
Question The question will display when getting passoword
Answer The answer will require when getting passoword

o (1) Internal data authentication requires a password to be entered;
Authentication/Password ] o ] ] ]
(2) NT domain authentication will use account and password from domain settings.
Select from the pull-down menu:
(1) Normal - account is working properly.
Account status (2) Disable - account is not working properly or has been disabled.
(3) Pending - the new Webmail registration is waiting for approval of Winmail admini

(4) Suspended - Suspended users can receive emails but cannot log in.
Expiry date The expiry date of mailbox.
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Click the Next button to proceed to the User Information dialog box.

Information

x]

Company

D epartment

Job title

Office

td obile:

Home addresz

|
|
|
|
Office phone |
|
|
|

Home phone

D ezcription

[ ] Add the information to public contacts

[ < Back ” Mext = l [ Finizh ][ Cancel ]

Enter the requested information for the user.

Check the box at the bottom if you wish to make this user j s information accessible through
the public contact features.

Note: To add user profile information to the public address book contact list, the public
address book contact list function must be enabled.

Click Next to proceed to the User Group dialog box.
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X)

Groups

M ame Dramain Full M arme Add...

.E?.: EVENaNE CHLL O
Delete

[ < Back ” et ] [ Finizh ][ Cancel ]

Names, domains, and descriptions of groups that have been set up in Winmail Server will be

listed in this box.
Highlight a group and click the Select button to make this user a member of the selected

group.
Click Next to proceed to the Quota dialog box.
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Quota E|
M zilbos
Quotaof maibox | EI0 M v (0 = Unlimited]
MHumber of meszages [0 = Unlirited]
Y arning limit % [uzed rate] [0 = Unlimited]
kd ailbox path |
M etdisk.
Quota of netdisk 500 ME [0 = Urlirited)
Humber of files [0 = Unlirmited]
Metdisk path |

[ < Back ” et = ] [ Firizh ][ Canhiel

Use the following table for reference while completing this dialog box.

Mailbox quota Maximum mailbox storage capacity.
Number of messages Maximum number of incoming email messages that can be stored.

Percentage of capacity to be used as warning limit. User will receive a warning me

Warning limit
mailbox size reaches the percentage. A value of 0 indicates no limit set.
Netstore quota Maximum network store storage capacity.
Number of files Maximum number of uploading files that can be stored.
Max. size of send The max message size of a mail sent from the user.

Click Next to proceed to the User Permissions dialog box.
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Semnvices

[ ] Dizable SMTP [ ] Dizable IMAP

[ ] Dizable POF3 [ ] Dizable ‘webmail
O ptions

[] Dizable modify userinfo
Dizable auto fanward
[ ] Dizable remaove mail

[ ] Dizable query archive

Metwork, azziztantz

[] Disable extenal POP3

[ ] Dizable auta reply

[ ] Dizable public contacts
[ ] Disable Pushhail [E&5]

x)

Dizable netdisk, [ ] Dizable calendar
[] Dizable notes
M atification
[ ] Dizable new mail notification [ ] Disable send 5M5
[ < Back ” Meut > ] [ Finizh ] [ Cancel

Use the following table for reference while completing this dialog box.

Disable SMTP

Disable POP3

Disable IMAP

Disable Webmail
Disable modify userinfo
Disable external POP3
Disable auto forward
Disable auto reply

Disable remove mail

Check this box to prevent the user access SMTP.

Check this box to prevent the user access POP3.

Check this box to prevent the user access IMAP.

Check this box to prevent the user access webmail.

Check this box to prevent the user modify user information.
Check this box to prevent the user setting external POP3.
Check this box to prevent the user auto forward message.
Check this box to prevent the user auto reply message.

Check this box to prevent the user remove mails.
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Disable public contacts Check this box to prevent the user access public contacts.
Disable netstore Check this box to prevent the user access network store.
Disable calendar Check this box to prevent the user using calendar.
Disable notebook Check this box to prevent the user using notebook.

) o Check this box to prevent the user receiving mobile short message notification when n
Disable SMS notification _
reached.

Disable Send SMS Check this box to prevent the user sending mobile short message on webmail.

Click Next to proceed to the Sending/Receiving dialog box.

Sending/Receiving

Sending
[ ] Deny sending mail to ather of this domain
[ ] Dery sending mail to ather domain in the systen
[] Deny zending mail to remote domain
Exception [Reverze operation for the following domainz]

Separate multiple domains with a zemicalon (7]

Receiving
[ ] Deny receiving mail from other of this domain
[ ] Deny receiving mail from other domain in the sypstem
[ ] Dery receiving mail from remate domain
Exception [Reverze operation for the following domainz)

Separate multiple domaing with a semicolon [;]

< Back ” Mext > l [ Finizh ][ Cancel

- Set the following options: "Deny sending mail to other of this domain®, "Deny senc
ending

other domain in the system"”, "Deny sending mail to remote domain "
Receiving Set the following options: "Deny receiving mail from other of this domain”, "Deny rec

106



Winmail Server help

from other domain in the system", "Deny receiving mail from remote domain"

Click Next to proceed to the Flow Control dialog box.

Flow Control fz|
Sending limited
b ax. recipients per meszage [0=5MTP Setup]
b ax. bytes per meszage ||:| | | MEB W | [0=5MTP Setup)
MHurnber of recipientz an hour [0=5MTP Filter]
Send to local limited
Murnber of recipients per day [0 = Unlimited]
Murnber of bytes per day |':| | | FEB | w | [0 = Unlimited]
Send to remnote limited
Murnber of recipients per day [0 = Unlimited]

]

Murmber of bytes per day ME [0 = Unlimited]

[ < Back ” et = l [ Firizh ][ Canicel

Use the following table for reference while completing this dialog box.
Click Next to proceed to the Access Control dialog box.
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X)

Access Control

SMTP/Secure (& Mone  Oallow (O Deny
POP3/Secure (%) None ) Allow ) Derny
[MAP/Secure (%) Mone ) Allow ) Dery
Wiebmaill/Secure (%) None ) Allow ) Derny
FTP/Secure @ Mone  Odlaw O Deny

Separate multiple [P addreszes with a semicolon ]

[ < Back ” M et ] [ Finizh ][ Cancel ]

Set up SMTP/Secure SMTP, POP3/Secure POP3, IMAP/Secure IMAP, Webmail/Secure
Webmail, FTP/Secure FTP services allow and deny of IP addresses.
Click Next to proceed to the Forward/Reply dialog box.
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x)

Options

Auto-fanmard

Forward address

Separate multiple addrezses with a semicalon [;]
[ ] After forwarded, save a copy to the local mailbox

[ ] Enable auto-reply
[ ] Enable new mail notification
Spam dealing
(%) Deliver ta [Spam)] folder
(0 Aadd "[SPAM]" in subject

< Back ” Meut > ] [ Finizh ][ Cancel

When auto-forwarding is set up, all email sent to the user account will be automatically
Forward address . .
to the specified mailbox.

Save a copy of forwarded mail When mail is automatically forwarded, a copy will be retained in the local mailbox as

Click Finish when you have completed entering all user information.

Modify User

To change existing user information, select the user name from the list in the main Users
screen and click the Modify button.

Select the tabs that contain the information you wish to change. Each screen is identical to the
corresponding Add User screen, except for the Status, Sending List, Access List tab, shown
below.

Status dialog box
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| General || Information || Groups || (uaota | Rights || Sending/Receiving || Flaw Control || Paszward Palicy |
| Aceess Control | Options | Messages | Statuz | Sending List | Receiving List | Access List | Delsted List |

Create date 1“1 /2022 15:06:52 Mailbox used |5.1 4 MB |
L ast visit date | 05/11/2023 16:02:16 Wl | 34 |
Change password ||33£3w2c|23 03:54:37 Netdisk used |22.1 4GB |

External POP3s | 0 [ Empty Mailboy ]

M fiers o [ Empy Netdisk |

|
|
|
Signaturez | 0 | Files | 11
|
|
|

Perzonal contacts | 2 [ Recalzulation ]

(] ] [ Cancel

Sending List dialog box
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Modify User, [z
General | Information | Groups | Guota | Rights | Sending/Receiving | Flow Contral | Passwaord Palicy
fccess Control | Options | Messages | Status | Sending List | Feceiving List | Access List | Deleted List

Fecently zending list

D ate 1= Recipientz Local/... Size |
05/11/2023-16:02186 127.001 testEicnu, com 140 324FKB 1
05/11/2023-15:58:29 127.001 testEcnL, com 1/0 R452EE 1
05/11/2023- 154541 127.001 test{@ichL, com 140 1.98 KB 1
05/171/2023-15:44: 23 127.001 test{@icnu com 140 200KB 1
05/08/2023-10:38:33 127.001 testEicnu, com 140 192EKB 1
05/08/2023-10:3716 127.001 testEcnL, com 1/0 1.92EB 1
05/08/2023-10:36:09 127.001 test{@ichL, com 140 1.98 KB 1
05/06/2023-03:59:37 127.0.01 sheveniBicHu. com 1/0 323KB 1
05/06/2023-03:55:.08 127.001 testEicnu, com 140 BE119.. 1
04/25/2023-17:39:21 127.001 testEcnL, com 1/0 125EKRB 1
04/25/2023-17.38:54 127.001 test{@ichL, com 140 1.98 KB 1
04/21/2023-17:4314 127.001 test{@icnu com 140 J11EKB 1
04/19/2023-10:58:58 127.001 testEicnu, com 140 196 KRB 1
0441242023-16:48:51 127.0.01 everyone@onU, cam 1/0 205 KR 1 3
MA M9 220721 B AN-28 127NN e e e P 1.0 2011 KR 1.
< | >
Today [Recipientz/Butes]

Sent to local |I:I£EI B Sent to remote ||:|-"|:| B |

[ (] ] [ Cancel ]

Access List dialog box
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Modify User E'
General | Information | Groups | Quota | Rights | Sending/Receiving | Flow Contral | Pazsword Policy
Access Contral | Optionz || Messages | Statuz | Sending List | Beceiving List | Accesz List | Delated List

Fecently access list
D ate IP Type Rezult Locati #
05/11/2023-16:02186 127.001 SMTP.. success _J
05/11/2023-15:58:29 127.001 SMTP..  success
05/11/2023- 154541 127.001 SMTP..  success
05/171/2023-15:44: 23 127.001 SMTP[..  success
05/11,/202315:44.07 1 “Webmal — success
b’
L b
[
)
[ (] ] [ Cancel ]

Because you are modifying the record for an existing user, some mail is likely to already have
been sent and received. This dialog box displays information on current amount of space and
number of messages, and allows the administrator to reset quotas or to empty mailboxes (for
instance, when an employee leaves).

Delete Users

To delete a user record, select the user from the main Users screen and click the Delete button.
Note: Deleting a user record also deletes all the user's email.

Import Users

1. Import from file

Winmail Server allows the administrator to import a file of email user accounts from a
different system. From the main Users screen, click the Import button. The following dialog
box will appear.
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x]

S5elect Faile

Import C:'"Iocuments and Settingshstewven. MAGI| [ Browse. .. |

Hote:
The import files iz a text format file, 1t must be comma
separated all field walues.

< Back [ Hext ] [ Cancel ]

.Enter the name of the file to be imported, or browse for it.
.Select the symbol used in the import file for remarks.

.Select the symbol used in the import file as the field delimiter.
.Click Next to proceed to the Field Map dialog box.

Field Nap [X]
Select field map
I~ Import file field User info field
v Mailbox Mailbox
[w FPazsword Faszword
[v Full name Full name
Domain when mailbox hasn' t domain |*100k. com 1'*"'|
Hot found passsword @Raﬂdnm l’-C:j'Fix | |
[ ¢ Barck “ Hext > ] [ Cancel ]

.Check the box to select the field mapping relationship between the imported file and Winmail
user records.
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.Enter a domain name if the mailbox does not have a domain associated with it.

.Check Random to randomly create a new password. Check Fix to use the value entered in the
text box.

.Click Next to proceed with the file import.

If the file size is large, the import may take several minutes. Import results will be displayed in
the following dialog box.

Eesult &|

Reszult list
Mailbox Result
abbhbid [oak, camm Success.
hahal [ook, com Success.
hehe® ook, com Success.
=t evan@ ook, com Success.
wow 0@ ook, com Success.

<. Back Cancel

Click Finish to complete the import process.

2. Import from windows
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Import user from windows

HT =erwer name/IF || | [ Lizt user
Windows user Import user
Hame Full Hame Hame Full Hame
hdd ->

Domain of import |*te5+.. aom V|

Fasssword for import (%) Random (JWT authenticat () Fix | |

Cr—sm [FoEw o) [ BE

.Enter the hostname or ip address of the nt server, and click list user.

.Select the windows user for import.

.Enter a domain name if the mailbox does not have a domain associated with it.

.Check Random to randomly create a new password. Check Fix to use the value entered in the
text box.

.Click Next to proceed with the file import.

Export Users

Winmail Server allows the administrator to export a file of email user accounts to a different
system.

From the main Users screen, click the Export button. The following dialog box will appear.
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Export Oser E|

Export file |C:"L]:I|:u:1.unent5 and Settings"xtest"xf| [ Erowse... |

Select fields

Passwnrd Full Tiame

D]‘[nme telephone Dfﬂnbile telephone
|:|]'[u:-me address I:lC-:-mpa.n}',.'rIlepartment
[ 1Tob title [ Joffice

|:| Office telephone

The first line is field name in export file

[ Export ] [ Close ]

.Enter the name of the file to be imported, or browse for it.

.Check the boxes corresponding to the fields to be included in the export.
.Check the box at the bottom if the first line of data is field name headers.
.Click the Export button to perform the file export.

Bulk Update

Bulk Update X

General |Right |GQuota |

D’Update Account status
[ Jupdate  Expiry date |

DUpdate Add the infermation to public contacts

0K || Cancel

.Select some users for bulk update.

.Check the boxes that will update.

.Click the OK button to perform user update.
Refresh

Update data from back database and renew interface.
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Non-main domain user should write whole address while setting up pop3 in Outlook or
Eudora, for example, a user named test in non main domain abc.com the account should be
written as test@abc.com.

9.2 Groups

Winmail Server allows the administrator to set up and manage mail groups. Mail groups
actually have a separate email address and all group members will receive mail sent to that
address. To add, modify, or delete a user group, select Users and Groups from the main menu,
then double-click Groups from the Users and Groups screen. The following screen will

appear.
i Groups
Domain |*look. com Vl
Hame & Teszcription Group E-Mail
£ 1234 123421 ook, com
@ EVEryOLE everyonellook. com
@ zl glllook. com
@ e g2@look. com
Add Group

Click the Add button to add a new user group. The following dialog box will appear.
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General

Group name | |
Full name | |
Drescription | |
Sub-group M ame Clomain Full Mame A

[ 248117972 dema.magicwin..

] 2548117973 dema.magicwin.. 5

O & 7579631 demo.magicwin...

(1227590142 demo.magicwir, .

hs
Dizplay order D
Sy D |
[ et = l [ Cancel

Enter the name of the group, and a user-defined description.
Click Next to proceed to the Group Members dialog box.
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Members [g|

MHame Dlamain Full Mame Select

Delete

Sort by

{(#) Fullhame
) E-mail
) List arder

Up

Crar

E xport

MName | | Emai | [ A

[ < Back ” Mext = l[ Cancel ]

To add users (members) to this group, click the Select button.Select the user to be added, and
click OK. The name and domain will appear in the Members dialog box.

Importing a File of Members

To import a file containing member records for the current group, click the Import button on
the Members dialog box.

.Click the Browse button to select the file to be imported.

.Choose the character used in this file as a comment character.

.Choose the character used in this file as a field separator.

.Click the Next button to bring up the Field Map.

.Select the fields to be included in the imported file by checking their boxes.

If a mailbox name is missing a domain name, enter the default domain name to be used.
.Select Random if you want the system to randomly generate a password, when one is missing.
Select Fix if you want the system to use one password for all the records, and enter the
password in the text box.

NOTE: The import function will not overwrite existing records. Only records with new
information will be imported.
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Exporting a File of Members

To export a file containing group members, click the Export button on the Members dialog
box.

.With the cursor in the Export file text box, click the Browse button to create a default export file name. The
default file for the currently shown domain will be selected.

.Browse to the location to which you want the file exported, open and save.

.The path will now appear in the Export file text box. Click the Next button to bring up the Field Map.
.Select the fields to be included in the exported file by checking their boxes.

If you want the first record in the exported file to be the field names, check the box at the bottom of the dialog
box.

.Click Export to export the selected file to the selected location. A confirmation message should appear.
NOTE: You can only export each file one time.

Adding External Members

To add a member that is not in the current domain, enter the full user mailbox address in the
"External mailbox™ text box. Click Add to add the name to the member list.

Repeat the process of selecting users until the group is populated with the correct user
members. When finished, click Next to proceed to Group Permissions.
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Rights

Send kail Right

(%) Aryone
() Group members

() Only mail zenders
(0 8l uzers of this domain

Wwebmaill Wizible Right

() Anyone can see the group

() Group's members can zee the group

[ ] 5end mail by group email address

(%) Arwore can see the group and members

() Specified uszer of this domain see the group and members
() Specified user of this domain can see the group
() Group's members can zee the group and members

(") Group's manager can see the group and members

roup's genders have the zame visible right

[ ]when sending mail ta the group, recipients displays the member's email

%)

[ < Back ”

et =

l [ Cancel

Select users who have permissions to send mails of the group .
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Mail Senders [g|

MHame Dlamain Full Mame Select

Delete

Extermal mailbox | [ Add ]

[ < Back ” Mext = l[ Cancel ]

Group Permissions

Each group can have different global permissions applied to its members.

Click the appropriate radio button to specify whether you want:

All group members to be able to receive mail from anyone

All members of this group to be able to send email

.Only specific members of this group to be able to send email

Click Next to proceed to the Send Mail Member dialog box.

Use this dialog box to specify members who have authorization to send email from the group.
Use the Select button and the pop-up user list, as when adding users to a group, to select user
names for this list.

Click Next to proceed to the Group Manager dialog box.

Choose the group manager who manage the group by webmail.
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Group Managers [g|
MHame Dlamain Full Mame Select
Delete

E=part

[ < Back ][ Firizh l [ Cancel ]

Modify Groups

Modify a group, select it from the list of groups shown, and click the Modify button. The
following multi-tabbed dialog box will appear, set to General Information by default.

Change General Information

In the General tab, you can change the description of the selected group, but not its name.
Change Members

You can add, delete, import, and export members for this group using the Members tab. The
dialog box functions in the same way as when adding members. See the preceding Add
Members section.

Change Permissions

Use the Permissions tab to change the permissions granted to members of this group. Click the
appropriate radio button to specify whether you want:

All group members to be able to receive mail from anyone

All members of this group to be able to send email

.Only specific members of this group to be able to send email

Change Authorization to Send Mail
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.Use the Send Mail tab to change the members who have authorization to send email from the
group.

.Use the Select button and the pop-up user list, as when adding users to a group, to select user
names for this list.

Change Group Manager

.Use the Group Manager tab to add or delete a group manager for this group.

.Use the Select button and the pop-up user list, as when adding users to a group, to select user
names for this list.

Delete Groups

To delete a User Group, select it from the list of User Groups and click the Delete button. A
confirmation message will appear. Click Yes to proceed with deleting the User Group.

9.3 User Aliases

You can create aliases to be used in place of full user names. Select User Aliases from the
main menu. The following screen will appear.

wUserAliases ")
Domain |alu:--:-1':. com b

User Ailas Real Mailbox Desecription E-Mail

B aliasl testZ@alook. com aliazl@alook. com

= bhbb testldal ook com bbbbEal ook com

Add User Aliases
To add a user alias, click the Add button. The following dialog box will appear.

Ozer Alia=s [Z|
Alias narne || |
Real mailbox: | | [ Select ]
Description | |

[ k. l [ Cancel ]

First select the user name for which you want to create an alias, using the Select button. A list
of all current user names will appear, as shown in the following dialog box.
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Select User E'

Dormnain | V| | | [ Search ]

Marme Full Mame Company Department A

.i, aaaa

2 bhbb

.i, Cooo

2 dddd

i, huge huge
.i. poskmaster

i, repork

.i, spam

i, steven skeven
% steven_xu

£

[ 04 H Cancel ]

.Select the user name and click the OK button to return to the User Alias dialog box. The
selected user name will be filled in as "Real mailbox."

.Enter the user alias to be used for this user name.

f desired, enter a more complete description of this user for reference.

.Click OK to create the user alias. The user name, alias name, and description, if used, will
appear on the list of user aliases.

Modify User Aliases

To modify user alias information, select the user name from the User Alias list and click the
Modify button.

.You can change any of the fields: alias name, actual user name, or description.

.Click OK to accept the change. The changed record will appear on the User Alias list.

Delete User Aliases

To delete a user alias, select the user name from the User Alias list and click the Delete button.
A confirmation message will appear. Click Yes to proceed with deleting the user alias.

9.4 Administrators

Administrator

The Administrator option allows you to set up and manage access for all administrators of the
system. Two types of administrators are allowed:
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Super administrator manages all system settings.

Domain administrator manages only his or her authorized domains and groups of domains,
users, and mailbox aliases.
Select the Administrator option under System Setup to add or change administrators. The
following screen will appear.

1 Administrator

User name User type Desecription

Super administrator
&aaaa Domain administrator
&bbbb Domain administrator

To add an administrator, click the Add button at the bottom of the screen. The following
dialog box will appear.
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Add Administrator X

Username

| [ Disable

Passwiord

Confirm passwaord | |

Description

(%) Super administrator
) Domain adrminiskrakar

Damain
[ ] look.cam

Alloow Mail Monitoring'
Allcos Mail Signature’

) Role administrator

Ikerm
|:| Services —
[ SMTP Setup

[] PoP3 Download
[] ETRM Download
[] schedulers

|:| Swskem Cplions

[

| £

[] allovs 'Mail Archive Management'

[ Ok H Cancel ]

Use the following table for reference while completing this dialog box.

User name Administrator login name.
Password Administrator login password.
Description User-defined description to identify the administrator.

Select the radio button for the type of administrator being added:
o (1) Super administrator
Administrator type ) o
(2) Domain administrator

If you are adding a domain administrator, select the domains that will be mana
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administrator from the list of all domains on the left, and use the arrow buttons to

appropriate domain in the right-hand list.

To change administrator information, select the administrator from the main list and click the
Modify button.

To remove an administrator, select the administrator from the main list and click the Delete
button. Click the OK button to accept the setup for each administrator.

.Click OK to accept the administrator.

.To modify an existing administrator, select the administrator from the Administrator screen
and click the Modify button.

.To delete an existing administrator, select the administrator from the Administrator screen and
click the Delete button.

.Use the Refresh button to update the database and refresh the screen.

9.5 Public Contacts

All user information, including account profiles and external addresses of mail servers, are
stored in LDAP and can be searched by users with Outlook and Webmail.

To work with public contact information, select Public Contacts from the Users and Groups
screen. The following screen will appear.

+ Public Contacts D
Domain I'El:lutsi de Contacts W
Hame Full Hame Fhone E-Mail Type
APa 111222 alalook. com Outside
‘g aaaa aaaallool. com Outzide
‘gabcccc bececaallde com Outside
‘g app applilaok. com Outside
‘g app3 appaEloals. com Outside
@ baaa Outside
‘gbbbb stewendlklds, com Outside

To add a new public contact record, click the Add button at the bottom of the screen. The
following dialog box will appear.

Add Public Contact Information

Contact Information
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General [Z|
User name | |
E-mail | | Add
< Back [ Hext > ] [ Finish ] [ Cancel

.Enter user name and email address.

.Email addresses will be listed in the order shown. Use the Up or Down button to change the
priority order.

.Click Next to proceed to two more screens of information.

Fill in the fields you wish to make publicly available, and click Next to proceed.

.Click Finish when the information is complete.

Home Information

%)

Home

Telephone || |

Fax | |

Mobile | |

Street address

¢ Barlk “ Wext > ] [ Finish ][ Cancel
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Business Information

Business E

Compazy | | Teb title | |
c.:umryfneginn| | Department| |
Post code | | Dffice | |
State/Province | | Phone | |
. | |
Sreat cilicees Fezer | |

IF phone | |

Hext > [ Finish ][ Cancel

Modify Public Contact Information

To modify public contact information, select the public contact record from the main Public
Contact list screen, and click the Modify button. The following dialog box will appear.

Note: User name modification is not allowed.

.Select the tab containing the information to be modified.

.Change field information as needed.

.Use the Up or Down button to change the order in which email addresses appear.

.Click the OK button when finished. The changed public contact record will appear on the
main Public Contact list screen.

Delete Public Contact Information

To delete a Public Contact, select the Public Contact record and click the Delete button. A
confirmation message will appear. Click Yes to proceed with deleting the public contact record.
Note: Deleting contacts from LDAP public address book does not affect the user account
system information.

Import Public Contact Records

Importing a file of Public Contact records functions the same way as importing a file of user
records. To import a file containing public contact records, click the Import button on the
Public Contacts screen. The following dialog box will appear.
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Select File

x]

Import || | [ Browse. ..

Hote:
The import filez iz a text format file, 1t must be comma
separated all field walunes.

< Back [ Hext » ] [ Cancel ]

.Click the Browse button to select the file to be imported.
.Choose the character used in this file as a comment character.
.Choose the character used in this file as a field separator.
.Click the Next button to bring up the Field Map.

.Select the fields to be included in the imported file by checking their boxes.
If a mailbox name is missing a domain name, enter the default domain name to be used.

.Select Random if you want the system to randomly generate a password, when one is missing.

Select Fix if you want the system to use one password for all the records, and enter the

password in the text box.

NOTE: The import function will not overwrite existing records. Only records with new

information will be imported.
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Field Nap

x]

Select field map

v Import File Filed Contact Infa Field L

v Hame Hame

[w E-Mail E-Mail

[v Home Fax Home Fax

Iv Home Telephone Home Telephone

[v Mobile Telephone Mabile Telephone

[v Home Address Home Address

[v Company Company

[ Country/Region Country/Begion _}

[v State/Provicne State/Provicne

[v Company City Company City

[v Company Address Company Address

[v Fost Code Fost Code

[v Department Department w

[ < Back ” Hext » ] [ Cancel ]

Contact List [$_<|

Import contact list

Hame E-Mail Home Fax Hi#™
I’ﬁtestll:l'i’ te=st10TElook. com
‘ﬁtestlﬂﬁ test105@look. com
‘ﬁtestlﬂg test109@l ook, com
‘itestllﬂ testl10@look. com
"itestlll testlll@look. com
‘itestllz test11Z@look. com
‘itestllﬁ test113@look. com
@zzz
‘gttt ttt@=ina. com v
3 | >
[ < Back ” Hext > ] [ Cancel ]

Export Public Contact Records
To export a public contact record, select the record on the main Public Contacts list screen,
and click the Export button. The following dialog box will appear.
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Export Public Contact

Export file C:ADocuments and Settings"ntest"nf| [ Erowse... |

Select fields

E—Hail I:u:-mpa.n}' Address
]'[-:nrne Fax P-:nst Coda
]'[u:ume Telephone Ilepartment
[“]Mobile Telephone [#]Tob Title
]'[u:ume Address foice
Cl:-mpa.n}' I:Iffice Telephone
[«] Country/Region [v]0ffice Fax

[¥] StatefFrovince [#] Fagzer

Cu:-mpa.n}' City IP Telephone

The first line i1z field name in export file
[ Export ] [ Close ]

\With the cursor in the Export file text box, click the Browse button to create a default export
file name. The default file for the currently shown domain will be selected.

.Browse to the location to which you want the file exported, open and save.

.The path will now appear in the Export file text box. Click the Next button to bring up the
Field Map.

.Select the fields to be included in the exported file by checking their boxes.

If you want the first record in the exported file to be the field names, check the box at the
bottom of the dialog box.

.Click Export to export the selected file to the selected location. A confirmation message
should appear.

NOTE: You can only export each file one time.
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10. System Status

o Doed it e
- DY ILEIT] wldius

@ Mail Queus

& MSMS Queue

@ Syskerm Skatiskics
|:|I|E|S';.-'stem Floww Chart:
IL,:Llser Stakistics

§ Active Connections

Mail Queue(See 10.1)
System Statistics(See 10.2)
System Flow Chart(See 10.3)
User Statistics(See 20.2)
Active Connections(See 10.4)

10.1 Mail Queue

The system administrator can view mail messages that are in the queue for delivery by
selecting the Mail Queue option on the System Status menu. The following screen will appear.

Create Timse Lazt Try Time Size From Ta

| Mail I i
| [ 1096265478, 5039, 2416, 5=2214 201 /08/27 14:11:18 201 /08/2T 14:11:20 216 KB test@leck con steven@amaxit.c

'}'\- 1096265510, 5143, 1324, 5=1606 201 0927 14:11:50 200 /09/27 14:11:52 1.5T KB  test@look com stevetest@hotmsi

Use the following table for reference in interpreting this screen.

Mail 1D Mail ID in queue.

Create Time Timing mail is added in queue.
Last Try Time Time of latest sending attempt.
Size Mail size.

From Sender address.
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To Recipient address with semicolon to separate different addresses.

. Delivery status of mail including delivering, waiting for delivering, waiting for retry,
tatus
signing.

Delete Mail in Queue

To delete all mail in the queue, click the Empty button.

To delete a single item in the queue, highlight the message and click the Delete button.
Read Mail in Queue

To read a mail message, highlight the message and click the Read button.

Notes

When you see a large amount of mail in the mail queue, it is possible that the mail server has
been used to forward Spam email. Check to make sure the server has started SMTP
Authentication (refer to SMTP Setup(See 6.2).)
You may need to stop the mail server and remove all subdirectories and files in the directory
server\queue of the mail server installation directory. Winmail Server then will rebuild all
subdirectories and restart mail server functions.

10.2 System Statistics

System statistics are gathered in real time, starting with each system start-up.

To view the current status of Winmail Server system services and mail delivery, select System
Current Status from the System Status menu option. A screen similar to the following will
appear.
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Item

ramber
number
number
number
number
mamber

ramber
ramber
number
number
number
number
[=- SMTE (M3A)
mamber
ramber
ramber
number
number

number

of
of
of
of
of
of

of
of
of
of
of
of

= SMTF Statistiecs

attempt conmectlons
failed conmections
failed anthentications
delivered messages
delivered bytes
filtered mezszages

- Secure SMTF Statisztics

attempt conmectlons
failed conmections
failed authentications
delivered messages
delivered bytes
filtered messages

Statistics

of
of
of
of
of
of

attempt conmectlons
failed conmections
failed authentications
delivered meszsages
delivered bytes
filtered messages

Statistics of System Parameter
1. SMTP/Secure SMTP Statistics
Displays current status of SMTP connections, including:

.number of connection attempts

.number of connection failures

.number of authentication failures

.total number of bytes delivered

.total number of filtered mail messages

.number of currently connected
2. POP3/Secure POP3 Statistics

Displays current status of POP3 connections, including:

.number of connection attempts

.number of connection failures

.number of authentication failures

.number of mail messages received

.number of currently connected
3. IMAP4/Secure IMAP4 Statistics
Displays current status of IMAP connections, including:

.number of connection attempts
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.number of connection failures

.number of authentication failures

.number of customers receiving mail

.number of appended mail messages

.currently connected accounts

.number of currently connected

4. FTP/Secure FTP Statistics

Displays current status of FTP connections, including:
.number of connection attempts

.number of connection failures

.number of authentication failures

.number of uploaded files

.number of downloaded files

.number of currently connected

5. ADMIN Statistics

Displays current status of Admin connections, including:
.number of connection attempts

.number of connection failures

.number of login failures

6. Mail Queue Statistics

Displays current status of mail queue, including:
.number of loop delivery mail messages
.number of delayed delivery mail messages
.number of bounced mail messages

.number of filtered mail messages.

7. Mail Delivery Statistics

Display current status of mail delivery, including:
.number of messages delivered

.number of bytes delivered

.number of delivery failures

.number of local messages delivered

.number of bytes of local messages delivered
.number of local message delivery failures
.number of remote messages delivered
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.number of bytes of remote messages delivered
.number of remote message delivery failures
.total number of filtered mail messages

10.3 System Flow Chart

Service IConnectionIIMAP v,l

100 —

90

80

70

60

50 A

40 A

30 A

20

0:00 2:00 4:00 6:00 8:00 10:00 12:00 14:00 16:00

Show System Flow Chart in one day or 30 days.
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1 System Elow Chart

Service | Connection/IMAP v v ™|  Date |2017j02125

200 —

180 —

160

140

120

100

0 . . . ; —

I I I I I I ! I
01425 01427 01429 01431 0202 02104 02/06 02/08

02110 02112 02114 021186

10.4 Active Connections

i Active'Gonnections

Time =~ Service S5L Remote Keep Time User
f 2017]02/23-16:40:50 POP3 Mo 192.168.120.173:28%4 0:0:17
,@ 2017/02{23-16:40:57 SMTP Mo 192.168,120.173:2895 0:0:10
f 2017/02/23-16:41:01 ADMIN Yes 127.0.0.1:289% 006 admin

Show System Active Connections

11. System Log

Systems logs capture system events for the various services and operations of the Winmail
Server. The administrator can review these system logs to troubleshoot mail server operations.

Select the System Logs option on the main menu. The following screen will appear.
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- SYSIEM LLogs

g SYSTEM

g SMTP

1| Secure SHTE
fad| POPZ

T4 Secure POE3
Tad| IMAF

ﬂ Secure IMAF
fi| QUEUE

[ig] WEEMATL

[ Secure WEEMATL
i FTP

ﬂ Secure FTP
Tad| ADMIN

Double-click the log you wish to view. An example of an queue log follows.

EMIES

Log filenams |smtp.log )

|20 fO9FET-09:47:19 2318 remote sent “mail from” = FROM: <testll@lock. com> ~
|20 f09F2T-09:47:19 2316 mail from = testll@lock. com

|20 fO9fET-09:47:19 2318 remote sent “ropt to' = TO:<testli@loolk com
|20 /09/27-09:47:19 2316 recpt to = testll@lock com

|20 fO9FET-09:47:19 2318 =mtp data

|20 fO9FET-09:47:19 2318 zo shead, end data with CELF. CELF

|20 fO9FET-09:47:19 2316 data bytes received = 1370

|20 /D9/27-09:47:19 2316 message accepted for delivery

|20 f09/27-09:4T7:19 2316 quit, clesing connection

leC  f09fET-09:52:05 320 Conmmect from 12T7.0.0.1, relayclient set

|20 f09f27T-09:52:05 2312 remote ehlo = WebMail

|20 /09/27-09:52:05 2312 max msg size = 0

|20 fO9fET-09:52:06 2312 =mtp authenticate success! Username = testll
|20 f09/2T-09:52:08 2312 remote sent "mail from’ = FROM: <testll@looclk. com>
|20 fO09F2T-09:52:08 2312 mail from = testll@lock. com

{20 fO9fET-09:52:086 2312 remote sent “ropt to' = TO:<testli@loolk. com
|20 fO9FET-09:52:08 2312 rept to = testli@look. com

|20 fO9fET-09:52:06 2312 =mtp data

|20 f09/27-09:52:06 2312 zo ahead, end data with CELF. CELF

{20 /09/27-09:52:06 2312 data bytes receiwed = 1201

{20 fO9fET-09:52:086 2312 message accepted for delivery

|20 fO9fET-09:52:086 2312 quit, closing connection

In the above mentioned log , each record follows the definite form: date-time, threadlD, and
log information.

The administrator can choose to empty or delete each log file using the buttons at the bottom
of the screen, and refresh the remaining logs.
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12. Change Password

To change the present administrator's password, select Change Password under System Setup.

The following screen will appear.

: Change Password [y

01d password

Hew paszword

Confirm password

.Enter the old password, then type in a new password twice.
.Click the Apply button at the bottom of the screen when finished.

13. License

License

Winmail Server is available as a free download with a limited number of mailboxes, for
90-day trial. At the end of 90 days the software will no longer function properly without
purchasing and registering the software. To purchase and/or register the software, select the
License option from the System Setup menu. The following screen will appear.

o LICENSE:

Item Walue

Product name winmail Mail Server

Licensed to

Max. nurmber of allowed domains Inlirnited

The number of assigned domains 1

Max. number of allowed maiboxes 250

The number of assigned maiboxes 24

License date 201310705

Remaining davws Inlimited

SUppart service expiry 20140705
Product name The version and build number of the Winmail Server software you are using.
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Licensed to User name to whom the software is licensed.

Max. number of mailboxes Maximum number of mailboxes allowed.

Mailboxes used The number of mailboxes has been add.

Install date/License date License date. If not licensed, this field displays installation date.
Remaining days Days remaining under terms of current license.

To buy the software, click the Buy Now button at the bottom of the screen. You will be
connected to the Winmail Server website where you can purchase the software and obtain
license key information on-line. If you have already received your license key, click the
Register button at the bottom of the screen. The following dialog box will appear.

ser name || |

License key

[ 04 l [ Cancel ]

Copy the license key from the email you received when you purchased the software. Do not
include spaces or new lines when entering the license key. Once you are properly registered,
the license screen should accurately display the number of mailboxes that you are allowed.
Notes:

If you receive an "Invalid License” message, a register code fault will be displayed. Note this
register code for future reference, and try again.

If you are unable to register after several attempts, contact technical support at
register@winmail.io

If the register code is correct but the system still shows "Invalid License," check to be sure
you have enough licenses for all existing users.

14. LDAP Server

The built-in LDAP server enables access to public contacts stored in server for email client
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programs supporting the LDAP protocol (Lightweight Directory Access Protocol).

Start LDAP Server

Under "Domain Settings"” function, enable "In the domain, add personal information to public
contacts"

Mail clients settings

User can see public contacts in our Webmail

The following information should be considered to enable a mail client to access contacts
stored in Server by the LDAP protocol.

LDAP server: DNS name (e.g. mail.ourcompany.com) or IP address (e.g.192.168.1.1) of
the host that Winmail server is running on.

Username and Password: This data is used by users to log into the LDAP server (equal to
the name and password for user login to mailboxes). The LDAP server in Winmail server can
support anonymous logins.

Port: The default port is 389, you can change it.

Search base: This item should include the root of the LDAP database, where the contacts
are stored. Winmail server uses the root called "o=magicwinmail"” to store contacts. When you
use Outlook, let the field blank.

Example of Configuration - Outlook Express

The LDAP account is defined in the Tools / Accounts / Directory Service menu. New accounts
can be added with the wizard, however, you must open the Properties dialog to define all the
required parameters.

General folder:
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Y% mail.ourcompany.com Properties

General | Advanced

Directary Service Accaunt
% Tupe the name by which vou would like ba refer to this

zerver. For example, ""Work Directory' or "Microzoft
* Directary Server'',

| mail.ourcompany.com

Server Information

AT ce |mail.ourconumny.com

W Thiz server requires me ta log o

Account name: Itest

Fazgword: I- YTy

[ Log on using Secure Password Authentication

¥ Check names againzt thiz server when zending mail

k. I Cancel ][] |

Check names against this server when sending mail If this option is enabled, personal email

addresses will be searched for automatically when a message is sent. This means that names
can be used instead of full email addresses in the To field (or Copy To or Blind Carbon Copy
To). The appropriate email addresses will be changed when the email is sent.

Note: If an inserted name cannot be found, the message will not be sent by Outlook Express
and the user must correct the name or insert the full email address. If there are more addresses
for one name, a dialog for user/address selection will be displayed.

If need input BaseDN, please use o=magicwinmail

15. COM Object

In order to integrate Winmail Server with other systems, the software provides a COM
component stored in ~\server\MailerverCtrl.dll to delete user, domain or administrator.
Control name: MailServerCtrl.MailDBInterface eg:
newObject.CreateObject("MailServerCtrl.MailDBInterface™)
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Instructions

Following are the instruction codes that can be used:
void InitControl(BSTR pstrProgPath)

Function: Initialization control

Parameter: Directory of mail system database files
Return: None

BSTR GetDBPath()

Function: Acquire directory of database file
Parameter: None

Return: Return to directory of database file

short CheckUser(BSTR pstrUser, BSTR pstrDomain)
Function: Add a new user

Parameter:

pstrUser - mailbox name of user

pstrDomain - domain name of mailbox; empty means main domain
Return:

0 - add new mailbox successfully

1 - parameter incorrect or format invalid

2 - same mailbox name existed

3 - same user alias existed

4 - same group name existed

short AddUser(BSTR pstrUser, BSTR pstrDomain, BSTR pstrPassword)
Function: Add a new user

Parameter:

pstrUser - mailbox name of user

pstrDomain - domain name of mailbox; empty means main domain
pstrPassword - mailbox password

Return:

0 - add new mailbox successfully

1 - parameter incorrect or format invalid

2 - same mailbox name existed

3 - same group name existed

4 - same user alias existed

5 - mailbox amount reaches to limit in domain
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6 - mailbox size reaches to limit in domain

7 - new-added domain doesn't exist

short ModifyUser(BSTR pstrUser, BSTR pstrDomain, BSTR pstrFullName, BSTR pstrDescription,
BSTR pstrOrganizationUnit, BSTR pstrOffice)

Function: Modify user information

Parameter:

pstrUser - mailbox name of user

pstrDomain - domain name of mailbox; empty means main domain

pstrFullName - the user’s full name

pstrDescription - the user’s description

pstrOrganizationUnit - the user’s organization unit

pstrOffice - the user’s office

Return:

0 - modify user information successfully

1 - parameter incorrect or format invalid

2 - the mail user doesn’t found or read user information failed

3 - modify user information failed

short ModifyUserQuota(BSTR pstrUser, BSTR pstrDomain, long IMailQuota, short iMailTotalLimit,
short iWarningLimit, long INetStoreQuota, int iNetStoreTotalLimit)

Function: Modify user’s mailbox quota

Parameter:

pstrUser - mailbox name of user

pstrDomain - domain name of mailbox; empty means main domain

IMailQuota - max. quota of mailbox, 0 means unlimited, Unit: bytes(b)
iMailTotalLimit - max number of messages, 0 means unlimited

iWarningLimit - the limition of mailbox warning, 0 means unlimited, Unit: percent
INetStoreQuota - max quota of mailbox’s network storeage, 0 means unlimited, Unit: bytes(b)
iNetStoreTotalLimit - max number of files, 0 means unlimited

Return:

0 - modify user’s mailbox quota successfully

1 - parameter incorrect or format invalid

2 - the mail user doesn’t found or read user information failed

3 - the domain of mail user doesn’t found or read domain information failed

4 - the assigned space reached the mailbox quota or netstore quota
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5 - modify user’s mailbox quota failed

short ModifyUserRight(BSTR pstrUser, BSTR pstrDomain, long IExpireTime, short uPop3Control,
short ulmapControl, short uwebmailControl, short uNetStoreControl, short uCalendarControl,
short uNotebookControl, short uExternalPop3)

Function: Modify user’s mailbox right

Parameter:

pstrUser - mailbox name of user

pstrDomain - domain name of mailbox; empty means main domain
IExpireTime - the mailbox expiry date, 0 means unlimited, the value is time stamp
uPop3Control - disable POP3, 0 means enable, 1 means disabled
ulmapControl - disable IMAP, 0 means enable, 1 means disabled
uWebmailControl - disable webmail, 0 means enable, 1 means disabled
uNetStoreControl - disable network store, 0 means enable, 1 means disabled
uCalendarControl - disable calendar, 0 means enable, 1 means disabled
uNotebookControl - disable notebook, 0 means enable, 1 means disabled
uExternalPop3 - disable external POP3, 0 means enable, 1 means disabled
Return:

0 - modify user’s mailbox right successfully

1 - parameter incorrect or format invalid

2 - the mail user doesn’t found or read user information failed

3 - the domain of mail user doesn’t found or read domain information failed

4 - the assigned space reached the mailbox netstore quota

5 - modify user’s mailbox right failed

short ModifyUserStatus(BSTR pstrUser, BSTR pstrDomain, short uStatus)
Function: Modify user status

Parameter:

pstrUser - mailbox name of user

pstrDomain - domain name of mailbox; empty means main domain

uStatus - mailbox's status, 0 means normal, 1 means disabled, 2 means pending
Return:

0 - modify user status successfully

1 - parameter incorrect or format invalid

2 - the mail user doesn’t found or read user information failed

3 - modify user status failed

147



Winmail Server help

short DeleteUser(BSTR pstrUser, BSTR pstrDomain)
Function: Delete one user

Parameter:

pstrUser - user mailbox name

pstrDomain - mailbox domain name

Return:

0 - delete user successful

1 - parameter incorrect or format invalid

2 - the mail user doesn't found or read user information failed

3 - delete user failed

short ChangePassword(BSTR pstrUser, BSTR pstrDomain, BSTR pstrOldPwd, BSTR
pstrNewPwd)

Function: Change user password

Parameter:

pstrUser - user mailbox name

pstrDomain - mailbox domain name; empty means main domain
pstrOldPwd - old password

pstrNewPwd - new password

Return:

0 - change password successful

1 - parameter incorrect or format invalid

2 - the mail user doesn't found or read user information failed

3 - the mail user is not internal data authentication

4 - old password incorrect

short Authenticate(BSTR pstrUser, BSTR pstrDomain, BSTR pstrPass)
Function: Check user password

Parameter:

pstrUser - user mailbox name

pstrDomain - mailbox domain name; empty means main domain
pstrPass - mailbox password

Return:

0 - check password successful

1 - parameter incorrect or format invalid

2 - the mail user doesn't found or read user information failed
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3 - the mail user is not internal data authentication

4 - check password failed

short AddDomain(BSTR pstrDomain)

Function: Add a domain

Parameter:

pstrDomain - mailbox domain name

Return:

0 - add domain successfully

1 - parameter incorrect or format invalid

2 - domain existed and add failed

short ModifyDomainStorage(BSTR pstrDomain, long IMailboxStorage, int iMailboxTotal, long
INetStoreStorage, long IMinMailboxQuota)

Function: Modify domain's storage

Parameter:

pstrDomain - domain name

IMailboxStorage - total storage of mailboxes, 0 means unlimited, Unit: kilobyte(KB)
iMailboxTotal - total number of mailboxes, 0 means unlimited

INetStoreStorage -Total storage of netstore, 0 means unlimited, Unit: kilobyte(KB)
IMinMailboxQuota -Min. quota per mailbox, the value equal 3MB when the value equal 0
Return:

0 - Modify domain's storage successfully

1 - parameter incorrect or format invalid

2 - the domain doesn't found or read domain information failed

3 - Modify domain's storage failed

short ModifyDomainRight(BSTR pstrDomain, long IExpireTime, short uPop3Control, short
ulmapControl, short uWebmailControl, short uNetStoreControl, short uCalendarControl, short
uNotebookControl, short uExternalPop3)

Function: Modify domain's right

Parameter:

pstrDomain - domain name

IExpireTime - the mailbox expiry date, 0 means unlimited, the value is time stamp
uPop3Control - disable POP3, 0 means enable, 1 means disabled

ulmapControl - disable IMAP, 0 means enable, 1 means disabled

uWebmailControl - disable webmail, 0 means enable, 1 means disabled
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uNetStoreControl - disable network store, 0 means enable, 1 means disabled
uCalendarControl - disable calendar, 0 means enable, 1 means disabled
uNotebookControl - disable notebook, 0 means enable, 1 means disabled
uExternalPop3 - disable external POP3, 0 means enable, 1 means disabled
Return:

0 - Modify domain's right successfully

1 - parameter incorrect or format invalid

2 - the domain doesn't found or read domain information failed

3 - Modify domain's right failed

short ModifyDomainLimit(BSTR pstrDomain, short uSignatureNum, short uAddressNum, short
uMailFilterNum, short uExternalMailNum, long IMaxPop3MailSize, short uMaxPop3MailTotal)
Function: Modify domain's limit

Parameter:

pstrDomain - domain name

uSignatureNum - Max. signatures, 0 means unlimited

uAddressNum - Max. personal contacts, 0 means unlimited

uMailFilterNum - Max. mail filter rules, 0 means unlimited

uExternalMailNum - Max. external POP3 accounts

IMaxPop3MailSize - Max. POP3 message size, 0 means unlimited, Unit: byte(B)
uMaxPop3MailTotal - Max. number of POP3 messages, 0 means unlimited
Return:

0 - Modify domain's limit successfully

1 - parameter incorrect or format invalid

2 - the domain doesn't found or read domain information failed

3 - Modify domain's limit failed

short DeleteDomain(BSTR pstrDomain)

Function: Delete a domain

Parameter:

pstrDomain - mailbox domain name

Return:

0 - delete domain successful

1 - delete domain failed

short AddAdminUser(BSTR pstrUser, BSTR pstrPass, short uUserType, BSTR
pstrAdminRange)
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Function: Add a system administrator

Parameter:

pstrUser - administrator username

pstrPass - administrator password

uUserType - administrator type; O - super administrator, 1 - domain administrator
pstrAdminRange - domain allowed to be managed; separate domain names by semi-colon (;)
Note: Domain allowed to be managed by domain administrator cannot be empty
Return:

0 - add administrator successful

1 - parameter incorrect or format invalid

2 - administrator existed and add failed

short DeleteAdminUser(BSTR pstrUser)

Function: Delete a administrator

Parameter:

pstrUser - administrator username

Return:

0 - delete administrator successful

1 - delete administrator failed]

short AddUserAlias(BSTR pstrAliasUser, BSTR pstrDomain, BSTR pstrRealMailbox)
Function: Add a user alias

Parameter:

pstrAliasUser - user alias name

pstrDomain - mailbox domain name; empty means main domain
pstrRealMailbox - the alias corresponds to real mailbox

Return:

0 - add user alias successfully

1 - parameter incorrect or format invalid

2 - add user alias failed

short DeleteUserAlias(BSTR pstrAliasUser, BSTR pstrDomain)

Function: Delete a user alias

Parameter:

pstrAliasUser - user alias name

pstrDomain - mailbox domain name; empty means main domain

Return:
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0 - delete user alias successfully
1 - parameter incorrect or format invalid
2 - delete user alias failed
short AddDomainAlias(BSTR pstrAliasDomain, BSTR pstrRealDomain)
Function: Add a domain alias
Parameter:
pstrAliasDomain - domain alias name
pstrRealDomain - the alias corresponds to real domain
Return:
0 - add domain alias successfully
1 - parameter incorrect or format invalid
2 - add domain alias failed
short DeleteDomainAlias(BSTR pstrAliasDomain)
Function: Delete a domain alias
Parameter:
pstrAliasDomain - domain alias name
Return:
0 - delete domain alias successfully
1 - parameter incorrect or format invalid
2 - delete domain alias failed
short AddGroup(BSTR pstrName, BSTR pstrDomain, BSTR pstrDescription, BSTR
pstrMemberList, short uRight, BSTR pstrSenderList)
Function: Add new mail group
Parameter:
pstrName - Name of mail group
pstrDomain - Domain of mail group, empty means main domain
pstrDescription - Description of mail group
pstrtMemberList - Group member list, separate multiple member with a semicolon (;)
uRight - Permission of sendmail
0 - means "Anyone can send mail to group member"
1 - means "Only group member can send mail"
2 - means "Specified group member can send mail"
pstrSenderList - Member of allow send mail to group, separate multiple member with a
semicolon (;)
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Return:
0 - add a new mail group successfully
1 - parameter incorrect or format invalid
2 - same mailbox name existed
3 - same group name existed
4 - same user alias existed
5 - added domain doesn't exist
short ModifyGroup(BSTR pstrName, BSTR pstrDomain, BSTR pstrDescription,
pstrMemberList, short uRight, BSTR pstrSenderL.ist)
Function: Modify mail group
Parameter:
pstrName - Name of mail group
pstrDomain - Domain of mail group, empty means main domain
pstrDescription - Description of mail group
pstrMemberList - Group member list, separate multiple member with a semicolon (;)
uRight - Permission of sendmail
0 - means "Anyone can send mail to group member”
1 - means "Only group member can send mail"
2 - means "Specified group member can send mail”

BSTR

pstrSenderList - Member of allow send mail to group, separate multiple member with a

semicolon (;)

Return:

0 - Modify mail group successfully

1 - parameter incorrect or format invalid

2 - the group doesn't found or read group information failed
3 - Modify mail group failed

short DeleteGroup(BSTR pstrName, BSTR pstrDomain)
Function: Delete a mail group

Parameter:

pstrName - Name of mail group

pstrDomain - Domain of mail group, empty means main domain
Return:

0 - Delete mail group successfully

1 - parameter incorrect or format invalid
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2 - Delete mail group failed

BSTR GetFolderMsgCount(BSTR pstrUser, BSTR pstrDomain, BSTR pstrPasswd, BSTR pstrFolder,
short uOnlyNew)

Function: Get new message count or message total in mail folder of mailbox

Parameter:

pstrUser - username of mailbox

pstrDomain - domain of mailbox; empty means main domain

pstrPasswd - password of mailbox

pstrFolder - special mail folder, separate multiple member with a vertical line (|), eg: get inbox
message number and sent message number, the value is "inbox|sent”. mail folder name, inbox,
sent, draft, trash, spam. empty means all mail folder (inbox|sent|draft|trash|spam)

uOnlyNew - only get new message number; 0 - message total and new message number, 1 -
only new message number.

Return:

if uOnlyNew value equals 0, the return value is new/total, eg 2/3

if uOnlyNew value euqals 1, the return value is new, eg 2

if pstrFolder value is multi mail folder, uOnlyNew value equals 0, the return value is
newl/totall|new?2/total3, eg 2/3|5/8 ; uOnlyNew value equals 1, the return value is newljnew2,
eg 2|5

Samples

ASP Samples

PHP Samples

ASP.net Samples

Java Samples

C++ Samples

16. Deployment Examples

Application Examples

The following samples demonstrate how the Winmail server to set a mail server under the
different network circumstance.

Leased Line(See 16.1): Internet special line service and fixed IP.
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Dial-up + Domain Mailbox(See 16.2): Access Internet by Modem with Non-fixed IP +
domain mailbox

LAN Mail Server: Use Winmail Server as enterprise internal mail system only

Mail Server for HQ and Branches: Whole corporation wants to use one domain name,
of which HQ has consummate mail system

For more applications, please visit http://www.winmail.io

16.1 Leased Line

This solution is for those who connect with the Internet via leased line or trustee host to ISP
and have static IP.

Preparation

1.There is one special data line direct connecting with Internet and IP.

2.Apply a domain name such as ourcompany.com and point MX records of domain name to
computer installed as Winmail Server.

Initialization

1.Add main domain yourdomain.com in '‘Domains' and configure relevant parameters. Please
refer to Domains(See 8.1)

2.Add user accounts to domain in 'Users'. Please refer to Users(See 9.1)

3.Configure server is permanently connected to Internet in Internet Setting. Please refer to
Internet Setting(See 6.5.7)

4.Configure SMTP parameter in 'SMTP Setup'. Please refer to SMTP Setup(See 6.2)

16.2 Dail-up + Domain Mailbox

Dial-up + Enterprise Postoffice

Enterprise accesses Internet by dial-up modem, owns Postoffice and uses Winmail Server as
enterprise internal mail system and gateway.

Preparation

Access Internet by Modem Dial-up.

Apply a domain name such as yourdomain.com.

Apply Postoffice from ISP.

.Determine whether Postoffice system ISP supports ETRN or unlimited alias mailbox
function.
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Initialization

Add main domain yourdomain.com in '‘Domains' and set up related parameters. Please refer to
Domains(See 8.1).

Add user accounts to domain in 'Users'. Please refer to Users(See 9.1).

.Configure Internet communication is triggered by scheduler in 'Internet Setting' and fill in ISP,
username and password. Please refer to Internet Setting(See 6.5.7).

.Configure SMTP parameter in 'SMTP Setup'. Please refer to SMTP Setup(See 6.2).

Set up Mail Gateway

.ETRN mode: add ETRN records in '‘Mail Gateway SETRN Setup'. Please refer to ETRN
Setup(See 6.3.2).

.Unlimited alias mode: add POP3 account of unlimited alias mailbox of enterprise Postoffice
in 'Mail Gateway” &POP3 Download' to distribute mail to corresponding local mailboxes as
per mail header. Please refer to POP3 Download(See 6.3.1).

.Common POP3 mode: add POP3 records for users requested in 'Mail Gateway &POP3
Download' to directly deliver mail to corresponding mailboxes. Please refer to POP3
Download(See 6.3.1).

Add tasks in 'Scheduler' and select 'Auto dial-up if offline’ and 'Hang up after tasks' in order
to access Internet properly and to set up timing of retrieving mail.

.Make sure domain mail to be delivered within LAN and adding accounts are internal use
functions only.

16.3 LAN Mail Server

Use Winmail Server as enterprise internal mail system only.

Preparation

.Define a domain name such as yourdomain.com.

.Build up an internal LAN and run with TCP/IP.

Initialization

Add main domain yourdomain.com in '‘Domains' and configure related parameters. Please
refer to Domains(See 8.1)

Add user accounts to domain in 'Users'. Please refer to Users(See 9.1).

Configure server is permanently connected to Internet in 'Internet Setting'. Please refer to
Internet Setting(See 6.5.7).

Configure SMTP parameter in 'SMTP Setup'. Please refer to SMTP Setup(See 6.2).
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16.4 Mail Server for HQ and Branches

Whole corporation wants to use one domain name, of which HQ has consummate mail system
and leased line Internet access and branches in other places need to be able to access the same
mail server.

Preparation

Access Internet by ADSL.

.Build up internal LAN and run with TCP/IP.

Assign HQ domain name such as ourcompany.com.

Initialization

Add main domain yourdomain.com in 'Domains' and configure related parameters. Please
refer to Domains(See 8.1).

Add user accounts to domain in 'Users'. Please refer to Users(See 9.1).

.Configure server is permanently connected to Internet in 'Internet Setting'. Please refer to
Internet Setting(See 6.5.7).

.Configure SMTP parameter in 'SMTP Setup'. Please refer to SMTP Setup(See 6.2).

Add POP3 records for all users of HQ in 'Mail Gateway” &POP3 Download' to directly
deliver mail to corresponding mailboxes. Please refer to POP3 Download(See 6.3.1).

Add tasks in 'Scheduler’ and select 'Auto dial-up if offline’ and 'Hang up after tasks' in order
to access Internet properly and to set up timing of retrieving mail from HQ.

.Make sure domain mail to be delivered within LAN and adding accounts are internal use
functions only.

17. Change Log

Edition History

Version 7.3(Build 0306)(03/06/2025))

1. Supports 64-bit installation packages, and 64-bit programs are more efficient.

2. Anti-spam feature added options to reject emails with non-existent SPF or PTR records.

3. The guessing password and mass mail detection add the limit on sending emails with the
same subject.

4. Mailbox user status now includes "Suspended™: Suspended users can receive emails but
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cannot log in.

5. Mailbox user properties can now enable/disable logging of operations (send, receive,
delete).

6. Secure SMTP 465 port must be authenticated for sending emails.

7. SMTP, POP3, and IMAP services filter HTTP commands.

8. The cloud attachment function adds support for generating network disk download links
when the client sends large emails.

9. The system signature under the domain name supports some email clients.

10. The email header adds the X-WM-AuthUser option, which can be turned off.

11. The automatic refresh of the mail queue and active connections can be turned off.

12. Optimized Internet settings and deleted dial-up options.

13. Removed RWL and SMTP response delay features.

14. Webmail user configuration box can set POP3 to mark emails as read after receiving.

15. Webmail added "mail attachments" to display all attachments in a centralized manner.

16. Webmail uses label format for email recipients.

17. Webmail pastes Excel tables as pictures when writing emails to prevent table style loss.

18. Fixed the problem of attachment filtering failure.

19. Fixed the problem of partial IMAP email body loss in single copy.

20. Upgrade Apache to 2.4.62.

21. Upgrade PHP to 8.2.27.

22. Upgrade OpenSSL to 3.0.15.

Version 7.2(Build 0524)(05/24/2024))

1. Webmail settings add secondary authentication (2FA two-factor authentication) settings and
support TOTP dynamic password verification.

2. Add ADMIN configuration in the advanced settings, and the management side can
configure TOTP dynamic password verification and password guessing prevention.

3. Inline image filtering under email filtering supports identifying the content of QR codes.

4. When sending a large number of emails via Webmail, a graphic verification code will be
displayed to prevent mass sending.

5. The mail queue and active connections are automatically refreshed in 15 seconds under
system status.

6. Add password modification records in the management user attributes.

7. User management can clear TOTP keys.

8. Fixed the problem of no sending record of scheduled emails.
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9. Fixed the problem of incorrect user name when importing LDAP.
10. Upgrade Apache to 2.4.58.

11. Upgrade PHP to 8.2.20.

12. Upgrade OpenSSL to 3.0.13

13. Upgrade ClamAV to 1.3.0.

14. Fixed several Webmail security vulnerabilities.

Version 7.1(Build 0518)(05/18/2023))

1. Enhanced password policy setting function, can set multiple subdivision policy rules, and
can set weak password dictionary.

2. It is allowed to modify the domain name of the common domain, both the main domain and
common domain can be renamed.

3. Adjust the directory structure of user email storage, store them in sub-directories by domain
name, and existing user emails will be automatically migrated.

4. Allows modification of group names and user aliases.

5. Mail migration supports multi-threaded downloading of mail.

6. Fixed some security and functionality issues.

7. Upgrade Apache to 2.4.55.

8. Upgrade OpenSSL to 1.1.1t.

9. Upgrade PHP to 7.4.33.

10. Upgrade Clamav to 1.0.1.

11. Upgrade Spamassassin to 3.4.4.

Version 7.0(Build 0630)(06/30/2022))

1. Support update password for multiuser.

2. Enhanced filter rules settings.

3. Support authorization code login for mail client.

4. Added remove client ip for mail header settings.

5. User can set time zone in Webmail.

6. Upgrade Apache to 2.4.53.

7. Upgrade OpenSSL to 1.1.1n.

8. Upgrade PHP to 7.4.28.

9. Support Windows Server 2022, Windows 11.

Version 6.7(Build 0112)(01/12/2021)

1. SMTP, POP3,IMAP support bind multiple IP and port.

2. Anti-spam support OCR.

159



Winmail Server help

3. Webmail added one new style.

4. Support single copy to save mail.

5. Support TLSv1.3 (above Windows 2008)

6. Support http2 protocol.

7. Enhanced SSL/TLS compatibility.

8. Upgrade Apache to 2.4.46.

9. Upgrade OpenSSL to 1.1.1i.

10. Upgrade PHP to 7.2.34.

11. Fixed public contacts import bug.

12. Fixed outlook recall mail bug.

13. Fixed server crash bug.

14. Fixed user information lose bug.

Version 6.3(Build 0408)(04/08/2018))

1. Anti-spam support DBL.

2. Webmail added one new style template for mobile devices.

3. Added online view office file function to Webmail.

4. Fixed webmail security bug.

5. Fixed DKIM mail body hash fail bug.

6. Upgrade Apache, PHP version.

Version 6.2(Build 0620)(06/20/2017)

1. IMAP automatically subscribes to Winmail system mail folder, Outlook 2013 and above
can automatically identify.

2. OpenLDAP database engine upgrade, added automatic repair and emptying function.

3. The system group added the import and export functions.

4. Public contacts added the search function.

5. Added department field to user property.

6. Administrators can view quarantined message subject and recipient information, resend
messages, etc.

7. Quarantine notification message to increase the resend and whitening list link.

8. Added the SpamAssassin filtering option in SMTP filtering, suspicious messages can be
save to the quarantine.

9. The default admin administrator can delete.

10. SMTP can prohibit plain text authentication.

11. System security enhancements, encrypted password and many other sensitive data, can not
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return to the old version after the upgrade.

12. Enhanced Webmail security checks to fix multiple security vulnerabilities.
13. Upgrade Apache, PHP version.

14. Compiler update, the new version no longer supports Windows 2000. WinXP system must
be installed sp3 patch.

Version 6.1(Build 0720)(08/22/2016)

1. Added DKIM support.

2. Anti-spam support Quarantine.

3. Added set one mailbox to readonly.

4. \WWebmail support session mode.

5. Webmail support show statistics information.

6. Fixed IMAP bug for some special mail under i0S.

7. Upgrade OpenLDAP to 2.4.44, Outlook can access the public contacts.
8. Upgrade OpenSSL to 1.0.2h, support TLS 1.1 and TLS 1.2.

9. Upgrade Apache and PHP, support PHP7.

Version 5.5.1(Build 1203)(12/03/2014)

1. Fixed IMAP bug for some special mail.

2. Improve mail server performance.

3. Improve webmail performance.

4. Upgrade PHP to 5.4.35.

5. Upgrade Sqlite to 3.8.7.2.

6. Fixed server crash bug.

Version 5.5(Build 1009)(10/09/2014)

1. Added system migration function, transfer accounts and mails from outside mail server.
2. Added mails auto-archiving and auto-cleaning function.

3. Webmail support add lable, starred, memo to one mail.

4. \Webmail support show Send status in Sent folder.

5. Upgrade Apache to 2.4.10.

6. Upgrade PHP to 5.4.31.

7. Upgrade SpamAssassin to 3.3.4.

8. Upgrade OpenSSL to 0.9.8zb.

9. Upgrade ClamAV to 0.98.4.

Version 5.1.2(Build 0522)(05/22/2014)

1. Fixed webmail bug for IE11.
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2. Upgrade Apache to 2.4.6.

3. Fixed webmail security bug.

Version 5.1(Build 0718)(07/18/2013)

1. Added System Flow Graph.

2. Added Greylisting function to Anti-Spam module.

3. Use sqlist store some system values.

4. Webmail support upload photo using iPhone and iPad.

5. Webmail support generate two dimensional code.

6. Fixed IMAP no-response problem using Outlook 2013.

7. Upgrade Apache to 2.4.4.

8. Upgrade PHP to 5.4.16.

9. Upgrade SpamAssassin to 3.3.2.

10. Upgrade OpenSSL to 0.9.8x.

11. Upgrade ClamAV to 0.97.7.

Version 5.0(Build 0620)(06/20/2012)

1. Added password-guessing detection function.

2. Rewrite DNS cache function to improve the domain query performance.
3. Webmail added multi-tab in default template.

4. Webmail added one new style template for iPad and Android touch pad.
5. The new webmail style template support iPhone.

6. Webmail support IE10.

7. Improve webmail show speed.

8. Support Windows 8.

9. Support Wap for mobile.

10. The personal address support add multi telephone number.

11. Default disable SSLv2 and weak encryption ciphers for https service.
\ersion 4.9(Build 0715)(07/15/2011)

1. Added mail call-back function, support webmail and Office Outlook.
2. Added another smtp port.

3. Enhanced password policy.

4. Added one new webmail style: simple, sush as hotmail.

5. Added one new webmail style: mini, can be used by pda and mobile device.
6. Webmail support IE9, Firefox 4, Chrome 10

7. Don't support Windows NT os.
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8. Upgrade OpenSSL to 0.9.8r.

9. Upgrade Apache to 2.2.19.

Version 4.8(Build 0811)(08/11/2010)

1. Mail group support Multi-level.

2. Run SpamAssassin as service.

3. Webmail added one new style template.

4. Upgrade Apache to 2.2.15, run as service.

5. Upgrade PHP to 5.3.2.

6. Upgrade OpenSSL to 0.9.8n.

7. Webmail support IE7 and IES.

8. The HTML editor support Firefox, Safari, Chrome.

9. Rewrite read mail code, impove the webmail performance.

10. Fixed clear netdisk error bug.

Version 4.7(Build 0217)(02/17/2009)

1. Enhanced Webmail mailing list, search functions, increase lable settings.
2. Added the domain of mailbox and network disk storage directory settings.
3. Added the domain signature file settings.

4. Added user mailbox and network disk storage directory settings.
5. Added multi relay server setting.

6. Added the system broadcast messages.

7. Added FTP data transfer options.

8. Added the time setting for automatic backup.

9. Enhanced MS-TNEF(winmail.dat) format to MIME.

10. Webmail added picture verification.

11. Webmail added paging display, such as address book, filter rules, etc.
12. Fixed SSL error does not timeout.

13. Fixed admin service not responding.

14. Fixed the mail from bug of calendar remind e-mail.

Version 4.6(Build 0618)(06/18/2008)

1. Rewrite Webmail by AJAX, Impove the webmail performance.
2. Added disk space warning function.

3. Quota of one mail box can large then 2GB.

4. Added deliver domain control of one mailbox.

5. Added access ip control of one mailbox.
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6. The action of system smtp filter can set to "reject"/"deliver to special mail box"/"add flag
[SPAM] in the subject”.

7. The action of SpamAssassin can set to "add flag [SPAM] in the subject”.
8. Added import and download function to smtp setup.

9. Added import and download function to access control of service.

10. Added import and download function to Pop3 download.

11. Added import and download function to mail filter.

12. When user view one mail in send folder in webmail, the user can resend.
13. Improve page speed when show public contact in Webmail.

14. Fixed upload and download bug using Secure FTP.

Version 4.5(Build 0912)(09/12/2007)

1. Enhanced international support, charset converted into UTF-8.

2. Added the log files stored setting.

3. Each domain can set an sender for system message.

4. Users login by hostname and ip address for SMTP/POP3/IMAP/FTP services.
5. POP3 download added the days for reserve copy and the user-defined analysis field.
6. Added to import user from the windows system AD.

7. Added Webmail WAP function.

8. Webmail's address list/address group added to batch delete.

9. Webmail's calendar added sorting function.

10. Webmail added the default signature setting.

11. Shared events/task added expiry time and password control.

12. Shared disk added expiry time and password control.

13. Fixed mail monitoring bugs.

14. Fixed DNS query bugs.

15. Fixed backup bugs.

16. Upgrade Apache to 1.3.37.

17. Upgrade PHP to 4.4.6.

18. Upgrade OpenSSL to 0.9.8e.

19. Upgrade SpamAssassin to 3.17.

20. Don't support Windows 9x,ME.

Version 4.4(Build 1124)(11/24/2006)

1. Enhanced SMTP filter, added SPF(Sender Policy Framework).

2. Enhanced SMTP filter, added trap mailbox function.
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3. Enhanced right control of mailbox.

4. \WWebmail added one new style template.

6. Upgrade SpamAssassin to 3.13.

7. WebMail performance tunning.

8. Fixed one Calendar BUG in WebMail.

9. Fixed one mail view BUG in WebMail.

Version 4.3(Build 0302)(03/02/2006)

1. Webmail added Split recipients to compose function.

2. Webmail added filter JavaScript code to view mail function.
3. Upgrade Apache to 1.3.34.

4. Upgrade PHP to 4.4.1.

5. Upgrade OpenSSL to 0.9.8a.

6. Upgrade SpamAssassin to 3.10.

7. WebMail performance tunning.

8. Webmail added contact share function.

9. Fixed some security problem of Webmail.

10. Fixed send mail to AOL BUG.

11. Fixed postmaster can't receive mail BUG.

12. Fixed IMAP compatibility problem with JavaMail.
Version 4.2(Build 0824)(08/24/2005)

1. Enhanced SMTP filter, added Real-time White List(RWL).
2. Enhanced receiving and sending limit, can send to/receive from the special domain.
3. Enhanced password encrypt method, support md>5, shal, plain, crypt(DES).
4. Update database engine, improve database analyse speed.

5. Update SpamAssassin to 3.02 version.

6. Enhanced relay delivery, support SSL connections.

7. Webmail added certificate, can sending/receiving, read SIMIME format message.
8. Webmail added personal address group.

9. Adjusted page structure when Webmail select To/CC/BCC.
10. Webmail added recent recipients list.

11. Webmail automatically fill recipients address.

12. Webmail can download attachment in eml format file.

13. Webmail can mark as read/unread in message list.

14. Webmail can support Punycode format domain.
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15. Webmail reduced analyse, improve speed when downloading attachment.
16. Webmail display file size when downloading attachment.

17. Webmail added from select list.

18. Fixed SMTP SSL connections bug.

19. Fixed Mozilla Thunderbird IMAP browser images slowly and sent status error.
20. Removed Secure LDAP.

21. IMAP server support IDLE command.

22. Separated anti-virus notification and attachment filter notification.

23. COM added interface for modified user and domain sending/receiving limit.
\ersion 4.1(Build 0428)(04/28/2005)

1. Allow MAIL FROM command with a null mail address (MAIL FROM: )
2. Added the limition of incoming/outcoming message size of.

3. Enhanced POP3 download, support SSL connection.

4. Enhanced spam filter, included SpamAssassin.

5. POP3 service support LAST command.

6. Enhanced mail montior and signature, assigned to domain manager.

7. Enhanced scheduler, disable/delete not login user and empty special folders.
8. Enhanced mail user's right.

9. Added import and export personal address in Webmail.

10. Webmail added two themes.

11. Menu display new message number in Webmail.

12. Auto-reply added start date and end date.

13. Adjusted Webmail's directory structure, improved security.

14. Fixed import user account bug.

15. Fixed time span bug in the scheduler.

16. Fixed reply message bug in text mode.

17. Fixed Mozilla Thunderbird POP3 authentication bug.

18. Added mail from for relay/directly delivery.

19. Fixed RAR encryped package misinformation virus.

20. Fixed shared file visit failed when mailuser changed password.

22. Add a Outlook Plug-in utility.

23. Fixed Opera, Mozilla Thunderbird IMAP command bug.

24. Added Spell Check in Webmail.

25. Webmail Supports Japanese and French languages.
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Version 4.0(Build 1318) (01/18/2005)

. Fixed file date format bug in Webmail.

. Fixed show installation path bug in Webmail.

. Fixed upload/download check bug in Webmail.
. Fixed JavaScript check bug in Webmail.

. Fixed IMAP folder check bug.

. Fixed ftp port command check bug.
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. Upgrade unzipdll.dll.

Version 4.0(Build 1112)(11/12/2004)

1. Added Network Storage feature in Webmail to make the share of file and directory more
efficient. (Instead of sending file to a group of people, now there is a choice to upload the file
to Network Storage section and send out the link only. The recipient can retrieve the file at any
time.) User can use popular FTP client tool to manage the Network Storage as well.

2. Added Calendar feature to Webmail.

3. Added Notebook feature to Webmail.

5. Added Bulletin Board feature to Webmail.

6. Added support for SMTP authentication in Domain Direct Delivery.

7. Added support for compressed attachment (*.zip, *.rar) in anti-virus module.

8. Added expiration feature to mailbox.

9. Added password retrieval function to Webmail.

10. Added automatically login function to Webmail.

11. Support send mail to IMAP Public Mailbox in Webmail.

12. Fixed display issue under XP.

13. Fixed RBL loop issue.

14. Added VRFY and EXPN command to SMTP service.

Version 3.8(Build 0820)(08/20/2004)

1. Added mail from and rcpt to check to SMTP service.

2. Added white email address list.

3. Enhanced mail filter function.

4. re-design IMAP function.

5. Fixed Webmail Session Timeout bug.

6. Fixed Pop3 download thread bug.

7. Fixed RBL check bug.

8. Fixed install bug in windows 2003.
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\ersion 3.8(Build 0509)(05/10/2004)

1. Supports SSL secure communication for HTTP.

2. Added text filter entry for the whole mail body.

3. Added password saving for administration console tool.

4. Enhanced the SMTP SSL.

5. Added frequency control for SMTP/POP3/IMAPA4.

6. Added max connection control for SMTP/POP3/IMAPA4.
7. Added administration control for mail group.

8. Added import and export for mail group.

9. Added EHLO/HELO check for SMTP service.

10. Added user level filter to Webmail.

11. Added register id keep to Webmail.

12. Added download whole mail function to Webmail.

13. Webmail Supports Greek languages.

14. Fixed attachment filter bug.

15. Fixed view mail queue dump bug.

16. Fixed some IMAP command bug, support Outlook 2003.
17. Fixed domain MX lookup bug.

18. Fixed LDAP service dump bug.

19. Fixed show "one_filtered " bug for Webmail.

20. Fixed discloses installation path bug for Webmail.
Version 3.6(Build 0202)(02/02/2004)

1. Enhanced the mail filter, you can adjust order of rules.

2. IMAP support the sub folder and the name of folder can include space.
3. Enhanced the initializers tools.

4. Added remove the temporary file.

5. Supports setting max mail size of one user.

6. The mail group can add external mail address.

7. Supports Norman in Antivirus Control.

8. Added import and export function to Public Contacts

9. Webmail added auto-save the writing mail to draft function.
10. Added online receive the user's outside pop3 by webmail.
11. Webmail can select the public address and mail group when writing webmail.
12. Webmail added copy mail function.
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13. Enhanced supporting UTF7, UTF8, UUCODE mail format by webmail.
14. Webmail added user can select the infomation add to public contacts or not.
15. Supports auto converting MS-TNEF (winmail.dat) attachment by webmail.
16. Added search user function to web-based administration.

17. Added Setup WebMail to Apache document to help file.

18. Fixed user lost the last visit time bug.

19. Fixed the public contacts when modify primary domain.

20. Fixed the DNS check bug when send mail to local domain.

21. Fixed the lookup user when send mail to the alias domain.

22. Fixed the default mailbox of one domain will be clear bug.

23. Fixed browser webmail occurs error when using IE5.

Version 3.5(Build 1106)(11/07/2003)

1. Added the function of reading mails in the IMAP public folder to Webmail.
2. Enhanced the function of deleting user (s) in public contacts.

3. Added the limitation to personal address.

4. Added a function that a new user can be added to the everyone group.

5. Enhanced the filter function for easier distribution of mails.

6. Supports names of the user-defined service banner displays.

7. Fixed errors occurred from Web-based administration when adding new user.
8. Fixed errors on Webmail signature format and saving it.

9. Supports Swedish language for Web-based administration.

Version 3.4b(Build 1022) (10/22/2003)

1. Supports SSL secure communication for SMTP, POP3, IMAP, LDAP.

2. Added set HELO host function to SMTP Setup.

3. Outside address could be added to LDAP public contacts.

4. Added IMAP Public Folder, can setting view/post/delete right.

5. Supports Socks4,5 internet connect.

6. Added text filter entry for the whole mail header.

7. Added Attachment Filtering to Antivirus Control.

8. Supports Panda, RAV, F-Secure in Antivirus Control.

9. Rejects if sender's mail domain is not found IN DNS.

10. Checks local account in SMTP connect.

11. Provides COM object that supports ASP or PHP program development.

12. Added the function of replacing the mailbox name with username in POP3 download.
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14. Added Web based Administration.

15. Added Request Notify function to Webmail.

16. Added Save to Draft function to Webmail.

17. Added customer folder to Webmail, making it easier to change banner and text.
18. The Public Contact of Webmail will show user's full name.

19. Webmail Supports Norwegian, Danish languages.

20. User can input domain when login by Webmail.

21. Supports notepaper selection when editing a html format mail in Webmail.
22. Fixed webmail can't login bug when user change the port of POP3.

23. Fixed Webmail's Signature format bug.

24. Fixed the bug of false notice of full mailbox.

25. Fixed IMAP, POP3 protocol bug when user access by ximain Evolution.
26. Fixed bug of repeatedly receiving mails when using POP3 download.
Version 3.0(Build 0808) (08/08/2003)

1. Added LDAP service allows remote clients to search public contacts.

2. Added IMAP server.

3. Added mail signing.

4. Added system backup and restore function, and enhanceed mail backup.
5. Added someone domain direct delivery.

6. Added Germany and Swedish languages for webmail.

7. Enhanced the filter rule.

8. Fixed the bug that the user could not be found when sending a mass mail.
9. Added time section of scheduler.

10. Added days of history log.

11. Able to Upload a large attachment after adding Webmail to IIS.

12. Fixed the bug that user used space and mails count less than zero.

13. Added checking mail address and invalid address during SMTP communication.
14. Added bad reception list to SMTP.

15. Sorts MX record by the PRI.

16. Fixed send exception when sometimes SMTP communication.

17. Fixed the error occurred when searching MX in CheckPoint firewall.
18. Added the sort function in user list and domain list.

19. Added importing user and exporting user function.
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20. Improved prompt of admin timeout.

21. Fixed the bug that Netscape Messenger sent error during SMTP authentication.
22. Added drop function in Webmail.

23. Fixed some little bugs, changed the spelling of some words.

Version 2.4(Build 0530) (05/30/2003)

1. Fixed close open replay not active when first use initialize wizard tool.

2. Fixed system string format bug.

3. Fixed the bug that mail header lost some tags when using webmail.

Version 2.4(Build 0516)(05/20/2003)

1. Supports multiple administrators, supports independent domain administrator.
2. Supports more domain attributes.

3. Supports mutiple forward addresses at one mailbox attribute.

4. Supports converting MS-TNEF (winmail.dat) attachment into MIME message.
5. Supports setting up WebMail as a virtual directory or site of 11S.

6. WebMail performance tunning.

7. Supports Windows 2003 server.

8. The user name of POP3 download can include % character.

9. Fixed the bug that webmail could not send mail, when changing smtp port.
10. Fixed the error that server could not send mail to some domains, when enabling DNS
cache option.

11. Fixed Webmail JavaScript error, when upgrading a new version.

Version 2.3 (04/02/2003)

1. Added initialize wizard tool, Let you setup a mail system in one minute.

2. Added view one mail in mail queue by Outlook function.

3. Added register a new mailbox function in WebMail.

4. Added insert table and img/flash url function to WebMail HTML editor.

5. WebMail performance tunning.

6. Fixed WebMail setup bug.

7. Fixed WebMail bug of date format error.

8. Fixed WebMail bugs in multiple domains system.

9. Trial Version supports 20 mailboxs.

10. Fixed multiple attachment format error bug.

11. Fixed the bug of outside distribution right control .

12. Fixed bug that autorun can not be disabled.
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13. Fixed other little bug; changed the spelling of some words .

Version 2.02 (03/04/2003)

1. Added Hotmail-like Webmail function, you can view and compose in Brower.
2. Supports support three mode anti-virus, include plugin api, support many anti-virus engines.
3. Enhanced mailbox monitor function.

4. Added mailbox backup function.

5. Mailed autoforward can set to save copy.

6. Supports setting timeount of SMTP, POP3 download.

7. Supports enable or disable one schedule job.

8. Supports RBL(Real-time Blackhole Lists) server check.

9. Supports DNS cache.

10. Fixed smtp send mail stop bug.

11. Fixed the bug that sometime 95% of CPU was occupied.

12. Fixed the bug that old system log files can't be cleared.

Version 1.22 (01/16/2003)

1. Smtp authentication can check "mail from" field.

2. User name of "Relay server" can include "@" character.

3. Fixed a loop bug of POP3 download with sending mail to internet setting.

4. Fixed the bug of mail delivery error messages.

5. Added timeout control to anti-virus function.

6. Optimized installation package. Downsized the package.

Version 1.20 (01/08/2003)

1. Added mail anti-virus function. The application supports several third-party anti-virus
engines.

. Two DNS servers could be set up manually.

. Time-out function will be enabled when finding MX record.

. Displays more information when check the latest version.

. Error messages of starting write to system application event.

. Control user's outsite send and receive outsite right.

. Fixed send mail to hotmail.com BUG.

. Fixed Mail Gateway/POP3 Download BUG.

. Fixed Mail Monitor BUG.

Version 1.04 (11/29/2002)

1. Monitors all of inbox and outbox mail that the account is set to be monitered.
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2. administration console communicates with server by SSL Encryption Protocol. So, Ver.1.04
and Ver.1.02 are not intercommunication

3. Modified some BUG : send mail to Groups, modify Groups and etc.
4. Added check the latest version function

5. Allowed to show Used Space, custom POP3 setting

6. Adjusted the interface and icon of the administration console.

7. Support Windows 95

Version 1.02 (11/01/2002)

. SMTP/ESMTP

POP3

. NT domain authentication

. Users and User Aliases

Groups

. Domains and Domain Aliases

. Mail Gateway: POP3, ETRN

. Mail filter and monitor
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. Scheduling
10. System Log

18. Contact Us

Daily support: webmaster@winmail.io (Dealing with daily work, suggestions)
Technical support: support@winmail.io (Dealing with the software setup, and other technical problems)

Register: register@winmail.io (Dealing with all of register problems)

19. FAQ

Installation and Setup

Do | need to restart my computer after installation?(See 19.)
How do | ensure data is not lost when upgrading to a new version of Winmail Server?(See 19.)
Why can't I start the el service after installation?
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(SMTP/POP3/ADMIN/HTTP/IMAP/LDAP)(See 19.)
Registration

What is different about the registered edition?(See 19.)
How soon will | receive registration information after paying?(See 19.)

Sending Mail

Even though the SMTP service of Winmail has started, | can't send email.(See 19.)

I can receive mail but can't send mail(See 19.)

Why can't | send mail to an outside mailbox via Internet?(See 19.)

Why do | get the message "550 5.7.1 Unable to relay for xyz@abc.com" when sending mail
using Outlook?(See 19.)

Why do | get the message "553 sorry, you don't authenticate or the domain isn't in my list of
allowed rcpthosts(#5.7.1)" when sending mail to another domain by Outlook?(See 19.)

I have configured "My server requires authentication” in Outlook, but I still get the message
"550 5.7.1 Unable to relay for (New)" when sending mail.(See 19.)

My mail server is configured for SMTP authentication, so why can an invalid user still use
SMTP of server to send mail?(See 19.)

Why does the server run inconsistently? Sometimes there are several hours' delay.(See 19.)
How can | stop someone else from using my mail server for forwarding?(See 19.)

Can I send external mail without a domain name or static IP address?(See 19.)

Will I be notified when I send mail to a non-existing domain or account?(See 19.)

Why do | get error message "Can't connect the server. Error: 10061" when | receive and send
mail by client software?(See 19.)

Receiving Mail

Why | can send external mail with non-standard SMTP port 25, but can't receive external
mail?(See 19.)

Why can | receive mail but can't send mail?(See 19.)

Winmail Server is installed on LAN server with inside IP of 192.168.x.x and outside static IP
of 202.x.x.x. I can send mail but can't receive. What should | do?(See 19.)

Why can't | receive mail from external domain such as yahoo.com or hotmail.com?(See 19.)
Why am | notified of an incorrect password while using POP3 on a remote mail client?(See
19))

My system stops responding while receiving mail with Outlook 2002.(See 19.)
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Why can't | open attachment winmail.dat?(See 19.)
Domain Name and DNS

I have several domain names such as aaa.com, bbb.com, ccc.com. Can | use all these domain
names for one user?(See 19.)

Must | apply for a domain name and make analysis to send or receive mail by Internet?(See
19.)

Administrative Tool

Network is available and password entered is correct, but my administrative console can't
connect with Winmail Server.(See 19.)
What do I do if | forget my administrator password for Winmail Server?(See 19.)

Configuration

Should I configure a mail server after applying enterprise Postoffice?(See 19.)

We have our own domain name and enterprise mailbox, but we wish to construct our own
mail system. Can we add two MX records to enable forwarding one message to two different
mail systems?(See 19.)

How do | configure my network for HTTP + LAN Internet access?(See 19.)

Can WinMail Server be installed on a server other than my dial-up server?(See 19.)

Daily Maintenance

How do | backup Winmail data?(See 19.)

Does Winmail support account permission control, such as receive-only and automatic save
and backup on server? (See 19.)

My Winmail Server is being used as a Spam server. | have configured SMTP authentication,
but how do I delete thousands of messages in queue?(See 19.)

Where is received mail stored? How long can mail be stored?(See 19.)

How do | configure a service to be used only by users of a specific network segment?(See 19.)
Can | disable TELNET 25 or TELNET 1107 If using TELNET 25, can | disable EXPN and
VRFY?(See 19.)

Other

Why does Winmail sometimes close automatically after | install Norton anti-virus program on
server?(See 19.)
I installed Winmail on a server which is configured properly and has one network card and
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two IP addresses. How do | enable the two IPs to work normally?(See 19.)
Does Winmail support free application and approval?(See 19.)
What is RBL?(See 19.)
How do | add a Webmail login box to my home page?(See 19.)
How do | change the signature of mail sent by Webmail?(See 19.)
How do | change the logo image, advertising picture and notification information of
Webmail?(See 19.)
I can logon to Webmail with http://mail.mymailerver.com:6080, but want to logon without
typing in the port after the address.(See 19.)
Is there an easier way to choose my own domain from multiple domains on the Webmail login
page?(See 19.)
Why | can't change password and set up auto-forwarding after configuring Webmail in
11S?(See 19.)
Why can't | attach a file to mail after configuring Webmail in 11S?(See 19.)
Why do | get a page error after configuring Webmail in 11S?(See 19.)
Why do | get the error message 'create com instance error' when | login to Webmail?(See 19.)
Why do | get the error message 'Can't contact LDAP server' when using Webmail?(See 19.)
Do I need to restart my computer after installation?
There is no need to reboot if there is no prompt after installation. Reboot is recommended
after upgrading to a new version of Winmail Server.
How do I ensure data is not lost when upgrading to a new version of Winmail Server?
When installing a new version, you may choose to reserve (leave a copy) of your original data
and system settings. You can also backup all files of Winmail Server before upgrading. Refer
to the help file for detailed instructions.
Recommended upgrade approach:

1.Exit winmail;

2. Run new Service Package;

3.Select to reserve data;

4.Resart Winmail Server.
Why can't | start the il service after installation?
(SMTP/POP3/ADMIN/HTTP/IMAP/LDAP)
Two conditions may exist:
(1)the service does not appear in the list of available services
(2)the service does appear in the list of available services, but does not start.
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Failed in starting SMTP/POP3/ADMIN/HTTP/IMAP/LDAP
(That is, the icon for a service (SMTP/POP3/ADMIN/HTTP/IMAP/LDAP) is red in System
Setup->System Service and there is no response to telnet ports 25/110/6000/6080/143/389.
For example, for POP3 service, telnet XxX.XxXX.xxx.xxx 110.)

.Confirm that SMTP/POP3/ADMIN/HTTP/IMAP/LDAP ports are not occupied.
If there is a port conflict, please stop programs occupying ports, or change to another port.

In System Setup->System Service, select
SMTP/POP3/ADMIN/HTTP/IMAP/LDAP and click Start button.

View Start Log of System Log->System for the service in question
(SMTP/POP3/ADMIN/HTTP/IMAP/LDAP)

Af the SMTP/POP3/ADMIN/HTTP service starts normally but one of the
SMTP/POP3/ADMIN/HTTP/IMAP/LDAP services cannot start with system startup, select
POP3 and click the Setup button, then select Auto-start with system startup in System
Setup->System Service.

Af the service is still starting after following these procedures, change ports
configured for POP3 option and restart Winmail Server to see if it works normally.

Success in starting SMTP/POP3/ADMIN/HTTP/IMAP/LDAP.
(That is, the icon for the SMTP/POP3/ADMIN/HTTP/IMAP/LDAP service is green in System
Setup->System Service)

n System Setup->System Service, select
SMTP/POP3/ADMIN/HTTP/IMAP/LDAP and click the Setup button.

View binding IP (don't use 127.0.0.1 but your NIC IP or 0.0.0.0), ports,
overtime settings and access control.

n System Setup->System Service, select
SMTP/POP3/ADMIN/HTTP/IMAP/LDAP and click Stop button and then click Start button.
What is different about the registered edition?

.No time limit

.Free upgrade in service period.

.Supports more users.

.Free and timely email technical support within service period.

New version release alert.

How soon will I receive registration information after paying?
After we receive your payment confirmation we will email registration code to you in half an
hour.
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Even though the SMTP service of Winmail has started, | can't send email.
This condition is usually caused by incorrect configuration of SMTP parameters. Often, the
client has not set up required SMTP server authentication. Possible symptoms of this problem:
.In Outlook, Server will respond: '553 sorry, your don't authenticate and the
domain isn't in my list of allowed rcpthosts(#5.7.1)".
.Server installed Rising Anti-virus program.
.Monitoring mail will cause failure of sending mail.
Please refer to the following FAQ for additional information.
I can receive mail but can't send mail.
.Make sure your computer can connect with external host. Execute following command in
command line:
C:\> telnet mx1.mail.yahoo.com 25
220 YSmtp mtal20.mail.re2.yahoo.com ESMTP service ready
C:\> telnet mx1.hotmail.com 25
220 mcl-f11.hotmail.com Microsoft ESMTP MAIL Service, Version: 5.0.2195.6824
ready
If you see this response returned, the connection is successful, otherwise the connection failed.
.Do not use mail firewall software. Firewall software will monitor SMTP and POP3 ports
which would influence mail server.
.Check your DNS Server settings. After login to the administrative tool, go to System
Setup->Advanced Setting->System Option. Select Using the following DNS Server->type in
local DNS server address in Primary DNS server and Second DNS server boxes->click Apply.
Why can't | send mail to an outside mailbox via Internet?
Usually, sending failure is caused by incorrect DNS settings. Click the icon on the server and
select Service to view settings of DNS server. Confirm the following items:
.DNS server address has been configured.
.DNS server address is available.
.DNS server works properly.
Af using default DNS service, confirm DNS has been converted correctly.
Another cause may be System security settings or firewall setup causing UDP communication
failure. Modify security settings to allow UDP package access.
Why do | get the message "'550 5.7.1 Unable to relay for xyz@abc.com' when sending
mail using Outlook?
The message is not from Winmail but from the SMTP server of IIS. Please enter IIS
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administrative program to stop SMTP service, and then restart SMTP service of Winmail. You
may change type of Simple Mail Transport Protocol (SMTP) to 'manual’ or 'disable’ in system
service setting to stop completely.
Why do | get the message "'553 sorry, you don't authenticate or the domain isn't in my
list of allowed rcpthosts(#5.7.1)" when sending mail to another domain by Outlook?
Your SMTP server requires authentication but client has not configured this. Complete SMTP
settings.
I have configured "My server requires authentication™ in Outlook, but I still get the
message "'550 5.7.1 Unable to relay for (New)" when sending mail.
.Telnet yourserverip 25, display 220

e e e e e e e e ek e ek ek ko

.Type in EHLO, display 502 unimplemented (#5.5.1)
If these do not resolve the problem, it may be that a Cisco PIX firewall is in use. The Cisco
PIX built-in MailGuard or MailHost blocks ESMTP commands such as EHLO. Please shut
down Mail Guard or contact your firewall provider.
My mail server is configured for SMTP authentication, so why can an invalid user still
use SMTP of server to send mail?
The server does not require authentication when:

.Outgoing host address is in trusted host list;

.Domain directions belong in the local domain, domain alias or Direct Delivery
Domain list.
Why does the server run inconsistently? Sometimes there are several hours' delay.
Check the following aspects of your network setup for possible delays:

Network status

.DNS analysis

.Large size mail messages

.Mail server is used for forwarding by someone else
How can | stop someone else from using my mail server for forwarding?
Enable server SMTP authentication function. Login to Mail Server with Administrative
Tool->System Setup->SMTP Setup->Basic Parameter->select Start Authentication->click
Apply.
Can | send external mail without a domain name or static IP address?
Even if you have no domain name or static IP but can access the Internet, you can use
Winmail to send external mail. You may not always receive incoming mail from an external
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domain, however.

If you are Dial-up user, you can apply for a dynamic domain name to construct Mail Server.
Will I be notified when | send mail to a non-existing domain or account?

If mail was not delivered within a specific period, it will be returned to sender with an
indication of which address delivery failed.

Why do I get error message "*Can't connect the server. Error: 10061" when | receive and
send mail by client software?

IP address error: IP address, which is not Winmail Server IP, and setup of POP3 and SMTP of
client software is not correct.

Port error: Ports of POP3 and SMTP of client software are not correct.

Winmail program doesn't run. You can check system threading if mailerver.exe running.

Why | can send external mail with non-standard SMTP port 25, but can't receive
external mail?

If SMTP doesn't use standard port 25, other mail servers can't distinguish the SMTP port of
your mail server when delivering mail with default connection, which would result in
connection and receiving failure. It is recommended that you do not change SMTP server port
when communicating with other mail servers.

Why can | receive mail but can't send mail?

Some possible reasons:

.You have no static IP, so external mail server can't connect to your server or
SMTP 25 port rejects outside access.

.Your domain name has been registered, but domain name and MX records have
no DNS analysis. Contact your domain name service provider and for help making related
configuration.

Firewall software is occupying SMTP and POP3 ports, causing Winmail Server
to work abnormally.

Winmail Server is installed on LAN server with inside IP of 192.168.x.x and outside
static IP of 202.x.x.x. I can send mail but can't receive. What should I do?

Apply a domain name. To receive mail, you need an Internet domain name or a dynamic
domain name.

f you access the Internet by Proxy, make NAT mapping on Proxy, i.e. map port 25, 110, 6080
of IP 202.x.x.x. to 1P 192.168.x.x of Winmail Server.

If you have a domain name, convert MX records to your Winmail Server IP address.

Why can't | receive mail from external domain such as yahoo.com or hotmail.com?
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The following conditions must be available to successfully receive mail from Internet:

\Valid Internet domain name such as yourdomain.com

.Domain name can be converted to IP installed with Winmail Server.

.New mail domain, yourdomain.com in Winmail, has corresponding mail address
user@yourdomain.com.

If all above conditions are met but you still can't receive mail, the most likely possibility is
that domain name analysis is not correct. Assuming your address is user@yourdomain.com,
make sure MX records of yourdomain.com are pointed to the right address. Check with
nslookup command, as follows:

C:\> nslookup

Server: dns.nsmc.edu.cn

Address: 211.83.0.66

>set type=mx

>nsmc.edu.cn(type in domain name to be convertd)

Server: dns.nsmc.edu.cn

Address: 211.83.0.66

nsmc.edu.cn preference = 10, mail exchanger = mail.nsmc.edu.cn

smc.edu.cn nameserver = dns.nsmc.edu.cn

mail.nsmc.edu.cn internet address = 211.83.0.67

dns.nsmc.edu.cn internet address = 211.83.0.66

>exit

C:\>

After you get mail exchanger=mail.nsmc.edu.cn message, use

C:\>telnet mail.nsmc.edu.cn 25

to confirm Winmail program is working normally.
Why am | notified of an incorrect password while using POP3 on a remote mail client?
Some possible reasons:

.You haven't added an account in Winmail, or you have added an account with a
password that is different from client settings.

.Winmail applies standard SMTP port 25 and POP3 port 110. If these two main
ports are occupied by other mail servers or services, Winmail will not perform as desired. For
example, if Winmail is installed on a computer using dial-up access, check to be sure WinGate
IS not using port 110 and 25. If there is a port conflict, stop the other mail server, or shut down
application programs using SMTP and POP3 ports, or open port 110 and 25 of WinGate.
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.Users not in the main domain must enter their full email address when
configuring username in Outlook. For example, username of user test who is not in the main
domain abc.com should be test@abc.com.

My system stops responding while receiving mail with Outlook 2002.

This is a Microsoft bug. Please see:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;Q329349
http://support.microsoft.com/?kbid=331866

Why can't | open attachment winmail.dat?

winmail.dat is anRTF format file developed for Microsoft Outlook and can only be opened

with Outlook.

Solution: Don't use Outlook for sending mail in RTF format;
http://nihlibrary.nih.gov/Relais/mime.htm and http://www.ust.hk/itsc/email/tips/tnef/

I have several domain names such as aaa.com, bbb.com, ccc.com. Can | use all these

domain names for one user?

Yes, set up domain aliases.

Must | apply for a domain name and make analysis to send or receive mail by Internet?

Winmail Server can communicate with mailboxes of other domains, so you must own a

domain name. If you are only using Winmail Server internally, a domain name is not

necessary.

Network is available and password entered is correct, but my administrative console

can't connect with Winmail Server.

Some possible reasons:

Administrative console version is different from Winmail Server's.
.Your firewall won't open the Winmail manager port. Default port is 6000 but you can
change it.

What do I do if | forget my administrator password for Winmail Server?

Open userauth.cfg of Winmail Server installation directory with Notepad and change the

following fields from:

<adminuser>

&ltitem>

&ltusername>admin</username>

&ltpassword>{md5}21232f297a57a5a743894a0e4a801fc3</password>

<[item>

</adminuser>
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to
&ltadminuser>
&ltitem>
&ltusername>admin</username>
&ltpassword>newpassword</password>
<[item>
</adminuser>
Then login to Winmail Server with new password.
Should I configure a mail server after applying enterprise Postoffice?
After applying enterprise Postoffice, you can choose to construct your own mail server or not.
If you configure the mail server yourself, you may have poor Internet access, and permanent
connection with the Internet will not be available. Be sure to open external accounts for
director class or above employees and internal accounts for most staff.
We have our own domain name and enterprise mailbox, but we wish to construct our
own mail system. Can we add two MX records to enable forwarding one message to two
different mail systems?
You may set up a new mail system and create all new mailboxes. Shut down the mail service
and point an MX record toward the new mail server, so all received mail will be sent to the
new mailbox. You can receive mail for the old enterprise mailbox with Outlook. However,
mail sent to the mailbox from an external domain mail system can not be accepted.
How do I configure my network for HTTP + LAN Internet access?
See Application Solutions.
Can WinMail Server be installed on a server other than my dial-up server?
It is not necessary to install Winmail Server on the dial-up server; it may be installed on any
computer which can access the Internet through the LAN. See the section on Working with
Proxy Servers.
How do I backup Winmail data?
Currently Winmail does not have support for data backup; this will be available in a later
edition. You can backup Winmail data by using Windows Scheduler Task, as follows:

.Backup mailbox account: Set up a scheduled operation in Windows Scheduler Task to
copy .cfg extension file in the directory of ~/server to another directory.

.Backup user mail: Set up a scheduled operation in Windows Scheduler Task to copy
compressed ~/server/store directory to another directory.

Full backup: Compress ~/server directory and set up a scheduled operation in Windows
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Scheduler Task to copy it to another directory.
Note: ~ refers to Winmail installation path; default path is C:\Program Files\Magic Winmail.
Does Winmail support account permission control, such as receive-only and automatic
save and backup on server?
You can set up account permissions in Winmail Server. For example, you can apply
restrictions so that a user can not send mail to or receive mail from an external domain, and all
mail can be automatically backed up to a certain account or monitored by one administrator.
My Winmail Server is being used as a Spam server. | have configured SMTP
authentication, but how do | delete thousands of messages in queue?

.Stop Winmail Server and delete all subdirectories and files in mail queue directory
(default path is ~\server\queue).

.Restart Winmail Server to automatically restore all subdirectories.
Note: ~ refers to Winmail installation path; default path is C:\Program Files\Magic Winmail.
Where is received mail stored? How long can mail be stored?
Received mail messages are stored in ~\server\store directory and can be stored for as long as
you choose.
Note: ~ refers to Winmail installation path; default path is C:\Program Files\Magic Winmail.
How do I configure a service to be used only by users of a specific network segment?
In System Service of administrative console, configure setup and enabling/disabling of
specific hosts or network computer access permissions for each service.
Can | disable TELNET 25 or TELNET 110? If using TELNET 25, can | disable EXPN
and VRFY?
TELNET 25 and TELNET 110 can't be disabled.
Winmail Server does not support EXPN and VRFY commands, as these would cause server
security problem and most mail servers do not support these.
Why does Winmail sometimes close automatically after I install Norton anti-virus
program on server?
This problem will occur with Norton enterprise edition, Norton net edition and Norton single
edition. Since Norton can directly kill viruses in message files, which conflicts with Winmail
queue processing program and results in system resource exhaustion, Winmail will close itself
automatically.
Solution: Remove the following 5 directories in Norton.

C:\Program Files\Magic Winmail\server\queue\bounce

C:\Program Files\Magic Winmail\server\queue\header
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C:\Program Files\Magic Winmail\server\queue\msg
C:\Program Files\Magic Winmail\server\queue\status
C:\Program Files\Magic Winmail\server\queue\todo
I installed Winmail on a server which is configured properly and has one network card
and two IP addresses. How do I enable the two IPs to work normally?
Make sure the binding IP in SMTP/POP3 properties is not a static IP (inside IP or outside IP)
but 0.0.0.0 (all IP addresses of server).
Does Winmail support free application and approval?
Winmail supports free application and approval.
For version 2.3(0402), the administrator can select System Setup->Advanced Setting->System
Parameter->Basic Parameter to configure how to apply Webmail values.
For versions later than 2.3(0402), administrator can set up whether to apply Webmail or not.
Select Domain Setting->Domains to modify applying Webmail settings in extended properties
of domains.
What is RBL?
RBL is Real-time Blackhole List, which is a service for checking the address of Spam senders,
provided by anti-spam organizations.
RBL server addresses commonly used include:
.dnsbl.njabl.org;
.bl.spamcop.net;
.sbl.spamhaus.org;
.dun.dnsrbl.net;
.dnsbl.sorbs.net
How do I add a Webmail login box to my home page?
You can add the following code to a suitable place on your home page:
<l--
Replace http://localhost:6080/login.php with your URL
-->
<form name="form1" action="http://localhost:6080/login.php" method=post>

username: <input type="text" name="f_user" value="" size="12" maxlength="32">
<I--

Replace yourdomain with your domain name

-->

<input type="hidden" name="f_domain" value="yourdomain">
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password: <input type="password" name="f_pass" value=""' size="12" maxlength="32">
<input type="hidden" name="f_lang" value="en">

<input type="submit" name="submit" value="Login">

<input type="reset" name="reset" value="Reset">

</form>

How do I change the signature of mail sent by Webmail?

Edit ~\server\webmail\config.php file as follows:

$appname = "WebMail | Power by Winmail Server";

$footer ="

Message sent using $appname $appversion

Add your signature at the right of the "footer" equal sign.
How do | change the logo image, advertising picture and notification information of
Webmail?

To change logo:

Replace the following files (~ refers to Winmail installation path and default path is
C:\Program Files\Magic Winmail):

Default page
~\server\webmail\themes\default\images\magiclogo.gif
(this is the icon on the upper left hand corner)
~\server\webmail\themes\default\images\mail_pic.jpg
(this is the image with letter Magic Winmail in the middle)
~\server\webmail\themes\default\images\mail_pic2.jpg
(this is the image with letter Magic Winmail in the middle)
~\server\webmail\themes\default\images\winmail.gif

(this is the image with letter Winmail in the middle)

Page after login
~\server\webmail\themes\default\images\winmaillogo.gif
(this is the icon on the upper left hand corner)
~\server\webmail\images\banner.gif

(this is the advertisement banner)

Registration page
~\server\webmail\themes\default\images\winmail_logo.gif
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(This is the icon on the upper right hand corner)
Note: For version 3.4 and later upgrades, you can only replace related image files under
~\server\webmail\www\customer
To change title and link:
Edit all files under ~\server\webmail\langs as follows:
common_page_title = WebMail | Power by Winmail Server
homepage = Power by Winmail Server
homepage_url = http://www.magicwinmail.com
contact_us =
webmaster_mail = support@magicwinmail.com
banner_url = images/banner.gif
Edit content at the right of the equal sign.
Note: For version 3.4 and later upgrades, you can only replace related language file fields
under ~\server\webmail\www\customer
To add a language file:
Copy an existing language file and rename (extension must be .txt).
Edit content at the right of the equal sign.
Add fields at the end of ~\server\webmail\inc\config.languages.php as follows:
$languages[] = Array(
"name" => "English",
"path™ => "en" //words in quotation marks are your language file name without extension
To disable changing language:
Edit related content of ~\server\webmail\inc\config.languages.php file:
$allow_user_change_language = yes;
Replace yes with no to disable this capability.
Set up default language:
Edit related content of ~\server\webmail\inc\config.languages.php file to
$default_language = 0; /lindex of language, starting with zero
I can logon to Webmail with http://mail.mymailerver.com:6080, but want to logon
without typing in the port after the address.
.Change port of HTTP service to 80, but make sure there is no other web server installed on
your machine.
.Change HTTP service port:
.Login administrative tool->select System Setup->System Service->in right page select HTTP

187



Winmail Server help

and click modify to change port.
If you have 1IS installed on your server, you can set up Webmail in I1S. Refer to the section
on running Webmail in I1S.
Is there an easier way to choose my own domain from multiple domains on the Webmail
login page?
In version 2.4 and later, a parameter of Direct login URL has been added in domain properties,
which enables the login page to display the login URL. For example, if you have a domain,
abc.com, and point mail.abc.com toward IP of mail server in DNS, you can type
http://mail.abc.com or mail.abc.com without port 6080 in Direct login URL box.
Why | can't change password and set up auto-forwarding after configuring Webmail in
11S?
Reconfigure I1S and permission of files and directories according to help file.
Why can't | attach a file to mail after configuring Webmail in 11S?
Set up permissions of C:\Winnt\temp (assuming Windows installed in C:\Winnt) to Allow
Everyone access and Full control.
Why do | get a page error after configuring Webmail in 11S?
If the system notifies you 'Warning....Permission denied in..." the permissions for files and
directories are not correctly set. See the help file.
Why do | get the error message ‘create com instance error® when I login to Webmail?
This problem may be caused by COM components register error during installation. You can
manually re-register COM components as follows:

.Start menu->Run->type in cmd

.Cancel COM component first:
C:>regsvr32 /u "~\server\XmlDataBase.dlI"

.Re-register COM component:
C:>regsvr32 "~\server\XmlDataBase.dll"
Note: ~ refers to Winmail installation path and default path is C:\Program Files\Magic
Winmail.
Why do | get the error message '‘Can't contact LDAP server' when using Webmail?
The problem may be caused by improper starting of LDAP service. In Windows 2003 or
above, system active directory service will use the same port as LDAP, which causes LDAP to
start improperly,
Solution: Change port of LDAP to 489 and restart.
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20. Addenda

20.1 Public Mail Folders

Mailboxes in the Winmail Server system can be designated as private, requiring user
validation before accessing information, or public, accessible by any user from any location
on the network. The IMAP Public Mailbox option allows users to access the same public mail
folder, stored on the IMAP server, to be able to share mail among users.

Select the IMAP Public Mailbox option from the System Setup menu. The following screen

will appear.

o EUDICivIan solders

Folder Mame Folder Quota Mazx. Mumber of Messages
[y @public Urlirnited Unlirmited
[@1 @Dsales nlimited nlimited

To add a mailbox to the list of IMAP public mailboxes, click the Add button at the bottom of
the screen. The following dialog box will appear.
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Parameters

X)

Folder name |

Huata
Folder quota ||:I ||MB V| 0= unlimited)
Max. mumber of IZI @ = unlimited)
< Back [ Hext > ] [ Finish ] [ Cancel

Use the following table for reference while completing this dialog box.

) ) The mailbox name identified in the IMAP client software. Winmail Server automatica
Public mailbox name ] o o ]
prefix @ to indicate that it is not a user mailbox.

Mailbox quota Maximum storage capacity of the public mailbox.

Max. number of messages Maximum number of email messages that can be received and stored in the public ma

Click the Next button when finished. A second dialog box will appear.
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Permissions b_(|

Input account (Hote: “@domain” means all Fead only
the accounts in this domain]
! |
Selact
|1|:u:-1':. com V|

Hame Full Hame Company

e

X X Bead/rite

postmaster

zale L]>

service

steven

support

test

Read Mrite/Delets
-]
< 3
Hext [ Finish ] [ Cancel

Use the following table for reference while completing this dialog box.

Text box for typing in the mailbox address or addresses that have access to the IN
Input account Folder.

To allow access by all mailboxes in a domain, enter @domain

List of all mailboxes known to Winmail Server. To select a mailbox, highlight it and cl
Select account o ]

-> button pointing to one of the following three boxes.

This box lists all mailboxes whose users have read-only permission when accessing
Read only IMAP Public Folder. You can either type in a mailbox address or choose from the list o

shown, then click the Add -> button pointing to "Read only."

This box lists all mailboxes whose users have both read and write permission when acc
Read/write in the IMAP Public Folder. You can either type in a mailbox address or choose fror

mailboxes shown, then click the Add -> button pointing to "Read/write."
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This box lists all mailboxes whose users have permission to read, write, or delete

Read/Write/Delete accessing files in the IMAP Public Folder. You can either type in a mailbox address or ¢

the list of mailboxes shown, then click the Add -> button pointing to "Read/Write/Del

.Click the Finish button when you have set up all the parameters and permissions for the

IMAP Public Folder.

.To change parameters or permissions for a public folder, select the folder name from the list
in the IMAP Public Folder screen, and click the Modify button. The screens for parameters

and permissions will be shown as two tabs. Select each tab and edit the information needed.

Note: Once you have set up the name of the public mailbox, you cannot change that name.
.To delete a public folder, select the folder name from the list in the IMAP Public Folder

screen, and click the Delete button.

Note: All mail currently held in the public folder will be deleted when you delete the public

folder.

20.2 User Statistics

Domain  |look.com v view ((EETSNE v  Date [2017-02-23 v
Name Send Local... SendLocal... SendRem... SendRem... Receivelo... Receivelo... ReceiveR... ReceiveR...
steven 2 227.34KB 6 473.43KB 14 1.78 MB 1] 0B
test 1 39.64 KB 3 392,37 KB 1 113.60 KB 1] 0B

Show Service Statistics of mailbox.

20.3 User administration

Users
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SMTP Auth...
6
4



Winmail Server help

Domain |*look. com V|
Hame & Full Hame Dezcription Company/Depart. .. Office Status Mailbo Guots
ﬁcontact Aecounting Roy Hormal 20.00 MBSO ™
4@ postmaster Hormal 0 B/O
o steven Wormal  20.00 MES1000
o test Wormal  50.00 ME/10001
o testD Formal — 20.00 ME/D
ottt Warmal 5 nn MESNnnn
Add Users
To add a user, click the Add button at the bottom of the screen. The following dialog box will
appeatr.
General £|

|lzer name
Full name
Authentication

Paszwiord

Paszwiord encroption
Cuesztion

Anzwer

Accaunt status
Expiry date

Secret level

| Internal password authentication w |

| @
Weak | | Staong
kD5

| Mormal W |
|0 051572023 v

| Mone W |

< Back L f et - ][

Firizh ] [ Cancel

Use the following table for reference while completing this dialog box.

User name
Question

Answer

Login account of mailbox.

The question will display when getting passoword

The answer will require when getting passoword
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Authentication/Password

Account status

Expiry date

(1) Internal data authentication requires a password to be entered;

(2) NT domain authentication will use account and password from domain settings.

Select from the pull-down menu:

(1) Normal - account is working properly.

(2) Disable - account is not working properly or has been disabled.

(3) Pending - the new Webmail registration is waiting for approval of Winmail admini

(4) Suspended - Suspended users can receive emails but cannot log in.

The expiry date of mailbox.

Click the Next button to proceed to the User Information dialog box.

Information

Company
Department

Job tithe

Office

Office phone
Muabile

Home address
Haorme phone

Drezcription

X]

[ ] &dd the information to public contacts

[ < Back ” Mext = l [ Firizh ][ Cancel ]

Enter the requested information for the user.

Check the box at the bottom if you wish to make this user j s information accessible through

the public contact features.

Note: To add user profile information to the public address book contact list, the public
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address book contact list function must be enabled.
Click Next to proceed to the User Group dialog box.

x]

Groups

I arme Dramain Full M arme Add...

E"';..: EVEIYONE ChLULCom
Delete

[ < Back ” Mext = l [ Finizh ][ Cancel ]

Names, domains, and descriptions of groups that have been set up in Winmail Server will be

listed in this box.
Highlight a group and click the Select button to make this user a member of the selected

group.
Click Next to proceed to the Quota dialog box.
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Quota E|
M zilbos
Quotaof maibox | EI0 M v (0 = Unlimited]
MHumber of meszages [0 = Unlirited]
Y arning limit % [uzed rate] [0 = Unlimited]
kd ailbox path |
M etdisk.
Quota of netdisk 500 ME [0 = Urlirited)
Humber of files [0 = Unlirmited]
Metdisk path |

[ < Back ” et = ] [ Firizh ][ Canhiel

Use the following table for reference while completing this dialog box.

Mailbox quota Maximum mailbox storage capacity.
Number of messages Maximum number of incoming email messages that can be stored.

Percentage of capacity to be used as warning limit. User will receive a warning me

Warning limit
mailbox size reaches the percentage. A value of 0 indicates no limit set.
Netstore quota Maximum network store storage capacity.
Number of files Maximum number of uploading files that can be stored.
Max. size of send The max message size of a mail sent from the user.

Click Next to proceed to the User Permissions dialog box.
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Semnvices

[ ] Dizable SMTP [ ] Dizable IMAP

[ ] Dizable POF3 [ ] Dizable ‘webmail
O ptions

[] Dizable modify userinfo
Dizable auto fanward
[ ] Dizable remaove mail

[ ] Dizable query archive

Metwork, azziztantz

[] Disable extenal POP3

[ ] Dizable auta reply

[ ] Dizable public contacts
[ ] Disable Pushhail [E&5]

x)

Dizable netdisk, [ ] Dizable calendar
[] Dizable notes
M atification
[ ] Dizable new mail notification [ ] Disable send 5M5
[ < Back ” Meut > ] [ Finizh ] [ Cancel

Use the following table for reference while completing this dialog box.

Disable SMTP

Disable POP3

Disable IMAP

Disable Webmail
Disable modify userinfo
Disable external POP3
Disable auto forward
Disable auto reply

Disable remove mail

Check this box to prevent the user access SMTP.

Check this box to prevent the user access POP3.

Check this box to prevent the user access IMAP.

Check this box to prevent the user access webmail.

Check this box to prevent the user modify user information.
Check this box to prevent the user setting external POP3.
Check this box to prevent the user auto forward message.
Check this box to prevent the user auto reply message.

Check this box to prevent the user remove mails.
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Disable public contacts Check this box to prevent the user access public contacts.
Disable netstore Check this box to prevent the user access network store.
Disable calendar Check this box to prevent the user using calendar.
Disable notebook Check this box to prevent the user using notebook.

Click Next to proceed to the Sending/Receiving dialog box.

X

Sending/Receiving

Sending
[ ] Deny sending mail to other of this domain
[ ] Deny zending mail to other domain in the: spstem
[ ] Dery sending mail to remaote domain
E sception [Reverze operation for the following domains]

Separate multiple domaing with a semicolon [;]

Receiving
[ ] Deny receiving mail from other of thiz domain
] Deny receiving mail from other domain in the spstem
[ ] Deny receiving mail from remote domain
E sception [Reverse operation for the following domains]

Separate multiple domainz with a zemicalon [;]

< Back ” et = l [ Finizh ][ Cancel

_— Set the following options: "Deny sending mail to other of this domain”, "Deny senc
ending . . . .
other domain in the system", "Deny sending mail to remote domain "

Set the following options: "Deny receiving mail from other of this domain”, "Deny rec

Receiving
from other domain in the system", "Deny receiving mail from remote domain™

Click Next to proceed to the Flow Control dialog box.
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Flow Control

Sending limited
b ax. recipients per meszage
b aw. bytes per meszage

Murnber of recipientz an hour

Send to local limited

Murmber of recipientz per day

Murnber of bytez per day

Send to remate limited

MHurnber of recipients per day

Mumber of bytes per day

x)

(0= SMTP Setun]
|IZI ||ME v| [0=5MTP Setup]
110 (0= SMTP Filter]

(0 = Unlimitad)

o [MB v | (0=Unimied]

D (0 = Uniimited]

0 ME w | (0= Unlimited)

[ < Back, ” M et > ] [ Finizh ] [ Cancel

Use the following table for reference while completing this dialog box.

Click Next to proceed to the Access Control dialog box.
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X)

Access Control

SMTP/Secure (& Mone  Oallow (O Deny
POP3/Secure (%) None ) Allow ) Derny
[MAP/Secure (%) Mone ) Allow ) Dery
Wiebmaill/Secure (%) None ) Allow ) Derny
FTP/Secure @ Mone  Odlaw O Deny

Separate multiple [P addreszes with a semicolon ]

[ < Back ” M et ] [ Finizh ][ Cancel ]

Set up SMTP/Secure SMTP, POP3/Secure POP3, IMAP/Secure IMAP, Webmail/Secure
Webmail, FTP/Secure FTP services allow and deny of IP addresses.
Click Next to proceed to the Forward/Reply dialog box.

200



Winmail Server help

x)

Options

Auto-fanmard

Forward address

Separate multiple addrezses with a semicalon [;]
[ ] After forwarded, save a copy to the local mailbox

[ ] Enable auto-reply
[ ] Enable new mail notification
Spam dealing
(%) Deliver ta [Spam)] folder
(0 Aadd "[SPAM]" in subject

< Back ” Meut > ] [ Finizh ][ Cancel

When auto-forwarding is set up, all email sent to the user account will be automatically
Forward address . .
to the specified mailbox.

Save a copy of forwarded mail When mail is automatically forwarded, a copy will be retained in the local mailbox as

Click Finish when you have completed entering all user information.

Modify User

To change existing user information, select the user name from the list in the main Users
screen and click the Modify button.

Select the tabs that contain the information you wish to change. Each screen is identical to the
corresponding Add User screen, except for the Status, Sending List, Access List tab, shown
below.

Status dialog box
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| General || Information || Groups || (uaota | Rights || Sending/Receiving || Flaw Control || Paszward Palicy |
| Aceess Control | Options | Messages | Statuz | Sending List | Receiving List | Access List | Delsted List |

Create date 1“1 /2022 15:06:52 Mailbox used |5.1 4 MB |
L ast visit date | 05/11/2023 16:02:16 Wl | 34 |
Change password ||33£3w2c|23 03:54:37 Netdisk used |22.1 4GB |

External POP3s | 0 [ Empty Mailboy ]

M fiers o [ Empy Netdisk |

|
|
|
Signaturez | 0 | Files | 11
|
|
|

Perzonal contacts | 2 [ Recalzulation ]

(] ] [ Cancel

Sending List dialog box
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Modify User, [z
General | Information | Groups | Guota | Rights | Sending/Receiving | Flow Contral | Passwaord Palicy
fccess Control | Options | Messages | Status | Sending List | Feceiving List | Access List | Deleted List

Fecently zending list

D ate 1= Recipientz Local/... Size |
05/11/2023-16:02186 127.001 testEicnu, com 140 324FKB 1
05/11/2023-15:58:29 127.001 testEcnL, com 1/0 R452EE 1
05/11/2023- 154541 127.001 test{@ichL, com 140 1.98 KB 1
05/171/2023-15:44: 23 127.001 test{@icnu com 140 200KB 1
05/08/2023-10:38:33 127.001 testEicnu, com 140 192EKB 1
05/08/2023-10:3716 127.001 testEcnL, com 1/0 1.92EB 1
05/08/2023-10:36:09 127.001 test{@ichL, com 140 1.98 KB 1
05/06/2023-03:59:37 127.0.01 sheveniBicHu. com 1/0 323KB 1
05/06/2023-03:55:.08 127.001 testEicnu, com 140 BE119.. 1
04/25/2023-17:39:21 127.001 testEcnL, com 1/0 125EKRB 1
04/25/2023-17.38:54 127.001 test{@ichL, com 140 1.98 KB 1
04/21/2023-17:4314 127.001 test{@icnu com 140 J11EKB 1
04/19/2023-10:58:58 127.001 testEicnu, com 140 196 KRB 1
0441242023-16:48:51 127.0.01 everyone@onU, cam 1/0 205 KR 1 3
MA M9 220721 B AN-28 127NN e e e P 1.0 2011 KR 1.
< | >
Today [Recipientz/Butes]

Sent to local |I:I£EI B Sent to remote ||:|-"|:| B |

[ (] ] [ Cancel ]

Access List dialog box
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Modify User E'
General | Information | Groups | Quota | Rights | Sending/Receiving | Flow Contral | Pazsword Policy
Access Contral | Optionz || Messages | Statuz | Sending List | Beceiving List | Accesz List | Delated List

Fecently access list
D ate IP Type Rezult Locati #
05/11/2023-16:02186 127.001 SMTP.. success _J
05/11/2023-15:58:29 127.001 SMTP..  success
05/11/2023- 154541 127.001 SMTP..  success
05/171/2023-15:44: 23 127.001 SMTP[..  success
05/11,/202315:44.07 1 “Webmal — success
b’
L b
[
)
[ (] ] [ Cancel ]

Because you are modifying the record for an existing user, some mail is likely to already have
been sent and received. This dialog box displays information on current amount of space and
number of messages, and allows the administrator to reset quotas or to empty mailboxes (for
instance, when an employee leaves).

Delete Users

To delete a user record, select the user from the main Users screen and click the Delete button.
Note: Deleting a user record also deletes all the user's email.

Import Users

1. Import from file

Winmail Server allows the administrator to import a file of email user accounts from a
different system. From the main Users screen, click the Import button. The following dialog
box will appear.
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x]

S5elect Faile

Import C:'"Iocuments and Settingshstewven. MAGI| [ Browse. .. |

Hote:
The import files iz a text format file, 1t must be comma
separated all field walues.

< Back [ Hext ] [ Cancel ]

.Enter the name of the file to be imported, or browse for it.
.Select the symbol used in the import file for remarks.

.Select the symbol used in the import file as the field delimiter.
.Click Next to proceed to the Field Map dialog box.

Field Nap [X]
Select field map
I~ Import file field User info field
v Mailbox Mailbox
[w FPazsword Faszword
[v Full name Full name
Domain when mailbox hasn' t domain |*100k. com 1'*"'|
Hot found passsword @Raﬂdnm l’-C:j'Fix | |
[ ¢ Barck “ Hext > ] [ Cancel ]

.Check the box to select the field mapping relationship between the imported file and Winmail
user records.
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.Enter a domain name if the mailbox does not have a domain associated with it.

.Check Random to randomly create a new password. Check Fix to use the value entered in the
text box.

.Click Next to proceed with the file import.

If the file size is large, the import may take several minutes. Import results will be displayed in
the following dialog box.

Eesult &|

Reszult list
Mailbox Result
abbhbid [oak, camm Success.
hahal [ook, com Success.
hehe® ook, com Success.
=t evan@ ook, com Success.
wow 0@ ook, com Success.

<. Back Cancel

Click Finish to complete the import process.

2. Import from windows
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Import user from windows

HT =erwer name/IF || | [ Lizt user
Windows user Import user
Hame Full Hame Hame Full Hame
hdd ->

Domain of import |*te5+.. aom V|

Fasssword for import (%) Random (JWT authenticat () Fix | |

Cr—sm [FoEw o) [ BE

.Enter the hostname or ip address of the nt server, and click list user.

.Select the windows user for import.

.Enter a domain name if the mailbox does not have a domain associated with it.

.Check Random to randomly create a new password. Check Fix to use the value entered in the
text box.

.Click Next to proceed with the file import.

Export Users

Winmail Server allows the administrator to export a file of email user accounts to a different
system.

From the main Users screen, click the Export button. The following dialog box will appear.
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Export Oser E|

Export file |C:"L]:I|:u:1.unent5 and Settings"xtest"xf| [ Erowse... |

Select fields

Passwnrd Full Tiame

D]‘[nme telephone Dfﬂnbile telephone
|:|]'[u:-me address I:lC-:-mpa.n}',.'rIlepartment
[ 1Tob title [ Joffice

|:| Office telephone

The first line is field name in export file

[ Export ] [ Close ]

.Enter the name of the file to be imported, or browse for it.

.Check the boxes corresponding to the fields to be included in the export.
.Check the box at the bottom if the first line of data is field name headers.
.Click the Export button to perform the file export.

Bulk Update

Bulk Update X

General |Right |GQuota |

D’Update Account status
[ Jupdate  Expiry date |

DUpdate Add the infermation to public contacts

0K || Cancel

.Select some users for bulk update.

.Check the boxes that will update.

.Click the OK button to perform user update.
Refresh

Update data from back database and renew interface.
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Non-main domain user should write whole address while setting up pop3 in Outlook or
Eudora, for example, a user named test in non main domain abc.com the account should be
written as test@abc.com.
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